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ABSTRACT OF THE THESIS
Countering Threat Financing Since 9/11:
Evaluating Financial Enforcement Under the USA PATRIOT Act
By
Nicolas M. Cardillo
Master of Science in Applied Intelligence
Mercyhurst University, 2014
Professor William Welch

Whether large or small, all threats to US national security require some level of
financial support, whether overt or covert, direct or indirect. This study seeks to address
a significant gap in the academic literature regarding the enforcement of Section 311 of
the USA PATRIOT Act to defend national security. In total, the study reviews and
evaluates all 17 cases where the US Department of the Treasury has proposed or
implemented special measures against financial institutions or geographic jurisdictions of
primary money laundering concern since 2001. The study leverages a qualitative content
analysis and case study approach to explain when, where, and why Treasury took special
measures under Section 311 based on official government documents and press releases
as well as public news sources.
The study revealed that terrorism was identified as a primary factor in Treasury’s
decision to apply Section 311 in only 35% of the cases despite the fact the USA
PATRIOT Act was passed in response to the terrorist attacks of 9/11. The study also
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found that while Treasury proposed special measures in 94% of the cases, it only
implemented the proposed special measures in 29% of the cases as many US banks took
proactive action to cease banking activity with the targeted institution or jurisdiction.
Finally, the study found that Section 311 was applied to small to medium-sized banks in
countries on the periphery of international commerce so as not to wreak havoc on the
international payment and clearance system.
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INTRODUCTION
Introduction to the Problem
Every day, trillions of dollars exchange hands around the world. From
international stock markets to local grocery stores, wealth is transferred between people
and institutions via physical and digital currencies. These transactions vary in shape and
size and occur in person, on mobile phones, and in cyberspace. Used for everything from
buying a loaf of bread to funding cancer research to waging war, money and wealth serve
as a critical foundation for the global economy. And within the billions of legitimate
financial transactions, individuals and organizations with intentions to undermine US
national security seek to hide among the noise.
For hundreds of years, the United States (US) has faced continuous and everevolving threats to its national security. From the attempted secession of the Confederate
States during the American Civil War to the Japanese bombing of Pearl Harbor and the
nuclear arms race during the Cold War to the many attacks from international terrorist
organizations, all of the threats share one common characteristic – money. Whether large
or small, no threat could have existed without some level of financial support, whether
overt or covert, direct or indirect.
Despite boasting the largest economy and leading the world in military spending
in 2001 (World Bank, n.d.), the terrorist attacks of September 11, 2001 demonstrated the
very real threat posed by asymmetric enemies. To counter evolving threats to national
security, the US defense budget rose from $287 billion in 2001 to $530 billion in 2013,
not including the costs associated with the wars in Iraq and Afghanistan (Plumer, 2013).
On November 27, 2002, President George W. Bush and the US Congress established the

2
National Commission on Terrorist Attacks Upon the United States. The Commission,
also known as the 9/11 Commission, was charted to investigate the “facts and
circumstances relating to the terrorist attacks of September 11, 2001” (The 9/11
Commission Report, 2004, p. xv). During the review, which included 19 days of
hearings, over 1,200 interviews, and more than 2.5 million pages of information (The
9/11 Commission Report, 2004, p. xv), the Commission uncovered a startling fact:
[Usama] Bin Ladin and his aides did not need a very large sum to finance their planned attack on
America. The 9/11 plotters eventually spent somewhere between $400,000 and $500,000 to plan
and conduct their attack…The plotters’ tradecraft was not especially sophisticated, but it was good
enough. They moved, stored, and spent their money in ordinary ways, easily defeating the
detection mechanisms in place at the time (The 9/11 Commission Report, 2004, p. 169).

The Anti-Money Laundering (AML) and illicit finance detection mechanisms in
place at the time were simply insufficient. Designed to root out known and established
money laundering techniques, the existing financial regulations were unable to separate
the “signal” from the “noise” (Lowenthal, 2008, p. 56). In order to counter the evolving
nature of the threats to national security and the means by which they were financed,
President Bush signed into law the Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act
on October 26, 2001. Fundamentally, the act sought “to deter and punish terrorist acts in
the United States and around the world [and] enhance law enforcement investigatory
tools,” which included an expansion of the Secretary of the Treasury’s ability regulate
financial transactions (FINCEN, n.d.). These new regulatory statutes, which are found in
Title III, also known as the International Money Laundering Abatement and Antiterrorist
Financing Act of 2001, have been critical to the efforts of the US Department of the
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Treasury (Treasury) to detect, deter, and prevent the varied threats to national security,
and in particular, the illicit financial networks that were instrumental to the success of the
9/11 attacks (Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001, 2001, p.
296). Along with the focused efforts of threat finance analysts across the US Intelligence
Community (IC), the enforcement powers in Title III of the USA PATRIOT Act have
been instrumental in understanding and neutralizing the funding behind various national
security threats.
Background of the Problem
The fundamental importance of money has been a part of the American story
dating back to the early years of the American Revolution. The newly established
Continental Congress did not have authority to levy taxes and turned to foreign
governments, primarily the French, Dutch, and Spanish, to finance the Revolution.
According to the US State Department (n.d.), in 1775, the “French Government began to
secretly ship war materiel to the American revolutionaries…This was accomplished by
establishing dummy corporations to receive French funds and military supplies.”
Without external funding to support the war effort, the Continental Army would have
faced a significant disadvantage against the formally trained and well-financed British
military. The Founding Fathers understood the importance of securing and protecting
financial support as an offensive weapon, which was reflected in their use of secret
mechanisms to transfer funds. Over 200 years later, the ability to identify and undermine
illicit and threatening financial networks is central to defending national security.
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The public statements made by various international terrorist organizations
demonstrate the critical importance of financing to their operational activities. In 2009,
deputy leader of al-Qa’ida in Yemen Sa'id al-Shihri extolled the importance of financial
support by claiming, “The blessed jihad that your brothers in Yemen are carrying out
against the enemies of religion and creed – the Jews and Christians – needs money, which
is the mainstay of life and jihad” (BBC Monitoring Middle East, 2009). Moreover, an
unnamed al-Qa’ida operative asserted, “There are two things a brother must always have
for jihad, the self and money” (Benner, 2011). Finally, the 9/11 Commission found:
Bin Ladin understood better than most of the volunteers the extent to which the
continuation and eventual success of the jihad in Afghanistan depending on an
increasingly complex, almost worldwide organization. This organization included
a financial support network that came to be known as the “Golden Chain,” put
together mainly by financiers in Saudi Arabia and the Persian Gulf States.
Donations flowed through charities or other nongovernmental organizations
(NGOs). Bin Ladin and the “Afghan Arabs” drew largely on funds raised by this
network, whose agents roamed the world markets to buy arms and supplies for the
mujahideen, or “holy warriors.” (The 9/11 Commission Report, 2004, p. 55)
Despite where or how the funds were raised, Bin Ladin and his associates understood the
importance of being able to move funds around the world through formal and informal
financial systems.
9/11 Commission Chair Thomas Keen observed, “You can’t run a terror network
without funding because it takes money to train operatives, transport them, and buy
equipment. When you cut off those supplies, it becomes very difficult to operate”
(Benner, 2011). As of 2004, CIA analysts assessed that “it cost [al-Qa’ida] about $30
million per year to sustain its activities before 9/11 and that this money was raised almost
entirely through donations” (The 9/11 Commission Report, 2004, p. 170). The 9/11
Commission prepared a list of core requirements believed to be necessary for a successful
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attack. Not surprisingly, the final requirement was “the ability to raise and move the
necessary money” (The 9/11 Commission Report, 2004, p. 173). This finding by the 9/11
Commission is significant because it underscores the importance of both the source of the
funds as well as the mechanisms used to move the funds. While the opportunities to stop
terrorist and illicit funding at the source are limited, Title III of the USA PATIROT Act
armed Treasury with several enforcement and regulatory mechanisms to mitigate threats
by halting the movement of illicit funds.
In 1990, the Financial Crimes Enforcement Network (FINCEN) was designated
as the administrator of the Bank Secrecy Act in order to “safeguard the financial system
from the abuse of financial crime, including terrorist finance, money laundering and other
illicit activity” (History of Anti-Money Laundering Laws, n.d.). At the time, the Bank
Secrecy Act was the primary tool in the fight against money laundering. Since then, the
Bank Secrecy Act has been amended and supplemented by other laws to protect against
money laundering and other forms of illicit finance as detailed in Table 1.1 below.
Law (Year)




Bank Secrecy Act (1970)


Money Laundering Control
Act (1986)




Requirements and Regulations
Established requirements for recordkeeping and
reporting by private individuals, banks and other
financial institutions
Designed to help identify the source, volume,
and movement of currency and other monetary
instruments transported or transmitted into or out
of the United States or deposited in financial
institutions
Required banks to (1) report cash transactions
over $10,000 using the Currency Transaction
Report; (2) properly identify persons conducting
transactions; and (3) maintain a paper trail by
keeping appropriate records of financial
transactions
Established money laundering as a federal crime
Prohibited structuring transactions to evade CTR
filings

6





Anti-Drug Abuse Act of 1988




Annunzio-Wylie Anti-Money
Laundering Act (1992)










Money Laundering
Suppression Act (1994)






Money Laundering and
Financial Crimes Strategy Act
(1998)





Introduced civil and criminal forfeiture for BSA
violations
Directed banks to establish and maintain
procedures to ensure and monitor compliance
with the reporting and recordkeeping
requirements of the BSA
Expanded the definition of financial institution to
include businesses such as car dealers and real
estate closing personnel and required them to file
reports on large currency transactions
Required the verification of identity of
purchasers of monetary instruments over $3,000
Strengthened the sanctions for BSA violations
Required Suspicious Activity Reports and
eliminated previously used Criminal Referral
Forms
Required verification and recordkeeping for wire
transfers
Established the Bank Secrecy Act Advisory
Group (BSAAG)
Required banking agencies to review and
enhance training, and develop anti-money
laundering examination procedures
Required banking agencies to review and
enhance procedures for referring cases to
appropriate law enforcement agencies
Streamlined CTR exemption process
Required each Money Services Business (MSB)
to be registered by an owner or controlling
person of the MSB
Required every MSB to maintain a list of
businesses authorized to act as agents in
connection with the financial services offered by
the MSB
Made operating an unregistered MSB a federal
crime
Recommended that states adopt uniform laws
applicable to MSBs
Required banking agencies to develop antimoney laundering training for examiners
Required the Department of the Treasury and
other agencies to develop a National Money
Laundering Strategy
Created the High Intensity Money Laundering
and Related Financial Crime Area (HIFCA) Task
Forces to concentrate law enforcement efforts at
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Uniting and Strengthening
America by Providing
Appropriate Tools to Restrict,
Intercept and Obstruct
Terrorism Act of 2001 (USA
PATRIOT Act)







the federal, state and local levels in zones where
money laundering is prevalent. HIFCAs may be
defined geographically or they can also be
created to address money laundering in an
industry sector, a financial institution, or group
of financial institutions.
Criminalized the financing of terrorism and
augmented the existing BSA framework by
strengthening customer identification procedures
Prohibited financial institutions from engaging in
business with foreign shell banks
Required financial institutions to have due
diligence procedures (and enhanced due
diligence procedures for foreign correspondent
and private banking accounts)
Improved information sharing between financial
institutions and the US government by requiring
government-institution information sharing and
voluntary information sharing among financial
institutions
Expanded the anti-money laundering program
requirements to all financial institutions
Increased civil and criminal penalties for money
laundering
Provided the Secretary of the Treasury with the
authority to impose "special measures" on
jurisdictions, institutions, or transactions that are
of "primary money laundering concern"

Table 1.1 – Anti-Money Laundering Laws (History of Anti-Money Laundering
Laws, n.d.)

Statement of the Problem
Since 2001, scholars from across the world have examined various aspects of
threat finance, with an overwhelming amount of literature produced on the topic of
terrorist finance. Taken together, the scholarly literature supports Stringer’s argument
that "threat finance is an important subject in the US national security field with both
domestic and international implications" (Stringer, 2011, p. 101). Many of the reviews,
such as those by Maher (2006) and Neudert Holguin (2012), focus on the illicit use of
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informal value transfer systems (IVTS), such as hawalas, which have been used around
the world for centuries. The findings of the 9/11 Commission, however, demonstrated
that al-Qa’ida was able to avoid detection and leverage the formal financial sector to
carry out their unprecedented attacks on September 11, 2001. Within the available
academic literature, there is a general lack of information regarding the enforcement of
Section 311 of the USA PATRIOT Act (Section 311), which empowers the Secretary of
the Treasury with the “authority to require domestic financial institutions and financial
agencies to take certain special measures” against a foreign financial institution that is of
primary money laundering concern (Fact Sheet: Overview of Section 311 of the USA
PATRIOT Act, 2011). The research that follows in this paper seeks to evaluate where,
how, and why Treasury leveraged special measures under Section 311 to defend national
security.
Purpose of the Study
The purpose of the study is to evaluate Treasury’s use Section 311 in defending
national security. This study reviews all cases where Treasury proposed and/or
implemented special measures under Section 311 since 2001 (Section 311 – Special
Measures, n.d.). In total, this study will examines 17 cases, 13 of which will focus on
special measures against formal financial institutions and four of which will focus on
special measures against geographic jurisdictions. This study seeks to identify the type of
threat posed by various financial institutions and geographic regions since 2001 as well
as the degree to which bank officials were witting and/or complicit in the illicit financial
activity.
Research Question
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This study explores and answers the following research question:
How has the United States Department of the Treasury leveraged Section 311
of the USA PATRIOT Act to protect against threats to national security?

Definition of Terms
Threat Finance – As defined by Lindholm and Realuyo (2013), threat finance
“encompasses money laundering and terrorist financing by illicit networks and endangers
the integrity of financial systems around the world. Threat finance is employed by rogue
nations, terrorist facilitators, weapons of mass destruction (WMD) proliferators, money
launderers, drug kingpins, and others who endanger national security” (p. 112). This
definition is sufficiently broad to cover various forms of illicit finance supporting
domestic and transnational crime, terrorism, and proliferation.
Intelligence – Wheaton and Beerbower (2006) explain that the definitions of
intelligence, both within and outside of the IC, are unclear and in some cases
contradictory. The Intelligence Reform and Terrorism Prevention Act of 2004 (2004)
amends the definition of “national intelligence,” previously defined in the National
Security Act of 1947, as follows:
The terms ‘national intelligence’ and ‘intelligence related to national security’
refer to all intelligence, regardless of the source from which derived and including
information gathered within or outside the United States, that ‘‘(A) pertains, as
determined consistent with any guidance issued by the President, to more than
one United States Government agency; and (B) that involves (i) threats to the
United States, its people, property, or interests; (ii) the development, proliferation,
or use of weapons of mass destruction; or (iii) any other matter bearing on United
States national or homeland security. (Intelligence Reform and Terrorism
Prevention Act of 2004, 2004, p. 26)
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Considering the above definition for “national intelligence” and the competing definitions
used by various IC agencies, this paper will adopt the Wheaton and Beerbower’s (2006)
proposed definition as “a process, focused externally and using information from all
available sources, that is designed to reduce the level of uncertainty for a decisionmaker”
(p. 6).
Financial Intelligence – According to Assistant Secretary of the Treasury for
terrorist financing Daniel L. Glaser, “Money trails don’t lie. Financial information is a
uniquely reliable source of intelligence” (Macdonald, 2011). Financial Intelligence
(FININT), therefore, refers to intelligence derived from financial data or information
related to the capabilities, plans, intentions, or relationships of an individual or
organization. Insights drawn from financial transactions can lead to the identification of
“sources” and “sinks” of funds as well as the methods used by various groups or
individuals to raise, move, and use funds for a variety of purposes. This analysis is
bolstered by know your customer (KYC) due diligence requirements levied on financial
institutions and money services businesses (MSBs), which ensures that information
associated with financial activity is reliable.
Special Measures – Under Section 311 of the USA PATRIOT Act, the Secretary
of the Treasury has the “authority to require domestic financial institutions and financial
agencies to take certain special measures” against a foreign financial institution that is of
primary money laundering concern (Fact Sheet: Overview of Section 311 of the USA
PATRIOT Act, 2011). The special measures imposed can range in size and scope and
include: Recordkeeping and reporting certain transactions; Collection of information
relating to beneficial ownership; Collection of information relating to certain payable-
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through accounts; Collection of information relating to certain correspondent accounts;
and Prohibition or conditions on the opening or maintaining of correspondent or payablethrough accounts (Fact Sheet: Overview of Section 311 of the USA PATRIOT Act,
2011).
Financial Institution – According to FINCEN, a financial institution “includes any
person doing business in one or more of the following capacities: bank (except bank
credit card systems); broker or dealer in securities; money services business; telegraph
company; casino; card club; a person subject to supervision by any state or federal bank
supervisory authority” (Financial Institution, n.d.). As defined by FINCEN, financial
institutions represent a wide spectrum of individuals, or more likely, companies offering
financial products or instruments to its customers.
Anti-Money Laundering – According to FINCEN, money laundering is the
process of obscuring the sources of funds with the ultimate goal of making illegal funds
appear to be legal (History of Anti-Money Laundering Laws, n.d.). In its most basic
form, money laundering involves three steps: placement, layering, and integration.
Therefore, Anti-Money Laundering (AML) refers to policies and legislation such as those
described in Table 1.1 to combat money laundering.
Money Services Business – According to FINCEN, a money services business
(MSB) “includes any person doing business, whether or not on a regular basis or as an
organized business concern, in one or more of the following capacities: Currency dealer
or exchanger; Check casher; Issuer of traveler's checks, money orders or stored value;
Seller or redeemer of traveler's checks, money orders or stored value; Money transmitter;
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or US Postal Service” (Money Services Business, n.d.). FINCEN regulations further
specify that all MSBs are considered to be financial institutions as defined above.
Nature of the Study
The study proposes to conduct a qualitative content analysis in order to evaluate
Treasury’s use Section 311 since 2001 (O’Leary, 2010, p. 270). Qualitative research will
enable the researcher to explain when, where, and why Treasury took special measures
under Section 311 based on official government documents and press releases as well as
public news sources including newspapers, blogs, reports, and media clips as appropriate.
Further, the qualitative, case study approach will allow for the comparison and analysis
of various special measures taken under Section 311 since 2001. All of the cases chosen
for this study are vast and complex. Although the media coverage for each case may
vary, the study will seek to determine the final outcome or status of each case study as of
July 31, 2013. The cases chosen for this qualitative content analysis include both
financial institutions and geographic regions targeted under Section 311. The financial
institutions considered include Asia Wealth Bank, Banco Delta Asia, Commercial Bank
of Syria, First Merchant Bank, Halawi Exchange Company, Infobank, JSC CredexBank,
Kassem Rmeiti & Company for Exchange, Liberty Reserve S.A., Lebanese Canadian
Bank SAL, Multibanka, Myanmar Mayflower Bank, and VEF Banka. The geographic
jurisdictions considered include Burma, Iran, Nauru, and Ukraine.
Relevance and Significance of the Study
The research and analysis of this study seeks to provide the reader and the US
threat finance community with a thorough examination of financial enforcement under
Section 311 in protecting national security. Unlike the more established intelligence
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disciplines such as human intelligence (HUMINT) led by CIA, signals intelligence
(SIGINT) led by the National Security Agency (NSA), and geospatial intelligence
(GEOINT) led by the National Geospatial-Intelligence Agency (NGA), the financial
intelligence (FININT) community within the IC is relatively new. Given Treasury’s lead
on protecting US financial networks under laws such as the Bank Secrecy Act and the
USA PATRIOT Act, this study seeks to provide an objective evaluation of Treasury’s
efforts to counter threat finance and protect national security since 9/11, which will be
relevant to threat finance practitioners as well as Treasury policy makers. Moreover, the
ability of Treasury to effectively isolate foreign banks and jurisdictions through domestic
rulemaking would serve as an incentive for other foreign banks and jurisdiction to
proactively root out illicit financial activity.
Assumptions and Limitations
A major assumption underlying this study is that information related to the illicit
financial activity precipitating the special measures considered is available in official
government documents, press releases, and/or domestic and international media
reporting. As the authorities granted under Section 311 are regulatory in nature, they are
subject to public notice and a comment period (Fact Sheet: Overview of Section 311 of
the USA PATRIOT Act, 2011).
One major limitation of this study is the specific focus exclusively on the
proposed and implemented special measures taken by Treasury under Section 311.
Therefore, the study does not consider other actions across the US IC to counter threat
finance since 9/11 nor does it consider international efforts to protect against the
financing of various national security threats. Another limitation of the study is that the
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focus of the review only considers special measures taken since 2001, as the authorities
given to Treasury under Section 311 did not exist prior to 2001. Finally, due to the very
unique facts and circumstances surrounding each case study and the unclear nature of the
primary or secondary policy objectives of each case, the study does not provide a
comprehensive analysis of the effectiveness of each case study nor does it consider all
data associated with each case as described in the Nature of the Study section above. On
the other hand, the study will endeavor to determine the final outcome of each case study,
which will include a review of the actions and events that resulted from Treasury’s use of
Section 311.
Organization of the Study
The first chapter will be the introduction, which will identify and provide
background information on the topic of the research. The chapter identifies the research
question addressed in the study, define key terms, and discuss the relevance and
significance of this study. Finally, the chapter will identify the limitations of the study as
well as the assumptions related to the topic and analysis.
The second chapter will include a complete literature review related to the topic.
The review will cover the theoretical and conceptual framework underpinning the study
and include a presentation, synthesis, analysis, and critique of the literature associated
with the study.
The third chapter details the research methodology used in this study as well as
introduce each of the case studies considered in the study. A thorough review of the
related government documents, press releases, and news media reporting on each case
will allow for an evaluation and analysis of the cases.
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The fourth chapter presents the analysis of the collected data.
The fifth chapter will include a summary of the study, discuss the findings, and
detail the implications for practitioners and leaders within the US IC threat finance
community. Additionally, the chapter will include recommendations for further research
as well as final conclusions related to the study.
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LITERATURE REVIEW
Introduction to the Literature Review
This chapter will review the literature related to threat finance as well as the laws
and regulations in place prior to and after 9/11 to counter the financing of threats to
national security. Additionally, the review will introduce the theoretical framework of
the study and present, synthesize, analyze, and critique the existing literature related to
this study. Finally, this chapter will place the study within the context of the existing
body of literature and demonstrate the appropriateness and significance of the research
questions in addressing relevant gaps in the available literature. Threat finance is a
relatively new field of study. Stringer (2011) writes:
While considered less critical than kinetic operations and therefore somewhat
neglected, threat finance is an important subject in the US national security field
with both domestic and international implications. Conceptually, the global
financial network is a domain similar to its air, land, maritime, and cyber
counterparts, requiring similar strategic and interagency approaches. Threat
financiers exploit this sphere to the overall detriment of US national security
interests. (pp. 101)
Moreover, Lindholm and Realuyo (2013) assert that finance is the lifeblood of all
organizations, regardless of the nature of their activity. Despite the common agreement
on the importance of threat finance, there exist few commonly accepted terms and
definitions across the existing body of literature due to the complex and dynamic nature
of the threat. As such, this study will seek to evaluate and synthesize the relevant subdisciplines of threat finance and describe the laws and regulations designed to protect US
national security from these varied threats.
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Theoretical Framework
According to Stringer (2011), the term terrorist finance is commonly used to refer
to threat finance; however, Stringer argues that this definition is too narrow as it omits
major subcomponents of threat finance such as Weapons of Mass Destruction (WMD)
proliferation, narcotics trafficking, organized crime, and human trafficking. At the
highest level, Stringer suggests that threat finance can be divided into two major
subcomponents – terrorism finance (to include WMD proliferation) and cartel money
laundering, which includes “organized crime, narcotics, fraud, corruption, and human
trafficking” (pp. 102). While terrorism finance and global organized crime include many
commonalities, Stringer argues:
Terrorism is unlike global crime in several critical ways: the direction of the
related financial transactions; the tolerance for failure; the motivations of the
participants; and the scale of the activity to be suppressed. Terrorist financing
generally involves financial flows that originate in legitimate activities to support
illegitimate activities rather than the reverse, introducing a significant
complication for authorities following the money. Terrorists take money and
simply use it for attacks and their preparations. Traditional money laundering
involves a profit motive while terrorist financing often has no economic motive.
Its objectives are usually political or ideological (pp. 102-103).
Other scholars of threat finance, on the other hand, find that Stringer’s suggestion
that terrorism finance usually begins with legitimate sources of income is too restrictive.
Lindholm and Realuyo (2013) suggest that terrorist organizations receive funding from a
variety of lawful and unlawful funding sources. In addition to traditional fundraising
activities, Lindholm and Realuyo (2013) claim that terrorist organizations derive income
from revenue generating criminal activities such as kidnapping, fraud, and smuggling.
Similarly, D’Souza (2009) explains that the Financial Action Task Force (FATF) has
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identified drug trafficking, extortion, gambling, and trafficking in counterfeit goods as
major sources of terrorist financing.
While accepting the distinctions between terrorist and criminal objectives and
activities, Thony (2002) holds that public policy targeting threat finance does not seek “to
address the issue of the processing of illegal funds, but the funds themselves and the
organizations behind them. In this regard, criminal assets and terrorist assets represent
the same threats to financial systems and public institutions” (Thony, 2002, pp. 4). This
principle is reflected in Section 311 of the USA PATRIOT Act as it does not distinguish
between criminal and terrorist financing. As such, this literature review does not attempt
to distinguish between the multifaceted subcomponents of threat finance. Instead, the
literature review will focus on the sources of threat finance as well as the methods and
techniques used to move and conceal the origin of the funds.
Threat finance and AML legislation have been evaluated from many theoretical
perspectives with a particular emphasis on the origin of crime and the process of law
making. Bowes (2006) approaches the creation of AM L legislation from the theoretical
framework of structural contradiction theory, which Bowes describes as an extension of
Marxism to explain crime (Bowes, 2006, p. 11). Within this theoretical framework,
Bowes claims that “class struggle results from the unequal distribution of wealth between
the classes. Those who possess the forces of production control the relations of
production. As a result, conflicts are borne” (Bowes, 2006, p. 13). In essence, structural
contradiction theory analyzes how “these basic dilemmas affect and create organized
crime and lawmaking” (Bowes, 2006, p. 13). Bowes was also influenced by Block and
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Chambliss (1981, as cited in Bowes, 2006) who explain that the social history of
capitalism is critical for understanding the origins of criminality.
Similarly, Smith (1990) approaches the creation of AML legislation through the
theoretical framework established by Chambliss. Chambliss and Seidman (1971, as cited
in Smith, 1990) suggest that the creation of law has historically been understood from the
pluralist and ruling class views. According to Smith (1990) the pluralist position holds
that law is created from conflict between differential groups whereas the ruling class
position holds that the creation of law reflects the power of elite groups seeking to protect
their economic interests (Smith, 1990, p. 25). Dismissing the pluralist and ruling class
positions, Chambliss and Seidman (1971, as cited in Smith, 1990) offer an alternative
theory, dialectic theory, which suggests that “the creation of law represents a momentary
resolution of the contradictions inherent in the social system” (Smith, 1990, p. 26). In
essence, Smith (1990) and Bowes (2006) approach the problem of money laundering and
the legislative responses as a social problem.
Dolar (2007) approaches the AML provisions of the USA PATRIOT Act through
the theoretical perspective of economic regulation. Dolar (2007) describes public-interest
theory and interest-group theory as the two primary regulation theoretical perspectives.
According to Dolar (2007), public-interest theory explains regulation as a result of public
demand for corrective action against a market failure; however, Dolar (2007) notes
“theoretical and empirical studies have not found a positive correlation between
regulation and market failures” (Dolar, 2007, p. 73). On the other hand, interest-group
theory holds regulation arises from competition of interest groups to maximize the wellbeing of their members (Poser, 1974, as cited in Dolar, 2007). Under this theory, the
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“regulator’s objective…is to maximize direct political support or votes in order to stay in
office” (Dolar, 2007, p. 74.).
Belli (2011) approaches the study of financial crime by combining opportunity
theory with a social network perspective. Building upon the work of Clarke (1980) and
Becker (1968), Belli asserts that through opportunity theory, “criminals are seen as
rational individuals who choose to act in certain ways in order to maximize their profits
while minimizing the risks” (Belli, 2011, p. 34). Belli (2011) also leverages the social
network analysis approach to understand the patterns and relationships among individuals
in a network (Morselli, 2009, as cited in Belli, 2011, p. 38). Belli (2011) uses this
perspective to evaluate and compare the type and nature of financial crimes committed by
Islamic extremists and far-right Americans. Despite finding similarities in the structure
of the various organizations, Belli (2011) finds that the demographics, motives, and
mechanisms used to perpetrate the financial crimes varied, suggesting that a uniform
approach to prosecution may be ineffective. The enforcement powers granted to
Treasury under the USA PATRIOT Act are agnostic to the demographics, geographic
locations, and motives of illicit organizations. This study will contribute to Belli’s (2011)
findings by analyzing Treasury’s use of the powers granted under Section 311 to protect
the US against a variety of threats in diverse jurisdictions.
Review of the Research Literature
Threat Finance – Sources and Methods
Stringer (2011) claims that International Monetary Fund (IMF) estimates indicate
that criminal enterprises launder $600 billion annually (Stringer, 2011, p. 103). While
the overall amount of funding for terrorism is less clear, the 9/11 Report included a CIA
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assessment that al-Qa’ida’s operating annual budget was approximately $30 million (The
9/11 Commission Report, 2004). By contrast, the comparatively smaller and
geographically focused Provisional Irish Republican Army (PIRA) had an annual budget
of less than $2.3 million (Stringer, 2011). Whether operating on large or small budgets,
terrorist groups, criminal organizations, and others who threaten US national security
derive funding from a variety of sources.
Individual Donors. Individual donors represent a critical source of funding for
terrorist organizations. The 9/11 Report found that al-Qa’ida relied on a network of
financiers across the Persian Gulf known as the “Golden Chain” (The 9/11 Commission
Report, 2004). Thony (2002) asserts that the collection of funds from the diaspora
remains an important source of funding. Specifically, this tactic has been used by Irish
Republican Army in the US and the Armed Islamic Group in Algeria (Thony, 2002).
Charities. According to Maher (2006), 15% to 20% of funds accumulated by
Islamic charities are given to politically motivated groups, including terrorist
organizations. A 2003 Government Accountability Office (GAO) report claims that
many charitable organizations lack sufficient oversight or financial controls to ensure that
donations are not diverted to support illicit activity. In some cases, the GAO report
(2003) notes that terrorist or their supporters have infiltrated legitimate charities to divert
money to directly or indirectly support terrorist agendas. In addition to diversion of
funds from legitimate charities, terrorist organizations have established front companies
to directly raise funds destined to support terrorism. In 2001, Treasury designated and
closed offices of the Holy Land Foundation for Relief and Development (HLF), which
was a charity established, owned, and controlled by Hamas that raised $13 million from
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unsuspecting American donors (O’Neill, 2001). Similarly, Treasury took administrative
action against the Iran-based Martyrs Foundation, which was providing financial support
to multiple terrorist organizations including Hezbollah, Hamas, and the Palestinian
Islamic Jihad (PIJ), and the al-Qard al-Hassan financial firm, which was used as a cover
to manage the financial activity of Hezbollah (US Treasury, 2007).
Criminal activity. Regardless of the motivation of the organization, criminal
activity represents an important source of funds to finance threats to US national security.
Thony (2002) suggests that criminal activity represents an increasingly important role in
the terrorist economy, with drug trafficking representing the largest source of funding.
Thony (2002) also cites the use of “revolutionary taxes” by the Euskadi Ta Askatasuna in
Spain and the National Liberation Front of Corsica, abductions for ransom by Colombian
paramilitary groups, and human trafficking as important sources of terrorist funding (p.
4). According to Maher (2006), al-Qa’ida engages in a variety of criminal activity to
support its global agenda to include robbery and credit card fraud. As of 2006, al-Qa’ida
possessed equipment to manufacture fraudulent credit cards and European officials
estimated that al-Qa’ida raised $1 million per month via credit card fraud (Maher, 2006).
A 2003 GAO report also suggests that Hezbollah, Hamas, and al-Qa’ida have raised
money through the trafficking of contraband cigarettes within the US. The GAO report
(2003) details a Hezbollah smuggling operation used to raise $1.5 million dollars through
the purchase of cigarettes in North Carolina and the resale of the cigarettes in Michigan,
which is detailed in the Figure 2.1 below.
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Figure 2.1 – Hezbollah Cigarette Smuggling Operation (GAO, 2003)

State sponsors. In addition to the fundraising various licit and illicit funding
sources describe above, terrorist groups have been known to receive direct and indirect
financial and logistical support from “rogue” regimes. Combs and Slann (2007) found
that Libya dictator Mu’ammar al-Qadhafi’s regime supplied arms, money, and
intelligence to terrorist organizations harbored inside the country. Additionally, the US
Department of State (n.d.) identified Cuba (1982), Iran (1984), Sudan (1993), and Syria
(1979) as State Sponsors of Terrorism. Since the end of the Cold War, Thony (2002)
observed that most of the state-sponsored terrorist funding has ceased.
According to Stringer (2011), threat financiers “use a wide, imaginative, and
evolving series of tactics, techniques, and procedures to transfer money throughout their
networks, from high-tech means to low-tech or no-tech means” (104). These varied
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techniques and technologies to transfer funds around the world complicate domestic and
international efforts to enforce AML regulations and disrupt illicit financing.
Formal system. Despite the establishment of various domestic and international
financial regulations designed to prevent illicit use of the formal financial sector,
terrorists and criminals alike have exploited weaknesses in reporting requirements and
detection techniques to move funds and support their illicit operations. According to the
findings of the 9/11 Commission, “The plotters’ tradecraft was not especially
sophisticated, but it was good enough. They moved, stored, and spent their money in
ordinary ways, easily defeating the detection mechanisms in place at the time” (The 9/11
Commission Report, 2004, p. 169). A decade later, Lebanese Canadian Bank was
identified as a financial institution of primary money laundering concern in 2011 based
on evidence suggesting that managers of the bank were linked to Hezbollah officials
(GPO, 2011).
Informal Value Transfer Systems (IVTS). According to the 2007 National
Money Laundering Strategy (2007), Informal Value Transfer Systems (IVTS) are
efficient and trust-based remittance systems that operate around the world. The 2007
Strategy identifies several regional examples of IVTS include Hawala/Hundi (South
Asia),Fei ch’ien (China), Phoe Kuan (Thailand), and Door to Door (Philippines) (p. 46).
According to the 2007 Strategy:
IVTS provide transfers to and from areas where modern financial services are
unavailable, inaccessible, unaffordable, or localities where corruption within the
financial system is prevalent. The system provides rapid funds transfers (usually
within hours of the transaction’s initiation), under a safeguard of trust and
reliability. IVTS can be operated from virtually any location with access to a
communication network such as e-mail, fax, or telephone. (2007 National Money
Laundering Strategy, 2007, p. 46)
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A 2003 GAO report on terrorist financing describes a traditional IVTS transfer.

Figure 2.2 – Traditional Hawala Transaction Overview (GAO, 2003)
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While these centuries-old systems primarily service legitimate customers,
criminals and terrorists have exploited the systems due to their low costs and relative lack
of transparency (2007 National Money Laundering Strategy, 2007). According to the
Federal Bureau of Investigation (FBI), 19 of the 9/11 hijackers used various hawalas to
transfer thousands of dollars into and out of the US to support their operation (2007
National Money Laundering Strategy, 2007). In addition, al-Qa’ida leveraged the weak
financial regulations in Somalia to transfer funds through the Al Barakaat IVTS
(Lindholm and Realuyo, 2013, p. 116). A 2002 Fact Sheet on contributions by the
Department of the Treasury to the Financial War on Terrorism further states that Al
Barakaat, which operated in more than 40 countries including the US, was transferring
several million dollars to and from al-Qa’ida and served as a key source of funding and
money transfers for the terrorist group (U.S Department of the Treasury, 2002, p. 6). As
of December 2001, IVTS are required to register with FinCEN (2007 National Money
Laundering Strategy, 2007).
Couriers. According to Atwan (2006), physical currency shipments via trusted
couriers remains an important, and in some cases, preferred method to finance alQa’ida’s terrorist agenda. Despite the additional costs associated with couriers (i.e.,
salary, equipment, etc.), physical currency transfers offer a number of benefits including
the lack of a physical or digital paper trail, the avoidance of financial transparency
reporting requirements, and the ability to ensure total control over the movement of the
money (GAO, 2003).
Money Laundering. According to FINCEN, money laundering is the process of
obscuring the sources of funds with the ultimate goal of making illegal funds appear to be
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legal (History of Anti-Money Laundering Laws, n.d.). In its most basic form, money
laundering involves three steps: placement, layering, and integration. In the placement
stage, Thony (2002) explains that individuals or organizations need to introduce their
illicit funds into the formal banking system; however, this step can prove to be the most
risky due the potential to raise the suspicions of bank employees. Next, the money must
move through a variety of financial operations, with the ultimate purpose to mislead any
potential investigators as to the true origin of the funds (Thony, 2002). As the name
implies, the aim is to put as many layers between the origin of the funds and the current
status of the funds. Finally, once the funds appear to have a legitimate origin, the money
needs to be re-introduced into the legal economy, which can be accomplished through the
purchase of luxury items or investment in other assets (Thony, 2002). Another common
form of money laundering is trade-based money laundering. This process involves the
movement of illicit funds through a series of commercial transactions and can include
over- or under-invoicing or falsifying receipts (Lindholm and Realuyo, 2013).
Anonymous payments. According to Lindholm and Realuyo (2013), prepaid
instruments such as retail gift cards represent an appealing concealment mechanism
because they can be loaded and used relatively anonymously. Additionally, mobile
phone-based or Internet-based transactions can offer a desired layer of anonymity.
Akyay (2001) also notes that technology-driven innovations represent a significant threat
to domestic and international efforts to combat money laundering. According to Akyay
(2001), the “development of e-money (money that exists electronically in the form of
symbols on computer screens; variously called electronic money, megabyte money,
cybermoney, e-cash, digicash, cybercash, etc.) has facilitated the movement of funds
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throughout the world with ease and real-time speed” (p. 70). In May 2013, Treasury
identified Liberty Reserve, a web-based money transfer system or “virtual currency,” as a
financial institution of primary money laundering concern based evidence that it was
“widely used by criminals worldwide to store, transfer, and launder the proceeds of a
variety of illicit activities” (US Department of the Treasury, 2013). Treasury (2013)
estimated that Liberty Reserve laundered $6 billion by actively avoiding regulatory
requirements and supporting the financing of illicit activities. This case will be evaluated
as part of the study.
Pre-9/11 Threat Finance Statues and Regulations
According to Thony (2002), international efforts to coordinate money laundering
policies began in the 1990s as a result of the growing threat posed by the Cali and
Medellin Colombian drug cartels. Thony observed that “the criminal organizations
accumulated such wealth and power that the issue turned from a public safety problem to
a threat against the State itself” (Thony, 2002, p. 1). Domestically, AML policies have
been in place since the 1970 Bank Secrecy Act, which first established baseline
requirements for bank reporting and recordkeeping. Despite new and expanded
regulations in the decades that followed (See Table 1.1), the new laws were unable to
identify and disrupt the funding of the 9/11 terrorist attacks.
Bank Secrecy Act (1970). According to Treasury, the Bank Secrecy Act was
designed to identify the source, amount, and movement of funds to, from, and through
US financial institutions (History of Anti-Money Laundering Laws, n.d.). According to
Akyay (2001), the theory behind the Bank Secrecy Act lies in the belief that money is
most vulnerable during the placement stage of money laundering. As a result, the law
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established mandatory reporting requirements for cash transactions over $10,000 in the
form of a Currency Transaction Report (CTR) (History of Anti-Money Laundering Laws,
n.d.). To ensure compliance across the US banking industry, the legislation included
civil and criminal penalties for noncompliance (Akyay, 2001, p. 40). In theory, the
creation of a physical paper trail would aid in a money laundering investigation
(Melofsky, 2001, p. 4).
According to Melofsky (2001), the mandatory reporting requirements of the Bank
Secrecy Act led to the development of additional structuring techniques, which enabled
criminals to continue laundering funds by exploiting loopholes in the reporting process.
Specifically, criminal organizations “employed any number of couriers known as
‘smurfs’ to make numerous cash deposits under the reporting limit thereby circumventing
the reporting requirements” (Melofsky, 2006, p. 20). By simply making deposits of
$9,999 or less, criminals could introduce money into the formal banking system at a
variety of banks or bank branches without creating a paper trail, thus depriving
investigators of valuable information that could undermine money laundering operations.
In 1984, the President’s Commission on Organized Crime Money recommended that
currency-reporting legislation be strengthened based on the growing threat of organized
crime and the recognized weaknesses of the Bank Secrecy Act (Bain, 2004, p. 29).
In 2012, HSBC, Europe’s largest bank, agreed to admit that it violated the Bank
Secrecy Act and the Trading with the Enemy Act by ignoring “possible money
laundering as part of a record $1.9 billion settlement with US authorities” (Barrett and
Perez, 2012). According US prosecutors, HSBC’s insufficient money laundering
controls “allowed the Sinaloa drug cartel in Mexico and the Norte del Valle cartel in
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Colombia to move more than $881 million through HSBC’s U.S. unit from 2006 to
2010” (Smythe, 2013). In addition, HSBC was alleged to have violated various US
sanctions programs including those against Iran, Libya, Sudan, Burma, and Cuba
(Smythe, 2013). Despite having the ability to leverage Section 311, US authorities opted
to penalize HSBC for its money laundering violations through monetary fines. While the
study does not evaluate domestic or international efforts to counter threat finance outside
of Section 311, the study will, through an evaluation and analysis of the use of Section
311, provide some observations as to why Treasury may avoid applying Section 311 to
larger banks, such as HSBC.
Money Laundering Control Act (1986). The Money Laundering Control Act
(1986) was designed to address the limitations of the Bank Secrecy Act. Specifically, it
established money laundering as a federal crime and prohibited the use of structured
deposits, transactions, and withdrawals to avoid the mandatory reporting requirements of
the Bank Secrecy Act (History of Anti-Money Laundering Laws, n.d.). Bain (2004)
notes that the criminal and civil forfeiture provisions of the act sought to further
dissuaded individuals and organizations from engaging in financially motivated crimes.
According to a 1992 GAO report, a violation of the Money Laundering Control Act
“could result in a sentence of imprisonment for up to 20 years and a fine of up to
$500,000 or twice the value of the property or instrument involved, whichever is greater,
or both” (GAO, 1992, p. 12). Moreover, Akay (2001) claims that the introduction of the
term “knowing acceptance” was an important expansion of US money laundering
regulations because it made an individual who wittingly accepted funds with knowledge
of their illicit origin complicit in the crime (p. 44).
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Anti-Drug Abuse Act of 1988. Similar to previous AML legislation, the AntiDrug Abuse Act of 1988 sought to target the observed limitations of the previous AML
laws (Akyay, 2001). As such, the act expanded the definition of financial institutions to
include car dealerships and real estate closing companies and mandated that financial
institutions verify the identity of a customer purchasing over $3,000 in monetary
instruments (History of Anti-Money Laundering Laws, n.d.). In addition, the law
established requirements for financial institutions to “know your customers” (KYC)
(Akyay, 2001). According to a 1991 GAO report, the act also included important
provisions to expand international money laundering coordination with the “Kerry
Amendment,” which required foreign financial institutions to record and disclose
information on large US dollar transactions (GAO, 1991, p. 8). Further, the act
empowered the Secretary of the Treasury to issue temporary orders to domestic financial
institutions in a particular geographic region to obtain and report information on
transactions below the $10,000 threshold (GAO, 1991, p. 16).
Annunzio-Wylie Anti-Money Laundering Act (1992). In addition to
strengthening the penalties for Bank Secrecy Act violations, the Annunzio-Wylie AntiMoney Laundering Act (1992) established Suspicious Activity Reports (SARs) and
required financial institutions to verify and maintain records for wire transfers (History of
Anti-Money Laundering Laws, n.d.). The newly established SAR was similar to the CTR
established under the 1970 Bank Secrecy Act except that it allowed banks to report
“suspicious” activity on cash transactions less than the $10,000 threshold (Schwartz,
2009, p. 26). The act also included a number of provisions to ensure compliance by
financial institutions and their employees. According to Akyay (2001), “if a domestic
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bank is convicted of money laundering, the Act requires a discussion as to whether or not
to cancel the license of the bank or to assign an officer to investigate the case in-depth in
order to examine the bank's involvement in the crime…If a bank employee is convicted
of money laundering, he may easily be removed from banking industry services through
this initiative” (p. 47). In addition, Melofsky (2001) cites the act’s “safe harbor”
provisions, which protect financial institutions from the threat of civil litigation for
reporting suspicious transactions, as an important measure to increase compliance with
the patchwork of AML regulations. Further, the act prohibited financial institutions or
their employees from notifying individuals that a SAR had been filed (GAO, 1995).
Money Laundering Suppression Act (1994). According to Melofsky (2001),
one of the primary goals of the Money Laundering Suppression Act was to streamline the
burden of reporting of suspicious activity, which previously was required to be filed with
several agencies, by exempting certain routine currency transactions and empowering
Treasury to identify a centralized reporting agency. In October 1994, Treasury’s Office
of Financial Enforcement merged with FinCEN, thus “creating a single anti-money
laundering agency that could unify regulation, intelligence, and enforcement missions”
(Akyay, 2001, p. 47). Additionally, the Money Laundering Suppression Act sought to
expand the scope of AML regulations to non-traditional financial institutions. The act
tightened regulations related to MSBs by requiring that each MSB maintain a list of
authorized agents that can offer financial services and further established that operating
an unlicensed MSB was a federal crime (History of Anti-Money Laundering Laws, n.d.).
Moreover, the act “obligated casinos to design and maintain written [Bank Secrecy Act]
compliance programs, and to follow the same regulations that banks and other financial
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institutions had been subject to” (Akyay, 2001, p. 48). A 1996 GAO report notes that the
act’s provisions requiring casinos to ensure their compliance with money laundering
prevention could improve compliance and enforcement given the insufficient capacity to
ensure compliance at the federal level (GAO, 1996, p. 30).
Money Laundering and Financial Crimes Strategy Act (1998). Under the
Money Laundering and Financial Crimes Strategy Act (1998), Treasury is required to
coordinate with other federal agencies to develop a National Money Laundering Strategy
(History of Anti-Money Laundering Laws, n.d.). According to a 2004 GAO report, the
purpose of the act was to “increase coordination and cooperation among the various
regulatory and enforcement agencies and to effectively distribute resources to combat
money laundering and related financial crimes” (GAO, 2004, pp. 5-6). Despite the
important money laundering prevention measures established in the Bank Secrecy Act
and the subsequent expansion of AML regulations that followed, al-Qa’ida and its
operatives were able to transfer funds to and from the US to support their planning and
operations leading up to September 11, 2001. As a result, President Bush significantly
expanded the scope and enforcement of the AML regulatory framework with the signing
of the USA PATRIOT Act into law on October 26, 2001.
Title III of the USA PATRIOT Act
Among the many provisions of the USA PATRIOT Act, Title III, also known as
the International Money Laundering Abatement and Antiterrorist Financing Act of 2001,
represents a significant expansion of the AML regulations established since the 1970
Bank Secrecy Act. According to Dolar (2007), Title III represents the largest section of
the USA PATRIOT Act at 125 pages and was intended to deprive terrorist groups and
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criminal organizations from their essential sources of funding (Dolar, 2007, pp. 3). Dolar
(2007) observes that the new provisions of Title III sought to expand the focus of AML
regulations beyond “dirty money” to include the legitimate sources of funding for
terrorist and criminal organizations that were described previously in this Chapter. Dolar
(2007) analyzes the economic consequences of the USA PATIROT Act and found that
cost of AML compliance for US financial institutions rose dramatically (Dolar, 2007, p.
3). Dolar (2007) further finds that the uniform cost increases led to a transfer of wealth
from small organizations to large organizations that could better absorb the increased
costs (Dolar, 2007, p. 156).
Maher (2006) reviews the provisions of Title III from the perspective of
investigating terrorist financing. Maher (2006) provides an overview of the new or
expanded AML enforcement measures of the USA PATRIOT Act and offers several
policy recommendations to address possible weaknesses in the USA PATRIOT Act. As
it relates to disrupting terrorist financing, Maher (2006) recommends dedicating
additional resources to reviewing SARs to identify front companies, establishing
additional policies to regulate IVTS, and emphasizing the regulation of charities, which
have been known to wittingly and unwittingly provide financial support to terrorism
(Maher, 2006, pp. 55 – 57).
Rider (2003) observes that one of the most significant aspects of the USA
PATRIOT Act and Title III in particular is the extraterritorial nature of the law.
Specifically, Rider (2003) notes “the PATRIOT Act will have a considerable impact on
the level and depth of compliance that will be required not only by those operating in the
USA, but by any institution or intermediary that deals with the USA or effectively
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transacts its business in US currency. Consequently, the US requirements will become
the international norm…Indeed, [non-cooperative] financial institutions may well find
themselves practically excluded from the international markets” (Rider, 2003, pp. 345).
Put simply, the power of Section 311 rests in its ability to threaten foreign financial
institutions from losing access to US banks. Similarly, Preston (2002) identifies five
provisions of the USA PATRIOT Act that affect financial institutions in foreign
jurisdictions (Preston, 2002, p. 105). With respect to enforcement of AML provisions,
Preston (2002) suggests that the increased costs of complying with the USA PATRIOT
Act coupled with the extraterritorial nature of the law may force foreign financial
institutions to choose between America and the rest of the international banking system
(Preston, 2002, p. 111). If banks were to choose the latter, the threat of enforcement
under Title III would be minimal. Since 2001, however, the vast majority of foreign
financial institutions have chosen the former and opted to comply with the provisions of
Title III of the USA PATRIOT Act. This study will complement and expand upon
Preston’s (2002) work by evaluating all cases of proposed and/or implemented special
measures under Section 311.
Financial Enforcement Under Section 311 of the USA PATRIOT Act
Bertie (2002) reviews enforcement under the USA PATRIOT Act and finds that
less than half of the cases reviewed were related to terrorism. Bertie (2002)
acknowledges that this may be a result of the Act’s broad definition of terrorism. With
respect to enforcement of AML regulations, these findings are not surprising. As noted
above, the threat financing regulations reviewed in this Chapter focus on identifying and
preventing money laundering regardless of the association with terrorism. This study
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will expand upon Bertie’s (2002) findings by evaluating the specific illicit activity
targeted by Treasury with each Section 311 action.
Section 311 “grants the Secretary of the Treasury the authority, upon finding that
reasonable grounds exist for concluding that a foreign jurisdiction, institution, class of
transaction, or type of account is of ‘primary money laundering concern,’ to require
domestic financial institutions and financial agencies to take certain ‘special measures’
against the entity of primary money laundering concern” (Fact Sheet: Overview of
Section 311 of the USA PATRIOT Act, 2011). These special measures can include
recordkeeping and reporting, identifying beneficial owners, requiring payable and
correspondent account information, or prohibiting or restricting payable-through and
correspondent accounts (Van Cleaf, 2003, p. 74). While the special measures available to
Treasury under Section 311 cannot effectively stop illicit fundraising, they equip
Treasury with powerful mechanisms to block the movement of those funds
internationally by prohibiting access to US financial institutions, which play a pivotal
role in global banking and commerce.
Upon finding that an entity or jurisdiction is of primary money laundering
concern, Treasury issues a Notice or Proposed Rule Making (NPRM) detailing which
special measure(s) apply to the given entity or jurisdiction (Fact Sheet: Overview of
Section 311 of the USA PATRIOT Act, 2011). As the powers granted under Section 311
are regulatory in nature, they are subject to public notice and a comment period (Fact
Sheet: Overview of Section 311 of the USA PATRIOT Act, 2011). Upon review of the
comments and any subsequent actions taken by the financial institution related to the
NPRM, Treasury “can proceed with a final rule, withdraw the finding and proposed rule,
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or keep the matter open for further review” (Fact Sheet: Overview of Section 311 of the
USA PATRIOT Act, 2011). In some cases, the entity or jurisdiction of primary money
laundering concern implements significant reforms to address Treasury’s concerns and
“in such circumstances where the continuing risks to the US financial system appeared to
be diminished, Treasury has decided not to pursue a final rule implementing special
measures and notice has been given to rescind the regulatory proposal” (Fact Sheet:
Overview of Section 311 of the USA PATRIOT Act, 2011). In other cases where
Treasury continues to harbor concerns about the threats to US national security, the
special measures remain in open for review or are enforced through a Final Rule. As of
June 2013, Treasury has proposed special measures under Section 311 against 13
financial institutions and four jurisdictions as detailed in Table 2.1 below. While
Treasury lists First Merchant Bank OSH Ltd. and it subsidiaries, First Merchant Finance
Ltd., First Merchant International Inc., First Merchant Trust Ltd., and FMB Finance Ltd.
as separate financial institutions, the study will consider them as a single financial
institution operating under the control of First Merchant Bank.
Section 311 Rulemaking
Finding*
Asia Wealth Bank
Banco Delta Asia
Burma
Commercial Bank of Syria
(Includes Syrian Lebanese
Commercial Bank)
First Merchant Bank OSH
Ltd.
First Merchant Finance Ltd.
First Merchant International
Inc.

9/15/2005

Notice of
Proposed
Final Rule
Rulemaking
11/25/2003 4/12/2004
9/15/2005
3/14/2007
11/25/2003 4/12/2004
5/18/2004

Rescinded
10/1/2012

3/9/2006

8/24/2004

4/10/2008

8/24/2004

4/10/2008

8/24/2004

4/10/2008
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First Merchant Trust Ltd.
FMB Finance Ltd.
Halawi Exchange Co.
Infobank (Includes
Belmetalnergo); renamed
Trustbank ***

4/23/2013

8/24/2004
8/24/2004
4/23/2013

4/10/2008
4/10/2008

8/24/2004

Islamic Republic of Iran
11/25/2011 11/28/2011
JSC CredexBank
5/25/2012
5/30/2012
Kassem Rmeiti & Co. For
4/23/2013
4/23/2013
Exchange
Liberty Reserve S.A
5/28/2013
5/28/2013
Lebanese Canadian Bank
2/10/2011
2/10/2011
SAL
Multibanka
4/21/2005
7/12/2006
Myanmar Mayflower Bank
11/25/2003 4/12/2004 10/1/2012
Nauru
12/26/2002
4/17/2003
4/18/2008
Ukraine
12/26/02
4/17/2003
VEF Banka
4/21/2005
7/12/2006
8/1/2011
*Unless specified, the Finding was included with the Notice of Proposed Rulemaking

Table 2.1 – Section 311 Special Measures (Section 311 – Special Measures, n.d.)

Van Cleaf (2003) notes that Treasury’s first application of Section 311 was to
identify Ukraine and Nauru as jurisdictions of primary money laundering concern (Van
Cleaf, 2003, 75). As reflected in the table above, Treasury eventually rescinded both
enforcement measures. Each of these cases will be further analyzed in this study.
Baldwin (2002) describes the important and complex additions to the existing AML
regulations, but states that the USA PATRIOT Act’s effectiveness in countering money
laundering and terrorism remains to be seen (Baldwin, 2002, p. 119). Baldwin (2002)
noted that the USA PATRIOT Act placed domestic financial institutions under
unprecedented pressure to enforce “know your customer” regulations and expanded the
definition of a “financial institution” to include informal money transfer systems, which

39
have historically been used by organized crime syndicates, narcotics traffickers, and
terrorist groups; however, Baldwin did not speculate on what impact the new legislation
would have on the illicit organizations nor did he follow up on the impact of Title III of
the USA PATRIOT Act (p. 119). This study will contribute to the available literature on
this topic with a particular emphasis on the determining final outcome of each Section
311 action.
Bosworth-Davies (2009) believes that the sweeping powers granted to Treasury
under Section 311 have been abused to apply political pressure to foreign jurisdictions,
including Iran. According to Bosworth-Davies (2009), “What becomes clear is that the
powers under Section 311 of the Patriot Act are not being used as a primary means of
dealing merely with money laundering risks, but are much more widely used as a proactive weapon in the hands of the USA, as a means of imposing unlawful pressure on
foreign financial institutions” (Bosworth-Davies, 2009, p. 301). Specifically, BosworthDavies claimed that Treasury officials levied implicit threats to London-based financial
institutions, “do business with Iran and risk US displeasure which can include denying
you access to the US Bank Clearing System” (Bosworth-Davies, 2009, p. 305).
Bosworth-Davies (2009) concluded that Treasury’s use of Section 311 powers against
Iran equated to a “concerted policy of fact-twisting and disinformation” (BosworthDavies, 2009, p. 3014). This study will address Bosworth-Davies’ (2009) findings by
evaluating the facts and circumstances related to use special measures against Burma,
Iran, Nauru, and Ukraine and demonstrate the important role Section 311 plays in
disrupting terrorism and proliferation financing.
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Gaylord (2008) reviews the application of Section 311 against Banco Delta Asia
in September 2005 due to its alleged role in laundering money on behalf of North Korea.
Gaylord (2008) describes the powers granted under Section 311 as controversial and
challenges the evidence used by Treasury to levy special measures against Banco Delta
Asia. On the other hand, Gaylord concedes that as a result of Treasury’s enforcement
measures, Macau Special Administrative Region, China took positive steps to address
money laundering concerns in the region (Gaylord, 2008, p. 301). This study will
contribute to this literature by evaluating all applications of Section 311 in protecting US
national security from threats posed by foreign financial institutions and jurisdictions.
Juan Zarate (2013) reviews Section 311 as well as other tools available to
Treasury to counter money laundering and threat finance in “Treasury’s War: The
Unleashing of a New Era of Financial Warfare.” Zarate noted that prior to Section 311,
Treasury was not without powerful tools to impose penalties or freeze funds; however,
Section 311 was unique in that it “gave the secretary of the treasury a middle ground.
Institutions could be identified as risky from an anti-money laundering perspective – in
essence, a threat to the integrity of the financial system. This definition was wide open,
and there would be no need to prove criminal culpability” (Zarate, 2013, p. 152). Zarate
pointed out that while Treasury could only directly affect the activities of US banks, the
intended audience would be global as Treasury sought to make targeted banks
“radioactive to reputation-conscious banks worldwide” (Zarate, 2013, p. 152). Zarate
added that the use of Section 311 was not part of a “campaign designed around specific
categories of illicit activity, but instead around nodal banks that were facilitating a range
of illicit activities posing a risk to the national security - those helping transnational
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organized crime groups, terrorist organizations, drug traffickers, proliferation, sanctions
evasion, counterfeiting, and/or other types of criminality" (Zarate, 2013, pp. 153-154).
Rather than going after nefarious organizations individually, Treasury would highlight
the financial institutions supporting the illicit activity, and in effect, place “the onus on
the banks to police their own system” (Zarate, 2013, pp. 152 – 153). Zarate concluded
that by leveraging Section 311 “strategically and with the right targets, we would inject
Treasury into the heart of major national security debates, giving policymakers yet
another tool around which to devise pressure campaigns and affect actors seemingly
beyond US reach” (Zarate, 2013, p. 154). This study will contribute to Zarate’s (2013)
high level overview of Section 311 by reviewing each case in greater detail. Moreover,
this study will demonstrate Treasury’s ability to leverage Section 311 against a wide
range of financial threats to national security.
Review of the Methodological Literature
The study proposes a thematic content analysis in order to evaluate Treasury’s use
special measures under Section 311 since 2001. According to Berelson (1971), content
analysis is a research technique often used for the systematic and objective description of
communication. Given that the proposal and implementation of Section 311 are part of a
legal process and public comment, the words chosen are significant. Thus, a content
analysis will assist with the analysis of where, how, and why Section 311 has been
leveraged since 2001. This approach will enable the researcher to identify patterns,
interconnections, and themes related to Treasury’s enforcement of Section 311 (O’Leary,
2011). The study will also employ a comparative case study design to evaluate the
complex facts surrounding the application of Section 311 to various banks and
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jurisdictions. According to Gillham (2010), “all evidence is of some use to the case study
researcher” (Gilham, 2010, p. 20). Thus, case study research designs often rely upon
several data collection methods, including document analysis, personal interviews, and
observation (Johnson and Reynolds, 2005). This approach is appropriate for the study as
it will draw on unstructured communication material including official government
documents, press releases, and public news sources including newspapers, blogs, reports,
and media clips as appropriate to understand the perceived threat behind each
enforcement action under Section 311. This approach is also appropriate as case study
designs are often used to address descriptive and explanatory research questions, such as
the proposed research question in this study (Woodside, 2010).
The researcher briefly considered employing a quantitative approach, which is a
deductive approach that heavily relies on the use of hypotheses, variables, and other
descriptive statistics (O’Leary, 2011). Given the research question addressed in this
study and the data collection methods proposed, a quantitative approach was not selected
for this study.
Chapter 2 Summary
The interest and study in the field of threat finance has expanded dramatically
since 2001. Traditionally considered to be a law enforcement problem, the domestic and
international policies to halt money laundering have been expanded to address the threats
posed by international terrorist organizations. This has given rise to many studies, such
as those by Stringer (2011) and Belli (2011), which seek to understand the similarities
and differences between the motivations, funding, and operations of criminal
organizations and terrorist groups. The available literature indicates that criminal
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organizations and terrorist groups leverage a diverse array of legal and illegal fundraising
methods and techniques to transfer and conceal the origin of their funds. To counter this
threat, Section 311 enables the Secretary of the Treasury to enforce special measures
against a variety of money laundering concerns. Others, such as Preston (2002), Rider
(2003), and Bosworth-Davies (2009), have reviewed Section 311 from the perspective of
the extraterritoriality of the law. Still others, such as Van Cleaf (2003) and Gaylord
(2008), have noted that Section 311 has been applied to both specific financial
institutions and geographic regions; however, the available research does not include a
comprehensive evaluation of Section 311 since 2001. As a result, there is a lack of
information on the use of Section 311 in protecting the US from threats to national
security. The research that follows in this paper seeks to evaluate the special measures
proposed and implemented under Section 311 of the USA PATRIOT Act to defend
national security.
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METHODOLOGY
Introduction
This chapter will consist of a review of the methodology proposed to answer the
research question addressed in this study. As detailed in Chapter 1, this study explores
and answers the following research question:
1. How has the United States Department of the Treasury leveraged Section 311
of the USA PATRIOT Act to protect against threats to national security?
To address the research question, the study proposes a qualitative content analysis
applied to several case studies. This chapter will consist of a review of the research
design and the selection of cases for the study. Additionally, this chapter will detail the
data collection methods and analysis procedures. Finally, this chapter will review the
limitations of the research design, the credibility and transferability of the methodology,
and ethical considerations associated with the study.
Research Design
The study proposes a thematic content analysis in order to evaluate Treasury’s
application of Section 311 since 2001. Content analysis is a research technique for the
systematic and objective description of communication (Berelson, 1971), which is
appropriate as the research will rely on analyzing the language used in official
government documents and Treasury press releases related to Section 311 enforcement.
This technique will allow the researcher to identify and describe where, how, and why
Treasury has proposed and/or implemented special measures under Section 311 to defend
national security. The research will also leverage a multiple case study design to evaluate
the complex facts surrounding the application of Section 311 to various banks and
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jurisdictions. The comparative case study approach will allow the researcher to analyze
facts and circumstances of each case by reviewing a variety of unstructured material
including official government document, press releases, and public news sources. This
approach is appropriate as case study designs are often used to address descriptive and
explanatory research questions, such as the research question proposed in this study
(Woodside, 2010). Finally, the study will endeavor to determine the final outcome of
each case study as of July 31, 2013.
Selection of Cases
As described in Chapter 2, Section 311 empowers the Secretary of the Treasury to
enforce special measures against jurisdictions, institutions, or transactions that are of
primary money laundering concern. As of July 2013, Treasury has proposed and/or
implemented special measures under Section 311 against 21 financial institutions and
geographic jurisdictions, as detailed in Table 2.1. As detailed in Chapter 2, this study
considers First Merchant Bank OSH Ltd. and it subsidiaries, First Merchant Finance Ltd.,
First Merchant International Inc., First Merchant Trust Ltd., and FMB Finance Ltd. as a
single financial institution operating under the control of First Merchant Bank.
Therefore, the study will consider 17 individual cases, 13 of which will focus on special
measures proposed against formal financial institutions and four of the cases will focus
on special measures proposed against geographic jurisdictions. The financial institutions
considered include Asia Wealth Bank, Banco Delta Asia, Commercial Bank of Syria,
First Merchant Bank, Halawi Exchange Company, Infobank, JSC CredexBank, Kassem
Rmeiti & Company for Exchange, Liberty Reserve S.A., Lebanese Canadian Bank SAL,
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Multibanka, Myanmar Mayflower Bank, and VEF Banka. The geographic jurisdictions
considered include Burma, Iran, Nauru, and, Ukraine.
Data Collection
This study will rely on the collection of unstructured communication material
including official government documents, Treasury press releases, public news sources
including newspapers, blogs, reports, and media clips as appropriate to understand the
perceived threat behind each enforcement action under Section 311.
Research Question #1 – How has the United States Department of the Treasury
leveraged Section 311 of the USA PATRIOT Act to protect against threats to
national security?
To address the first research question, the researcher will collect official
government documents detailing the Finding and Notice of Proposed Rule Making
(NPRM) associated with each case from the FINCEN website (Financial Crimes
Enforcement Network, n.d.). This website includes a summary of all proposed and
implemented enforcement actions taken under Section 311 as well as links to the
associated press releases. The documents are published on the FINCEN website and/or
the U.S. Government Printing Office website. The researcher will also collect official
government documents detailing the Final Rule or Rescinding of the special measures
associated with each case from the FINCEN website (Financial Crimes Enforcement
Network, n.d.).
Additionally, the researcher will augment the official government documents and
press releases with data from public news sources including newspapers, blogs, reports,
and media clips. The researcher will collect data from “Major World Publications”
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through Lexis Nexis Academic, which is available via Mercyhurst’s Hammermill
Library. All of the cases considered are vast and complex and the media coverage for
each case may vary; thus, the study seeks to determine the final outcome or status of each
case study. To ensure comparable coverage to each case study, the researcher will rely
on the key word searches detailed in Table 3.1 below. For each case, the researcher will
pair one of the Constant Key Words on the left side of the table, which represent the
name of the financial institution or geographic jurisdiction of one of the selected cases,
with each of the Alternative Key Words on the right side of the table. Due to the broad
nature of the cases involving geographic jurisdictions, the research will leverage a subset
of the Alternative Key Words as detailed in Table 3.1 below. The researcher will also
limit the searches of these databases to newspapers dated between the date of the
Finding/NPRM and July 31, 2013.
Constant Key Words
Asia Wealth Bank
Banco Delta Asia
Commercial Bank of Syria
First Merchant Bank
Halawi Exchange
Infobank
JSC CredexBank
Rmeiti Exchange
Liberty Reserve
Lebanese Canadian Bank
Multibanka
Myanmar Mayflower Bank
VEF Banka
Burma
Iran
Nauru
Ukraine

Alternative Key Words
USA PATRIOT Act
Special Measures
Section 311
Money Laundering
Financial Sanctions

USA PATRIOT Act
Special Measures
Section 311
Table 3.1 – Key Word Searches
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Data Analysis Procedures
To analyze the collected data, the study proposes a reflective qualitative analysis,
which will allow the researcher to “(1) organize the raw data, (2) enter and code the data,
(3) search for meaning through content analysis, (4) interpret meaning, and (5) draw
conclusions” (O’Leary, 2010, p. 257). To standardize the data contained in the Treasury
press releases for further analysis regarding where and how Treasury has applied Section
311 special measures, the researcher will collect and log relevant data points into a
spreadsheet as detailed in Table 3.2. The collection, line-by-line examination, and coding
of the data will allow the researcher to evaluate and analyze each of the cases,
individually and collectively (O’Leary, 2010, p. 264).
Date
Entity

Financial Institution
Jurisdiction

Country
Support to Identified
Group?

Organized Crime
Terrorism
Rogue Regime
Drug Trafficking
Other

Were Officials
Witting/Complicit?

Special Measure(s)
Recommended

Treasury
Considerations

Recordkeeping and reporting of certain financial
transactions
Collection of information relating to beneficial ownership
Collection of information relating to certain payablethrough accounts
Collection of information relating to certain correspondent
accounts
Prohibition or conditions on the opening or maintaining of
correspondent or payable-through accounts.
Whether similar actions have been or will be taken by other
nations or multilateral groups
Whether the imposition of the special measure would
create a significant competitive disadvantage, including
any undue cost or burden associated with compliance, for
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financial institutions organized or licensed in the United
States
The extent to which the proposed action or timing of the
action will have a significant adverse systemic impact on
the international payment, clearance, and settlement
system, or on legitimate business activities of the entity of
primary money laundering concern
The effect of the proposed action on United States national
security and foreign policy
Table 3.2 – Treasury Press Release Data Points

Limitations of the Research Design
The proposed study has several important limitations. First, the study was
completed within a fixed time period as determined by the researcher, the primary reader,
and Mercyhurst University. With additional time, the researcher could have considered
additional data collection sources. Second, while the study evaluates the unique facts and
circumstances preceding each Section 311 action, the study does not specifically analyze
the effectiveness of the measures, either individually or collectively due to the varying
policymaking objectives of each case. Next, the research was conducted without a
budget; therefore, the researcher could only consider data sources that are either publiclyavailable or made available through Mercyhurst University. Furthermore, the research
only relies on English-language source documents. As many of the banks and
jurisdictions reviewed in this study are located in parts of the world where English is not
the primary language, it is possible that the researcher did not collect pertinent data points
from local, foreign language news sources.
Credibility
In the positivist and quantitative research tradition, credibility is associated with
following the “rules” of science (O’Leary, 2010, p. 114). In the qualitative tradition,
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O’Leary (2010) argues that the rigor required to ensure credibility is of the highest
standard and the study must consider whether “subjectivities have been managed;
methods are approached with consistency; ‘true essence’ has been captured; findings
have broad applicability; and, finally, whether the research process can be verified”
(O’Leary, 2010, p. 114). To provide an audit trail for future researchers to reconstruct or
replicate the analysis contained in this study, the researcher clearly detailed the data
sources leveraged and the keyword searches used to gather data for the study (see Table
3.1). Moreover, the researcher standardized and coded the data as detailed in Table 3.2.
Finally, the researcher rigorously cited all data sources used in the study.
Researchers in the qualitative tradition have developed a number of techniques to
ensure thoroughness and rigor in qualitative studies including saturation, prolonged
engagement, persistent observation, broad representation, and peer review (O’Leary,
2010, p. 115). To ensure diligence and rigor in this study, the researcher will employ the
saturation technique which requires the researcher to continue collecting data until
“additional data no longer adds richness to understanding or aids in building theories”
(O’Leary, 2010, p. 115). Moreover, the researcher will employ the broad representation
technique by considering all possible cases to minimize the risk that conclusions drawn
from a subset of cases could not be applied to the other cases.
Transferability
In the post-positivist tradition, transferability refers to the degree to which the
conclusions or findings are germane to a larger population (O’Leary, 2010, p. 43). As
each instance where Treasury has proposed and/or enforced special measures under
Section 311 is supported by unique facts and circumstances, the researcher believes that
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the comprehensive approach will result in a more authoritative evaluation as opposed to a
partial examination of a subset of cases. As previously mentioned, this study considers
all cases where Treasury has proposed and/or enforced special measures under Section
311.
Ethical Issues
According to O’Leary (2010), ethics in research “refers to a ‘professional code’
designed to protect the researcher from an unethical process, and in turn protect the
researcher from legal liabilities” (O’Leary, 2010, p. 43). All data for this study was
collected from publicly available official government documents, newspapers, or press
releases, which should be available to anyone with access to the Internet and basic
research databases made available through a public library or scholarly databases.
Finally, the researcher rigorously cited all data sources used in the study. Therefore, the
researcher does not foresee any ethical issues associated with the study.
Chapter 3 Summary
This chapter has summarized the methodology proposed by the researcher to
address the research question stated in Chapter 1. This study leverages a qualitative
content and document analysis applied to multiple case studies to identify how Treasury
has leveraged Section 311 to protect national security. This chapter also reviewed the
process of selecting the case studies as well as the data collection and analysis
procedures. Finally, this chapter reviewed the credibility and transferability of this study
as well as the limitations of the research design and the steps taken to resolve any
potential ethical issues. Chapter 4 will present the analysis of the collected data.

52

RESULTS
Introduction
In total, the researcher reviewed 45 official government documents and over 500
news articles and press releases related to Treasury’s proposal and implementation of
special measures under Section 311 to evaluate where, how, and why Treasury leveraged
Section 311 to protect national security. In addition, the case study approach enabled the
researcher to draw conclusions regarding Section 311’s unique power to impose norms
within the international banking community and compliment traditional forms of US
power. This chapter will include a brief overview of each case study, which will detail
the facts and circumstances leading up to each of Treasury’s Section 311 actions as well
as the final outcome of each case. Additionally, this chapter will present an analysis of
the application of Section 311 in countering threats to US national security.
Data and Analysis
Asia Wealth Bank
Effective November 18, 2003, Asia Wealth Bank, was identified as a financial
institution of primary money laundering concern (Baity, 2003, pp. 66,305). Established
in 1995, Asia Wealth Bank was one of the largest private banks in Burma (also known as
Myanmar) holding over $23 billion in deposits as of August 2002, which represented
over half of all fixed deposits in Burma (Baity, 2003, pp. 66,307).

In the Finding,

Treasury expressed concern that money laundering was not a criminal offense in Burma
(other than drug trafficking) and that Burmese banks were not required to keep records of
customer biographic identifiers or transactional activity (Baity, 2003, pp. 66,307).
Moreover, Treasury asserted that Burma was strongly tied to international drug
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trafficking. Specifically, Treasury claimed that Asia Wealth Bank was affiliated with
prominent organizations and individuals linked to the drug trade including drug lord Peng
Chai-Sheng (Baity, 2003, pp. 66,308). Finally, Treasury asserted that Asia Wealth Bank
Vice Chairman Eike Htun was personally connected to the Burmese narcotics trade and
that other individuals with owning and controlling interests in Asia Wealth Bank were
linked to drug trafficking, money laundering, organized crime, and the United Wa State
Army (UWSA), which was designated under the Foreign Narcotics Kingpin Designation
Act (Backman, 2003, as cited in Baity, 2003, pp. 66,308). Louis Beckerling (2004) noted
that Asia Wealth Bank was targeted for its connections to narcotics rather than terrorism
(Beckerling, 2004).
On November 25, 2003, Treasury proposed to impose the fifth special measure
under Section 311,which prohibits “covered financial institutions from establishing,
maintaining, administering, or managing in the United States any correspondent or
payable-through account for, or on behalf of, Mayflower Bank or Asia Wealth Bank”
(Baity, 2003, pp. 66,309). Correspondent banking is critical to international banking
insofar as “one lender provides services to another to move funds, exchange currencies or
do other transactions. It enables foreign banks to do business and provide services for
customers in countries where they have no physical presence” (Moir, 2005). Essentially,
the proposed measure would prohibit all US financial institutions from engaging in
banking activity with Asia Wealth Bank, effectively cutting the bank off from the global
financial system. While the US government had taken other actions against Burmese
financial institutions, including the designation of Burma as a jurisdiction of primary
money laundering concern which will be evaluated in this study, Treasury claimed a
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separate designation of Asia Wealth Bank would fulfill another important goal – “To
name publicly institutions posing risks to the international financial system and
encourage all jurisdictions to exclude [Asia Wealth Bank]” (Baity, 2003, pp. 66,308).
Effective May 12, 2004, Treasury imposed special measures against Asia Wealth
Bank (Fox, 2004). Acknowledging that Burmese financial institutions remain subject to
other US sanctions measures, Treasury asserted that “the justification for this absolute
prohibition lies in the Secretary’s determination that Mayflower Bank and Asia Wealth
Bank pose an unacceptable risk of money laundering and other financial crimes and are
linked to narcotics traffickers. The specific information concerning these two banks
justifies their exclusion entirely from the U.S. financial system” (Fox, 2004, pp. 19,100).
On March 31, 2005, the Burmese military government closed Asia Wealth Bank;
however it “provided no explanation other than to say that the bank had violated banking
law,” (Nagao, 2005). This action resulted in a run on other private banks and widespread
efforts to withdraw the local currency, the kyat, “into non-currency assets like real estate
and gold” (Nagao, 2005). Additionally, the temporary management installed to run Asia
Wealth Bank in the interim demanded immediate repayment of loans, which threatened
to halt residential construction projects and hurt an economy already facing a weak
currency and inflation around 35 percent (Nagao, 2005). Effective October 1, 2012,
Treasury repealed the imposition of special measures against Asia Wealth Bank, noting
that the Burmese government revoked Asia Wealth Bank’s banking license in 2005 and
the bank no longer exists (U.S. Department of State, 2007, as cited in Alvarado, 2010, pp.
59,748).
Banco Delta Asia
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Effective September 20, 2005, Banco Delta Asia SARL (Banco Delta Asia),
located and licensed in the Macau Special Administrative Region, China was identified
as a financial institution of primary money laundering concern (Baity, 2005, pp. 55,214).
Originally established in 1935 as Banco Hang Sang, Banco Delta Asia operated eight
branches in Macau, including a branch at a casino, and had two wholly owned
subsidiaries – Delta Asia Credit Limited and Delta Asia Insurance Limited (Baity, 2005,
pp. 55,215). The Finding noted that money laundering has been identified as a
significant problem in Macau by the International Narcotics Strategy Control Report
(INSCR) and the IMF (International Monetary Fund, 2002, as cited in Baity, 2005, pp.
55,215). Treasury claimed that Democratic People’s Republic of Korea (DPRK)
government agencies and officials “launder the proceeds of narcotics trafficking,
counterfeit activities, and other illegal activities through a network of front companies
that use financial institutions in Macau for their operations” (Baity, 2005, pp. 55,215).
Specifically, Treasury expressed concern over the fact that Banco Delta Asia assisted
DPRK agents with “surreptitious, multi-million dollar cash deposits and withdrawals”
and bank officials were complicit in the acceptance of large cash deposits including
counterfeit US currency (Baity, 2005, pp. 55,215-6). Finally, Treasury claimed that
Banco Delta Asia was providing financial services to a known, but unspecified,
international drug trafficker (Baity, 2005, pp. 55,216).
On September 20, 2005, Treasury proposed to impose the fifth special measure
under Section 311, which “prohibits or conditions the opening or maintaining of through
accounts for the designated institution by U.S. financial institutions” (Baity, 2005, pp.
55,218). Within days of Treasury’s announcement, Banco Delta Asia chairman Stanley
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Au claimed that customers withdrew a “sizeable chunk” of their funds (Muir, 2005). In
addition, Macau banking authorities took proactive measures to freeze over $24 million
in North Korean assets in Macau-based banks (Ignatius, 2007). Upon learning that a
North Korean bank named Daedong Credit comprised the largest share of frozen funds,
“almost all foreign banks that had correspondent relations with Daedong Credit have
severed contact for fear of being excluded from the U.S. financial system” despite the
fact that the special measures against Banco Delta Asia were merely proposed and there
were no proposed measures against Daedong Credit (Greenless, 2007).
Au noted there was a possibility that the “six party talks on North Korea's nuclear
program failed, so they vented their frustration” on Banco Delta Asia (Muir, 2005).
North Korean officials responded to Treasury’s proposal to implement special measures
against Banco Delta Asia by claiming that it was “absolutely impossible” for North
Korea to return to the six-party talks over its nuclear program describing Treasury’s
actions as placing North Korea under “financial sanctions” (Song-wu, 2005). Treasury
official Daniel Glaser responded that the actions taken under Section 311 were a
“regulatory measure” to protect the US financial system rather than “sanctions” against
North Korea and added that “the designation of [Banco Detla Asia] was separate and
unrelated to ongoing diplomatic negotiations of the six-party talks” between the US,
China, South Korea, Japan, Russia, and North Korea (Song-wu, 2006). Although the
imposition of special measures was still open for review, Marcus Noland of the
Washington-based Peterson Institute of International Economics commented, “Not only
did North Korea lose access to this particular financial institution, other financial
institutions began severing their ties with North Korea, not wanting to risk entanglement
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in North Korean illicit activities and possible expulsion from U.S. financial markets. As
a consequence of both these direct and indirect effects, North Korea has encountered
increasing difficulty executing international financial transactions” (Lague and Greenless,
2007). Although Banco Delta Asia was not the only Chinese bank doing business with
North Korea, Zarate (2013) noted that “North Korea was dependent on Banco Delta Asia
– which meant Banco Delta Asia was the perfect target” (Zarate, 2013, p. 226).
Effective April 18, 2007, Treasury imposed special measures against Banco Delta
Asia. On the one hand, Treasury acknowledged that Macau took significant action to
address Treasury’s concerns since the September 2005 Notice of Proposed Rulemaking
against Banco Delta Asia, including the passage of legislation to criminalize money
laundering such as “Law no. 2/2006 on Prevention and Repression of the Crime of
Money Laundering and Law no. 3/2006 on Prevention and Repression of the Crime of
Terrorism” (Baity, 2007, 12,732). Macau also passed Administrative Regulation no.
7/2006, which “broadens and clarifies the obligations of covered institutions regarding
identification of customers and contract parties as well as the nature, purpose, and source
of funds and transactions performed; requires recordkeeping and reporting of suspicious
and large cash transactions; and obligates institutions to refuse transactions absent
adequate information” (Baity, 2007, 12,733). Finally, Macau established the Office of
Financial Intelligence in 2006, which serves as Macau’s Financial Intelligence Unit (FIU)
and is responsible for “collecting, analyzing and disseminating information on suspicious
and large cash transactions and cooperating as necessary with international FIUs” (Baity,
2007, 12,733).
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With respect to Banco Delta Asia, Treasury learned that the Macau Monetary
Authority appointed a three-person “administrative committee” to temporarily oversee
the bank’s operations; however, Treasury harbored concern that control of the bank could
be returned to its former management (Baity, 2007, pp. 12,733). Treasury also
questioned the completeness and accuracy of Banco Delta Asia’s transparency with an
independent accounting firm hired by Banco Delta Asia to address Treasury’s concerns
(Baity, 2007, pp. 12,733). Specifically, Treasury claimed that contrary to Banco Delta
Asia’s claim to have closed all North Korean accounts, Banco Delta Asia hid certain
North Korean accounts from the accounting firm and therefore they were not reviewed
(Baity, 2007, pp. 12,733-4).
Since the initial Finding and Notice of Proposed Rule Making, Treasury learned
that Banco Delta Asia had many more links to North Korean counterfeit currency and
narcotics smugglers. Additionally, Treasury learned that the bank had “provided a
discount as an incentive to a high-risk North Korean-related bulk currency depositor to
encourage its continued use of the bank, and continued to accept deposits from that
customer even after it had knowledge that another institution had rejected those
transactions” (Baity, 2007, pp. 12,734). Moreover, Banco Delta Asia “managers asserted
that Banco Delta Asia’s North Korean client banks were low-risk based on the effective
supervision by the Central Bank of North Korea and the unlikelihood that North Korean
government-owned entities would be used for illicit purposes” despite the fact that the
Macau Monetary Authority notified Banco Delta Asia in writing that North Korea lacked
effective supervision of banking activity (Baity, 2007, 12,734). Finally, Banco Delta
Asia made public comments that the cessation of business with North Korea was only a
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temporary measure to resolve the bank’s dispute with FINCEN (Forbes, 2005, as cited in
Baity, 2007, pp. 12,735). Based on these factors, Treasury concluded that Banco Delta
Asia remained an institution of primary money laundering concern. The special
measures imposed against Banco Delta Asia remain in effect as of July 31, 2013.
Commercial Bank of Syria
Effective May 18, 2004, the Commercial Bank of Syria (CBS), located in
Damascus, Syria, was identified as a financial institution of primary money laundering
concern (Fox, 2004, pp. 28,099). Established in 1967 as the only government-owned
bank offering foreign trade and commercial banking, CBS had one subsidiary named
Syrian Lebanese Commercial Bank (SLCB), which was located in Beirut, Lebanon (Fox,
2004, pp. 28,099). Treasury claimed that Syria had very limited money laundering
controls and expressed concern that CBS was “under the control of a designated state
sponsor of terrorism” (Fox, 2004, pp. 28,099). Specifically, Treasury claimed that CBS
had been used by terrorist organizations and had been used to launder money from the
illicit sale of Iraqi oil (Fox, 2004, pp. 28,099). As of May 2004, Treasury believed that
CBS held accounts with more than $1 billion illegally diverted from the United Nations’
Iraqi Oil-for-Food Program in violation of sanctions (Fox, 2004, pp. 28,100). Finally,
Treasury identified several transactions facilitated by CBS that referenced a well-known
financier for bin Laden (Fox, 2004, pp. 28,100).
On May 18, 2004, Treasury proposed to impose the fifth special measure under
Section 311, which “authorizes the prohibition of the opening or maintaining of
correspondent accounts by any domestic financial institution or agency for or on behalf
of a targeted financial institution” (Fox, 2004, pp. 28,100). Imad Moustapha, Iraq’s
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ambassador to the US, denied the accusations as “politically motivated” and part of a
“campaign of disinformation” (O’Brien, 2004). Following Treasury’s announcement,
CBS’s banking operations suffered. In September 2004, Federation of Syrian Chambers
of Commerce Secretary General Abdul Rahman Attar claimed that “Western Union
recently ended ties to the Commercial Bank of Syria. Several European banks have
followed suit, shifting business to three newly licensed private banks that Assad allowed
to open over the past year” (Wilson, 2004). In the months that followed, State
Department and Treasury officials travelled to Syria to discuss the identified concerns;
however, US policymakers were disappointed with the lack of action in Syria (Sands,
2005). In March 2006, CBS Director Durayd Dirgham reassured the Syrian public and
the bank’s clients that Treasury’s efforts to apply pressure to CBS would be ineffective as
US banks already ceased banking operations with CBS (Syrian News Agency, 2006).
Dirgham added that foreign banks not subject to Treasury’s proposed rulemaking were
not expected to submit to US pressure (Syrian News Agency, 2006). Despite these
defiant public statements, Zarate (2013) noted that Syrian Minister of Economy and
Foreign Trade admitted that the “actions would have a ‘negative impact’ on Syria’s
economy” (Zarate, 2013, pp. 157).
Effective April 14, 2006, Treasury imposed special measures against CBS, noting
that neither CBS nor Syria disputed any of the allegations in Treasury’s 2004 Finding that
CBS was a financial institution of primary money laundering concern (Werner, 2006, pp.
13,262). While direct engagement with CBS and Syria led to the passage of new Syria
anti-money laundering laws, Treasury claimed that the steps taken were not sufficient to
address money laundering and terrorist financing concerns with respect to CBS (Werner,
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2006, pp. 13,262). Specific vulnerabilities identified by Treasury included the lack of
regulation of hawalas, the failure to address cash smuggling across Syrian boarders, and
the widespread corruption among Syrian government and business officials (Werner,
2006, pp. 13,262). Treasury also noted that as of 2006, “Syrian Government continued to
provide material support to Lebanese Hezbollah and Palestinian terrorist groups
HAMAS, Palestinian Islamic Jihad (PIJ), and the Popular Front for the Liberation of
Palestine (PFLP)” (Werner, 2006, pp. 13,262). As CBS was a Syrian government-owned
and controlled bank, Treasury concluded that CBS presents an unacceptable risk to the
continued support of these terrorist groups.
Without access to US banks or US dollars, CBS switched from conducting
foreign exchange transactions in US dollars to euros (Thornton, 2006). That decision
was accompanied by efforts from many European banks to distance themselves from
CBS due to fear of jeopardizing banking relationships with the US (Pitel, 2011). As of
March 2007, CBS was the only bank to remain open following Treasury’s imposition of
special measures under Section 311, with Myanmar Mayflower Bank, Asia Wealth Bank,
and VEF Banka having been closed (Gough, 2007). In December 2011, Treasury
Assistant Secretary for Terrorist Financing Daniel Glaser noted that Treasury’s decision
to impose special measures against CBS “helped to constrain the Assad regime's primary
facilitator of foreign transactions” (Africa News, 2011). The special measures imposed
against CBS remain in effect as of June 31, 2013.
First Merchant Bank
Effective August 24, 2004, First Merchant Bank OSH Ltd. and its subsidiaries,
located in Nicosia, Cyprus, were identified as a financial institution of primary money
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laundering concern (Fox, 2004, pp. 51,981). According to the Finding, the northern part
of Cyprus, which is claimed by Turkey to be the Turkish Republic of Northern Cyprus
(TRNC), is home to a sizeable offshore banking sector that is not subject to effective antimoney laundering regulation (Fox, 2004, pp. 51,980). Treasury further claimed that
criminals use TRNC banks to launder funds from illegal activities (Fox, 2004, pp.
51,980-1).
With regard to First Merchant Bank, Treasury expressed concern that the bank
was registered as an offshore financial institution in TRNC, which as described above
was not subject to effective anti-money laundering regulations, was involved in the sale
of fraudulent financial products, has been used to launder illicit funds, and the “the
individuals who own, control, and operate First Merchant Bank have links with organized
crime and apparently have used First Merchant Bank to launder criminal proceeds” (Fox,
2004, pp. 51,981). In 2003, First Merchant Bank President, Chairman, and General
Manager Hakki Yaman Namli was identified as a co-conspirator with Ralph Jarson to
market and sell fraudulent financial products between 1997 – 2002 (Indictment S1 02 Cr.
679 (MGC), as cited in Fox, 2004, pp. 51,981). First Merchant Bank was also alleged to
have used its accounts with US banks to move the fraudulently-obtained funds (Fox,
2004, pp. 51,982). Treasury also cited various media reports that suggest that “First
Merchant Bank was established, at least in part, to facilitate the movement of funds
between organized crime rings and corrupt politicians” (Fox, 2004, pp. 51,982). Finally,
Treasury cited numerous links between First Merchant Bank employees and shareholders
with organized crime including the efforts of First Merchant Bank partner Tarik Umit and
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President Namli to launder $450 million in narcotics proceeds for the “Susurluk gang”
(Fox, 2004, pp. 51,982).
On August 24, 2004, Treasury proposed to impose the fifth special measure under
Section 311, which “authorizes the prohibition of the opening or maintaining of
correspondent or payable-through accounts by any domestic financial institution or
domestic financial agency for, or on behalf of, a foreign financial institution found to be
of primary money laundering concern” (Fox, 2004, pp. 51,982). In relation to the
proposed special measures, Treasury Undersecretary Stuart Levey claimed, “Today's
designation alerts the global financial community of the threat posed by these entities. It
also serves notice to others that there will be significant consequences for institutions that
launder tainted money or engage in similar corruption: we will cut you off from the US
financial system” (English, 2004).
Effective April 10, 2008, Treasury repealed the proposed special measures against
First Merchant Bank and its subsidiaries as they were no longer conducting transactions
as financial institutions (Freis, 2008, pp. 19,453). According to Treasury, the TRNC
Ministry of Finance closed First Merchant Bank on December 4, 2006 (Official Gazette
no. 201, 2006, as cited in Freis, 2008, pp. 19,453).
Halawi Exchange Company
Effective April 22, 2013, Halawi Exchange Company (Halawi Exchange) was
identified as a financial institution of primary money laundering concern (Calvery, 2013,
p. 1). Halawi Exchange and several related companies, which “are based in Beirut,
Lebanon, share key corporate leadership, maintain offices at the same addresses, share
common phone numbers and common email addresses, and frequently reference their
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close connection to one another” were organized under a holding company named Halawi
Holding SAL (Calvery, 2013, p. 2). According to Treasury, Halawi Exchange operates
as a money exchange house or brokerage in Lebanon; however, if Halawi exchange were
to be located in the US, it would be considered a financial institution under the Bank
Secrecy Act (Calvery, 2013, p. 2). Treasury expressed concern regarding the high risks
of money laundering and terrorist financing due to Lebanon’s weak anti-money
laundering regime, “porous borders, ineffective and inconsistent regulation, and a
challenging and complex domestic and regional political and security environment”
(Calvery, 2013, p. 5). In the Finding, Treasury noted that Lebanese Canadian Bank,
which will be reviewed as part of this study, was identified as a financial institution of
primary money laundering concern because of its links to Hezbollah and other activity to
launder funds on behalf of Specially Designated Narcotics Trafficker (SDNT) Ayman
Joumaa (Calvery, 2013, pp. 5-6).
According to Treasury, Halawi Exchange engaged in a series of illicit financial
activity including a “pattern of regular, round-number, large-denomination international
wire transfers,” the facilitation of a trade-based money laundering scheme involving the
export of used cars from the US, and the provision of money laundering services to an
“international narcotics trafficking and money laundering network that is affiliated with
Hezbollah” (Calvery, 2013, p. 8). Halawi ownership, management, and key employees
actively participated in the trade-based money laundering scheme by accepting
undocumented, bulk cash deposits from Benin-based Lebanese car lot owners and
initiating indirect transfers to the US without using Lebanese banks to avoid Treasury
scrutiny of LCB (Calvery, 2013, pp. 8-9). “For example, in early 2012, Halawi
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Exchange, its management, its ownership, or key employees were involved in arranging
multiple wire transfers totaling over $4 million on behalf of this network. Additionally, as
of mid-2012, central figures in this scheme planned to move $224 million worth of
vehicle shipping contracts through this network via a Halawi-owned Benin-based car lot,
which receives vehicle shipments from the United States” (Calvery, 2013, pp. 9). Halawi
Exchange also laundered funds on behalf of SDNTs Ibrahim Chebli and Abbas Hussein
Harb as well as “profits from drug trafficking and cocaine-related money laundering for a
Hezbollah leader and narcotics trafficker. Halawi Exchange has also been routinely used
by other Hezbollah associates as a means to transfer illicit funds” (Calvery, 2013, p. 12).
These findings were the result of a multiyear investigation into connections between
South American drug traffickers and terrorist groups and led US Drug Enforcement
Administration official Derek Maltz to conclude, “Drugs and terrorism coexist across the
globe in a marriage of mutual convenience” (Reuters, 2013).
On April 23, 2012, Treasury implemented the first special measure, which
“requires domestic financial institutions and agencies to file reports concerning any
transactions or attempted transactions related to Halawi Exchange” and proposed to
impose the fifth special measure under Section 311, which “would prohibit covered
financial institutions from opening and maintaining correspondent accounts for or on
behalf of a foreign banking institution if such correspondent account is used to process a
transaction involving Halawi Exchange after the effective date of the final rule
implementing the fifth special measure” (Calvery, 2013, pp. 4-6). According to New
York Times journalist Joby Warrick, the measures were “the latest in a series of U.S
actions targeting Hezbollah, which has long been linked to sales of narcotics and other
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contraband to raise money for its political and military wings in southern Lebanon”
(Warrick, 2013). Jerusalem Post correspondent Michael Wilner added that Treasury’s
actions levy public pressure on the Lebanese government to take corrective action on its
domestic banking activity; however, the degree to which that will happen is unclear
(Wilner, 2013). Bookings Institution senior fellow Bessma Momani noted that “there’s a
lot of fear within the government of Hezbollah – there would be fear of literal
assassinations” (Wilner, 2013). Wilner (2013) suggested that move could also be
construed as an effort to pressure the European Union to officially list Hezbollah as a
terrorist organization. As of July 31, 2013, Treasury’s proposed implementation of the
fifth special measure against Halawi Exchange remains open for review.
Infobank
Effective August 24, 2004, Infobank, a national commercial bank located in
Minsk, Belarus, was identified as a financial institution of primary money laundering
concern (Fox, 2004, pp. 51,974). Treasury noted that Belarus has weak anti-money
laundering regulations, which are inconsistent with international standards set forth by
the FATF (Fox, 2004, pp. 51,974). In addition to engaging in foreign trade transactions
and banking operations in gems and precious metals, Treasury claimed that Infobank
specialized in financial transactions related to arms exports through a subsidiary
company, Belmetalnergo (Fox, 2004, pp. 51,974). According to Treasury, “Infobank and
Belmetalnergo have procured and financed weapons and military equipment for several
nations deemed by the United States to be State Sponsors of Terrorism” (Fox, 2004, pp.
51,974). Moreover, Infobank Chairman Victor Shevstov had close ties to the Iraqi
regime and Belmetalnergo brokered military equipment and training in violation various
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UN resolutions (Fox, 2004, pp. 51,974). Treasury officials claimed that Infobank was
central to the diversion of more than $10 billion from the UN oil-for-food program,
which “was supposed to reduce the impact of UN sanctions on Iraqis by allowing the
country to sell oil on condition that the proceeds be used to provide food and medicine”
(English, 2004). The laundered funds were then used to “purchase weapons or finance
military training through Infobank and Belmetalnergo” (Fox, 2004, pp. 51,975).
On August 24, 2004, Treasury proposed to impose the fifth special measure under
Section 311, which “authorizes the prohibition of the opening or maintaining of
correspondent accounts by any domestic financial institution or agency for or on behalf
of a targeted financial institution” (Fox, 2004, pp. 51,975). According to Moscow Times
staff writer Greg Walters, Infobank categorically denied Treasury’s claims (Walters,
2004). Within three days of Treasury’s actions Infobank’s Moscow branch, which
FINCEN claim held a correspondent account in the US that had “activity indicative of
money launder,” was closed (Walters, 2004). Upon further evaluation, the Belarusian
Foreign Ministry found no irregularities in the bank’s activities; however, in 2005,
Infobank’s shareholders renamed the bank Trust Bank (BBC Monitoring, 2011). Further
research on Trustbank and Trust Bank did not yield any additional information on the
activities of the financial institution. As of July 31, 2013, Treasury’s proposed
implementation of the fifth special measure against Infobank, later renamed Trustbank,
remains open for review.
JSC CredexBank
Effective May 25, 2012, JSC CredexBank (Credex), located in Belarus, was
identified as a financial institution of primary money laundering concern (Alvarado,
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2012, pp. 31,434). Originally established in 2001 as Nordic Investment Bank
Corporation and owned (96.82%) by Vicpart Holding SA in Fribourg, Switzerland, the
bank underwent multiple name changes until finally settling on Credex in 2007 (Bankers
Almanac, 2012, and JSC CredexBank, n.d., as cited in Alvarado, 2012, pp. 31,435).
According to Treasury, most government transactions are exempt from reporting
requirements under Belarusian law, which Treasury found particularly troubling given
the numerous and well-documented cases of public corruption in Belarus (US
Department of State, 2010, as cited in Alvarado, 2012, pp. 31,435). In 2006, the US
President signed Executive Order 13405, which blocks “property and interests in property
of Belarusian President Alexander Lukashenko and nine other individuals…determined
to be responsible for or to have participated in public corruption, human rights abuses, or
political oppression” (Alvarado, 2012, pp. 31,435). Treasury further noted Infobank,
which is also evaluated in this study, was identified as a financial institution of primary
money laundering concern for laundering funds on behalf of the former Iraqi regime of
Saddam Hussein (Alvarado, 2012, pp. 31,435). In response to these actions and other
oppressive actions of the Belarusian regime, the EU imposed sanctions against Belarus
including travel bans and asset freezes for over 200 individuals and three companies
closely linked to Belarusian President Lukashenko (Council Conclusions on Belarus,
2011, as cited in Alvarado, 2012, pp. 31,436).
Treasury expressed particular concern that Credex has “engaged in high volumes
of transactions that are indicative of money laundering on behalf of shell corporations
and has a history of ownership by shell corporations whose own lack of transparency
contributes to considerable uncertainty surrounding Credex’s beneficial ownership”
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(Alvarado, 2012, pp. 31,436). According to Treasury, Credex’s questionable activity
includes wiring funds that are extremely large in relation to the bank’s assets, conducting
transactions between businesses with the same address, and frequent transfers to and
from high-risk offshore financial centers (Alvarado, 2012, pp. 31,436). Additionally,
Treasury claimed that Credex was involved in repetitive transactions between two shell
corporations in the United Kingdom and the British Virgin Islands for “unrelated goods
and services that did not correspond to an apparent business relationship between the
transacting parties” (Alvarado, 2012, pp. 31,436). The majority of Credex’s wire
transfers were between Credex account holders with no corresponding inflows as would
be expected with legitimate commercial banking activity (Alvarado, 2012, pp. 31,436).
Finally, Treasury noted that Credex was involved in omitting or otherwise providing
insufficient information identifying Credex as the originating financial institution
(Alvarado, 2012, pp. 31,436). Although Credex does not have any direct correspondent
relationships with US banks, Treasury noted that Credex bank achieves indirect access to
US banks via “multiple ‘nested accounts’ with European banks and money service
businesses…For example, of 91 [wire transfers] totaling approximately $10 million
conducted through Credex, 69 [wire transfers] totaling $9 million involved apparent
nesting activity via U.S. correspondent accounts, and the remaining 22 wire transfers
totaling over $1 million were sent by order of, or for the benefit of, shell-like entities,
some of which were also involved in the 69 nested wires (Alvarado, 2012, pp. 31,437).
Given this evasive and suspicious activity and unanswered questions about Credex’s
beneficial owner, Vicpart Holding SA, Treasury concluded that Credex represents an
unacceptable money laundering threat.
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On May 22, 2012, Treasury proposed to impose the first and fifth special
measures under Section 311 (Alvarado, 2012, pp. 31,796). The first special measures
requires that US domestic financial institutions “maintain records, file reports, or both,
concerning the aggregate amount of transactions, or concerning each transaction, with
respect to” Credex (Alvarado, 2012, pp. 31,796). The fifth special measures authorizes
“a prohibition against the opening or maintaining of correspondent accounts by any
domestic financial institution or agency for or on behalf of a financial institution found to
be a primary money laundering concern” (Alvarado, 2012, pp. 31,796). Treasury noted
the need to implement the first special measure given Credex’s lack of transparency and
frequent association with shell corporations (Alvarado, 2012, pp. 31,796).
In response to Treasury’s proposal to apply special measures against Credex,
National Bank of Belarus head Nadzeya Yermakova called the accusations “baseless”
and claimed that Credex was not experiencing any problems with its banking
relationships (Belapan, 2012). Despite doubts of any wrongdoing, Yermakova promised
to lead an audit of the bank’s activities (Belapan, 2012). According to the results of the
audit, all transactions in question during the period 2008 – 2010 were made through
Russian and European banks and in accordance with established regulations (Belapan,
2012). Moreover, the audit claimed that Credex’s internal controls to prevent money
laundering and terrorist financing meet Belarusian and FATF regulations (Belapan,
2012). Despite these findings, the National Bank of Belarus planned to issue a directive
allowing Belarusian banks to sever banking relationships with customers “who may lead
to unwanted consequence” (Belapan, 2012). As of July 31, 2013, Treasury’s proposed
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implementation of the first and fifth special measures against Credex remain open for
review.
Kassem Rmeiti & Company For Exchange
Effective April 22, 2013, Kassem Rmeiti & Company For Exchange (Rmeiti
Exchange), a Lebanon-based money exchange house with foreign branches in
Switzerland and Benin, and its subsidiary companies were identified as a financial
institution of primary money laundering concern (Calvery, 2013, pp. 1-2). According to
Treasury, Rmeiti Exchange accessed US financial institutions via accounts held at foreign
banks and “transferred at least $27 million to US car dealers from foreign bank accounts”
(Calvery, 2013, p. 2). Similar to the Finding against Halawi Exchange, Treasury noted if
Rmeiti Exchange were located in the US, it would be considered a financial institution
under the Bank Secrecy Act (Calvery, 2013, p. 3). Also similar to the Halawi Exchange
Finding, Treasury expressed concern regarding the high risks of money laundering and
terrorist financing due to Lebanon’s weak anti-money laundering regime as well as the
links between Hezbollah and Lebanese Canadian Bank (LCB), which will be reviewed
as part of this study (Calvery, 2013, pp. 3-7).
In the Finding, Treasury claimed that Rmeiti Exchange’s ownership,
management, and affiliates facilitate or actively participate in trade-based money
laundering and provide financial services to Hezbollah (Calvery, 2013, pp. 7-8).
Specifically, Rmeiti Exchange engaged in “in auto sale-related financial transactions
working with SDNT Ali Mohamed Kharroubi to send funds to U.S. auto dealers as part
of a trade-based money laundering scheme” (Calvery, 2013, p. 8). Additionally, Rmeiti
Exchange owner Kassem Rmeiti provided at least $25 million in “round dollar, and
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repetitive payments to U.S.-based car dealers and exporters, including more than $22
million from accounts it held at LCB. Many of the used car dealers that received
payments from Rmeiti Exchange were later named in the SDNY Complaint for receiving
funds from the Joumaa network” (Calvery, 2013, p. 9). Following Treasury’s Section
311 action against LCB, Treasury claimed that Rmeiti Exchange altered its business
practices to continue sending funds to US-based car dealerships and knowingly facilitated
transactions on behalf of designated narcotics trafficker Ali Kharroubi (Calvery, 2013, p.
9). Kassem Rmeiti is also alleged to have comingled over $2,500,000 among several
businesses in Switzerland and Benin, which Treasury noted was consistent with
traditional money laundering techniques (Calvery, 2013, p. 11).
In addition to the complicit activity regarding the aforementioned trade-based
money laundering techniques, Treasury detailed that Rmeiti Exchange knowingly
facilitated the movement of at least $1,700,000 for known or suspected money launderers
or drug traffickers in Benin and Lebanon (Calvery, 2013, p. 11). Treasury also expressed
concern that a known money launderer with ties to Hezbollah moved his operations from
LCB to Rmeiti Exchange following Treasury’s Section 311 action against LCB (Calvery,
2013, p. 12). Finally, Treasury noted specific instances of Rmeiti Exchange’s direct
support to Hezbollah:
Rmeiti Exchange used accounts it held at LCB to deposit bulk cash shipments
generated by Hezbollah through illicit activity in Africa and as of December
2011, Hezbollah had replaced U.S.-designated Elissa Exchange owner Ali
Kharroubi with Haitham Rmeiti — the manager/owner of STE Rmeiti — as a key
facilitator for wiring money and transferring Hezbollah funds. Rmeiti Exchange,
through its owner, Kassem Rmeiti, owns Societe Rmaiti SARL (a.k.a. STE
Rmeiti). These steps taken by Hezbollah demonstrate its efforts to adapt after
U.S. Government disruptive action, and illustrates the need for continued action
against its financial facilitators. (Calvery, 2013, p. 14)
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On April 23, 2012, Treasury implemented the first special measure, which
“requires domestic financial institutions and agencies to file reports concerning any
transactions or attempted transactions related to Rmeiti Exchange” and proposed to
impose the fifth special measure under Section 311, which “prohibit covered financial
institutions from opening and maintaining correspondent accounts for or on behalf of a
foreign banking institution if such correspondent account is used to process a transaction
involving Rmeiti Exchange after the effective date of the final rule implementing the fifth
special measure” (Calvery, 2013, pp. 4-6). Jerusalem Post correspondent Michael Wilner
noted that Treasury’s actions levy public pressure on the Lebanese government to take
corrective action on its domestic banking activity; however, the degree to which that will
happen is unclear (Wilner, 2013). Brookings Institution senior fellow Bessma Momani
claimed that “there’s a lot of fear within the government of Hezbollah – there would be
fear of literal assassinations” (Wilner, 2013). Wilner (2013) added that move could also
be construed as an effort to pressure the European Union to officially list Hezbollah as
terrorist organization. As of July 31, 2013, Treasury’s proposed implementation of the
fifth special measure against Rmeiti Exchange remains open for review.
Liberty Reserve
Effective May 28, 2013, Liberty Reserve S.A. (Liberty Reserve), web-based
money transfer system registered in Costa Rica, identified as a financial institution of
primary money laundering concern (Calvery, 2013, p. 2). Treasury noted that the US
Department of Justice was taking criminal action Liberty Reserve, which was “structured
so as to facilitate money laundering and other criminal activity, while making any
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legitimate use economically unreasonable” (Calvery, 2013, p. 2). According to Treasury,
Liberty Reserve was a wholly virtual financial institution:
Liberty Reserve uses a system of internal accounts and a network of virtual
currency exchangers to move funds…Users fund their accounts by ordering a
bank wire or money services business (MSB) transfer to the bank of a Liberty
Reserve exchanger…The exchanger then credits a corresponding value to the
user’s Liberty Reserve account, denominated in “Liberty Reserve Dollars” or
“Liberty Reserve Euros”…To withdraw funds, the user instructs Liberty Reserve
to send funds from the user’s Liberty Reserve account to a Liberty Reserve
exchanger, which then sends a bank wire, MSB transfer, or other transfer to the
user’s or recipient’s bank account in U.S. dollars or other major currencies...Once
funded, the Liberty Reserve virtual currencies can be transferred among accounts
within the Liberty Reserve system. The transfers are anonymous, and the
recipient only sees the account number from which the funds were transferred.
For an additional fee, even that information can be eliminated for greater
anonymity. (Calvery, 2013, p. 3)
The 2013 Finding depicts Liberty Reserve’s basic structure.

Figure 4.1 – How Liberty Reserve Operates (Calvery, 2013, pp. 4)
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In July 2006, Liberty Reserve founder Arthur Budovsky and a business associate named
Vladamir Kats were indicted by the state of New York for operating an illegal money
transmitting business named GoldAge (Calvery, 2013, p. 5). Treasury claimed that when
Budovsky re-registered Liberty Reserve in Costa Rica in 2006, he did so specifically to
avoid US authorities (Calvery, 2013, p. 6). In connection with this move, Treasury noted
that money laundering is common in both the formal and non-formal banking sectors in
Costa Rica (Calvery, 2013, p. 5).
As described above, Liberty Reserve did not require users to provide any basic
identifying information and advertised this on the company’s website (Calvery, 2013, p.
6). Despite Liberty Reserve’s claim to have a strong anti-money laundering policy,
Treasury claimed the policy “is so deficient that it would not comply with any
implementation of internationally accepted anti-money laundering requirements, such as
the standards recommended by the Financial Action Task Force” (Calvery, 2013, p. 7).
Treasury further claimed that Liberty Reserve outsourced the verification of customer
identity information to money exchangers in countries with insufficient money
laundering enforcement (Calvery, 2013, p. 8). Taken together, Treasury concluded that
Liberty Reserve was specifically structured to ensure that it never has the information
needed to comply with its own or any other anti-money laundering policies (Calvery,
2013, p. 9).
Treasury cited multiple instances in which Liberty Reserve accounts were used or
suspected to have been used to support a wide variety of illicit activity including the
movement of funds on behalf of online criminal networks and an unnamed foreign
extremist organization (Calvery, 2013, pp. 11-12). According to a senior law
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enforcement official, a customer named “Joe Bogus” sent funds through Liberty Reserve
while declaring that they were “for cocaine” (Rushton, 2013). Other Liberty Reserve
customers used names such as “Russian Hackers” or “Hacker Account” (Lee, 2013).
Still others listed addresses such as “123 Fake Main Street” or “Completely Made Up
City” (Wilson, 2013). Treasury further noted that Liberty Reserve’s fees and service
charges were five to ten times higher than comparable bank wires or MSB transfers, thus
providing a significant disadvantage for legitimate users (Calvery, 2013, pp. 12-13). In
total, Liberty Reserve processed more than $6 billion for over 1 million customers,
including more than 200,000 in the US (Lee, 2013).
On May 23, 2013, Treasury proposed to impose the fifth special measure under
Section 311, which would “prohibit domestic financial institutions and agencies from
opening or maintaining a correspondent account for or on behalf of a foreign bank if such
correspondent account is being used to process transactions involving Liberty
Reserve…and require those domestic financial institutions and agencies to screen their
correspondents in a manner that is reasonably designed to guard against processing
transactions involving Liberty Reserve” (Calvery, 2013, p. 4). Following Treasury’s
announcement, five of the seven individuals running Liberty Reserve, including
Budovsky and Kats, were arrested in the US, Spain, and Costa Rica on money laundering
and other charges (McCoy, 2013). The global law enforcement response also included
the seizure of $25 million, the closure of 45 bank accounts, and the seizure of domain
names associated with Liberty Reserve as well as raids in Panama, Switzerland, Sweden,
Costa Rica, and the US (Newsday, 2013, and The New Zealand Herald, 2013). Despite
the success against Liberty Reserve, cyber security experts noted that Liberty Reserve
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was just one of hundreds of online anonymous payment systems including WebMoney,
Perfect Money, and CashU (Perlroth, 2013). On that point, Treasury Under Secretary for
Terrorism and Financial Intelligence David S. Cohen explained Treasury’s resolve to
“target and disrupt illicit financial activity wherever it occurs – domestically, at the far
reaches of the globe or across the internet” (US Department of the Treasury, 2013).
Despite the closure of Liberty Reserve, which resulted in its customers being unable to
access their funds, Treasury’s proposed implementation of the fifth special measure
against Liberty Reserve remains open for review as of July 31, 2013 (Santora, Rashbaum,
and Perlroth, 2013).
Lebanese Canadian Bank
Effective February 17, 2011, Lebanese Canadian Bank SAL (LCB), located in
Beirut, Lebanon, was identified as a financial institution of primary money laundering
concern (Freis, 2011, pp. 9,403). Originally established as Banque des Activities
Economiques SAL in 1960, LCB maintained a network of 35 branches in Lebanon as
well as a representative office in Canada (Freis, 2011, pp. 9,404). LCB also held a
controlling interest in several subsidiaries located in Lebanon, the United Arab Emirates
(UAE), and Gambia (Lebanese Canadian Bank, 2009, as cited in Freis, 2011, pp. 9,404).
Treasury expressed concern regarding the high levels of corruption within the
government oversight organizations in Lebanon and the fact that Lebanon does not apply
its anti-money laundering or anti-terrorism laws to Hezbollah, which Lebanon considers a
legitimate political organization (Freis, 2011, pp. 9,404). Hezbollah was designated as a
Foreign Terrorist Organization on October 8, 1997 and as a Specially Designated Global
Terrorist (SDGT) on October 31, 2001 (Freis, 2011, pp. 9,404).
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The Finding claimed that numerous members of an international drug trafficking
and money laundering network “are known to hold or utilize cash deposit accounts at
LCB to move hundreds of millions of dollars monthly in cash proceeds from illicit drug
sales into the formal financial system” (Freis, 2011, pp. 9,405). In particular, Treasury
identified US-designated individual Ayman Joumaa who laundered up to $200 million
per month derived from the sale of cocaine in Europe and the Middle East (Freis, 2011,
pp. 9,405). Treasury claimed that “Individual A,” who held over 30 accounts with LCB,
was involved in the money laundering scheme by providing consumer goods that were
used for Trade-Based Money Laundering (TBML) (Freis, 2011, pp. 9,405). “Individual
B,” who was part of a Lebanese drug trafficking organization that moved drugs from
Latin America to Africa, Europe, and the Middle East and who also used accounts at
LCB to launder money, was identified as a supporter of Hezbollah (Freis, 2011, pp.
9,405). Additionally, “Individual C,” who was involved in drug trafficking and money
laundering, established an exchange house in the same building as a key LCB branch that
was used to make bulk cash deposits as part of a TBML scheme involving US-based car
dealerships (Freis, 2011, pp. 9,405). Finally, Treasury claimed that LCB managers are
linked to Hezbollah officials and "a minority owner of the bank, who concurrently serves
as General Manager, his deputy, and the managers of key branches are in frequent—in
some cases even daily—communication with various members of the aforementioned
drug trafficking and money laundering network, and they personally process transactions
on the network’s behalf” (Freis, 2011, pp. 9,405).
On February 17, 2011, Treasury proposed to impose the fifth special measure
under Section 311, which “prohibits or conditions the opening or maintaining of
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correspondent or payable-through accounts for the designated institution by U.S.
financial institutions” (Freis, 2009, pp. 9,269). Following Treasury’s announcement, the
Lebanese Central Bank, Banque du Liban, sought to protect LCB from potential damage
to its banking relations by approving of a merger between LCB and Societe Generale,
another Lebanese bank (The Banker, 2011). Another Lebanese banking official noted
that this was done because correspondent banking became impossible for LCB (Salemeh,
2011). During the resulting merger, Treasury officials were able to more fully evaluate
LCB’s ledgers, which provided “a glimpse at the clandestine methods that
Hezbollah…used to finance its operations” (Becker, 2011). The resulting investigations
revealed “nearly 200 accounts, through which hundreds of millions of dollars moved
each year, suspicious for their links to Hezbollah and their classic signs of money
laundering…Held mainly by Shiite businessmen in West Africa, the companies appeared
to be fronts for Hezbollah to move dubious funds, for itself or others, and to mask
Hezbollah's involvement in transactions” (Becker, 2011). A DEA official involved in the
investigation noted that “The ability of terror groups like Hezbollah to tap into the
worldwide criminal funding streams is the new post-9/11 challenge” (Becker, 2011). In
December 2011, Hezbollah officials responded to the original and new accusations –
“Hezbollah categorically denies the false accusations about its involvement, directly or
indirectly, in money laundering or drug trafficking or any bank transactions” (The Daily
Star, 2011). In August 2012, Treasury moved to seize $150 million in LCB assets left
over from the merger between LCB and Societe Generale (Seper, 2012). In June 2013,
federal prosecutors agreed to a $102 million settlement with LCB (Gladstone, 2013). As
of February 2013, US officials were also seeking the forfeiture of an additional $480
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million involved in the alleged LCB money laundering scheme (Tomlinson, 2013). As of
July 31, 2013, Treasury’s proposed implementation of the fifth special measure against
LCB remains open for review.
Multibanka
On April 21, 2005, Mulibanka was identified as a financial institution of primary
money laundering concern (Fox, 2005, pp. 21,362). Registered in Riga, Latvia and with
offices in Russia, Ukraine, and Belarus, Multibanka was Latvia’s oldest commercial bank
(Fox, 2005, pp. 21,364). Treasury noted that despite Latvia’s recent efforts to strengthen
legislation and regulations to fight financial crimes, money laundering remains a concern
in the country (Fox, 2005, pp. 21,364). According to Treasury, Multibanka offered
“confidential banking services and numbered accounts for non-Latvian customers” (Fox,
2005, pp. 21,364). Moreover, Treasury suspected Multibanka of being primarily used by
Russia and other shell companies to engage in financial crime by concealing the true
ownership of accounts and assets (Fox, 2005, pp. 21,364). Treasury described one of the
financial schemes as follows:
Suspect shell companies move money into their accounts at Multibanka. The
money is designated as payment for goods and services to other shell companies
or individuals, but is deposited into the
originating company’s account with
Multibanka. Multibanka later transfers the funds to destinations outside Latvia
upon the instructions of the originating shell companies. These transactions are
suspected of being used to facilitate illegal transfers of money out of other
countries and tax evasion. (Fox, 2005, pp. 21,364)
As evidence of this, Treasury cited a US bank that “received over 2,000 payment
instructions involving $68 million associated with eight suspected shell companies with
accounts at Multibanka” during a one-month period in 2004 (Fox, 2005, pp. 21,365).
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Based on Multibanka’s financial activity, Treasury noted that some US financial
institutions have proactively terminated their banking relationships with Multibanka
(Fox, 2005, pp. 21,364).
On April 21, 2005, Treasury proposed to impose the fifth special measure under
Section 311, which “authorizes the prohibition of opening or maintaining correspondent
accounts by any domestic financial institution or agency for or on behalf of a targeted
financial institution” (Fox, 2005, pp. 21,365). In December 2005, Former Latvian
ambassador to the North Atlantic Treaty Organization (NATO) Aivis Ronis responded to
Treasury’s allegations by noting, “It is important, of course, for all banks in Latvia to be
in full compliance with the relevant international standards. I hope that the two banks
will manage to prove that the US suspicions about them are false” (Riga Telegraf, 2005).
After the announcement, Multibanka’s assets shrunk by over 70% (Tuul, 2007).
Multibanka also received “cooperation refusals from corresponding banks, rendering the
service of the US dollar transactions by the bank impossible and the bank lost its
customers who required these services” (Baltic News Service, 2008). As a result,
“members of the Association of Latvian Commercial Banks signed a joint declaration
that introduced even stricter rules than required by the law…started exchanging
information on ‘bad clients’” (Diena, 2006). In July 2006, Ronis, then chairman of the
Latvian-American Financial Forum (LAFF), observed, “As far as I am concerned, the
United States now understand what the government and the banks have done in this area we have heard compliments about the reforms that have been implemented in our
banking sector over the last few years” (Ronis, 2006). As a result of the mere proposal of
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imposing of special measures, Multibanka fell from being the fifteenth largest to second
smallest of 23 Latvian banks (Baltic News Service, 2006).
Effective October 1, 2012, Treasury withdrew its Notice of Proposed Rulemaking
proposing the imposition of special measures against Multibanka (Werner, 2006, pp.
39,609). Treasury noted that Latvia took significant steps to address the corruption and
money laundering risks voice by Treasury including the passage of legislation consistent
with the United Nations Convention Against Transnational Organized Crime (Werner,
2006, pp. 39,608). Moreover, Latvia strengthened regulatory and oversight authorities
and banned the establishment of shell banks (Werner, 2006, pp. 39,608). Multibanka also
took significant steps to address the concerns identified in Treasury’s 2005 Finding and
Notice of Proposed Rulemaking. First, Multibanka revised and clarified its internal antimoney laundering controls and policies (Werner, 2006, pp. 39,608). Second, Multibanka
undertook an effort to verify the identities of all of its account holders, which resulted in
the closure of 2,600 accounts for customers who were unwilling to comply with
Multibanka’s new identity verification standards (Werner, 2006, pp. 39,608). The closed
accounts represented 98 percent of Multibanka’s non-resident accounts and over 50
percent of Multibanka’s resident accounts (Werner, 2006, pp. 39,608). Finally,
Multibanka retained the services of an international accounting firm, enacted a series of
organizational changes to coordinate and lead anti-money laundering efforts, and
enhanced its information technology infrastructure to automatically screen customer
accounts and transactions for suspicious activity (Werner, 2006, pp. 39,608). Treasury
concluded that “Multibanka has been forthcoming in addressing the concerns we
identified in the notice of proposed rulemaking and has instituted measures to guard
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against money laundering abuses…We believe that the bank’s cumulative efforts
demonstrate its continued commitment to fighting money laundering and other financial
crimes” (Werner, 2006, pp. 39,608). In June 2008, Multibanka was renamed SMP Bank
following a change in ownership (Baltic News Service, 2008).
Myanmar Mayflower Bank
Effective November 18, 2003, Myanmar Mayflower Bank was identified as a
financial institution of primary money laundering concern (Baity, 2003, pp. 66,305).
Incorporated in 1996 in Rangoon, Burma, Myanmar Mayflower Bank was one of the
largest private banks in Burma; however, the bank claimed that it did not have any
correspondent accounts in major cities (Baity, 2003, pp. 66,305). In the Finding,
Treasury expressed concern that money laundering was not a criminal offense in Burma
(other than drug trafficking) and that Burmese banks were not required to keep records of
customer biographic identifiers or transactional activity (Baity, 2003, pp. 66,307). With
regard to Myanmar Mayflower Bank, Treasury asserted that the bank was “owned and
operated by convicted narcotics traffickers, is essentially controlled by the UWSA, and
has been used to facilitate money laundering” (Baity, 2003, pp. 66,308). Treasury cited
the fact that Myanmar Mayflower Bank was owned by Kyaw Win, who himself was
associated with a former drug lord, and multiple source of information indicating strong
connections between UWSA and the bank (The Age Company Limited, 2003, Financial
Times, n.d., as cited in Baity, 2003, pp. 66,308).
On November 25, 2003, Treasury proposed to impose the fifth special measure
under Section 311,which prohibits “covered financial institutions from establishing,
maintaining, administering, or managing in the United States any correspondent or

84
payable-through account for, or on behalf of, Mayflower Bank or Asia Wealth Bank”
(Baity, 2003, pp. 66,309). Effective May 12, 2004, Treasury imposed special measures
against Myanmar Mayflower Bank (Fox, 2004, pp. 19,098). Given the bank’s
associations with narcotics trafficking and the weak anti-money laundering regulations in
Burma, Treasury concluded that it was unlikely that Myanmar Mayflower Bank could
conduct any legitimate banking operations (Fox, 2004, pp. 19,101).
The actions taken against Myanmar Mayflower Bank and Asia Wealth Bank
represent the first time Treasury imposed special measures on a financial institution of
money laundering concern (Beckerling, 2004). On March 31, 2005, the Burmese military
government closed Myanmar Mayflower Bank, triggering a run on other private banks
and widespread efforts to withdraw the local currency, the kyat, “into non-currency assets
like real estate and gold” (Nagao, 2005). At the time of the closing, the government
provided no explanation for the closure of Myanmar Mayflower Bank other than that it
violated Burmese banking laws (Nagao, 2005). Additionally, the temporary management
installed to run Myanmar Mayflower Bank in the interim demanded immediate
repayment of loans, which threatened to halt residential construction projects and hurt an
economy already facing a weak currency and inflation around 35 percent (Nagao, 2005).
Effective October 1, 2012, Treasury repealed the imposition of special measures against
Myanmar Mayflower Bank. According to Treasury, the Burmese government revoked
Myanmar Mayflower Bank’s banking license in 2005 and the bank no longer exists (U.S.
Department of State, 2007, as cited in Alvarado, 2012, pp. 59,748).
VEF Banka
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Effective April 21, 2005, VEF Banka (VEF), located in Riga, Latvia, was
identified as a financial institution of primary money laundering concern (Fox, 2005, pp.
21,370). According to Treasury, VEF, one of the smallest banks in Latvia with only $80
million in assets, offered confidential banking services for non-Latvian customers, which
were on the bank’s official website – “VEF Banka guarantees keeping in secret customer
information (information about customer’s operations, account balance and other bank
operations). It guarantees not revealing this information to third person except the cases,
when the customer has agreed that the information can be revealed or when it is
demanded by the legislation of the Republic of Latvia” (Fox, 2005, pp. 21,370).
Treasury expressed concern that Latvian banks are subject to weak anti-money
laundering controls and many Latvian banks primarily serve foreign private shell
companies, which are often used by criminals to launder funds by concealing the origin
and ownership of assets (Fox, 2005, pp. 21,371). As evidence of this, less than 20% of
the bank’s deposits were from customers in Latvia and 75% of the bank’s revenue was
derived from payment cards and wire transfers to and from correspondent banks (Fox,
2005, pp. 21,370). As an example of VEF’s suspicious banking activity, Treasury
asserted that, “in a four-month period, VEF initiated or accepted on behalf of a single
shell corporation over 300 wire transfers totaling more than $26 million, involving such
countries as the United Arab Emirates, Kuwait, Russia, India, and China” (Fox, 2005, pp.
21,372). Moreover, several VEF customers have links to an international Internet crime
organization associated with identity theft, credit card fraud, and the sale of fake
identification documents (Fox, 2005, pp. 21,372).
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On April 21, 2005, Treasury proposed to impose the fifth special measure under
Section 311, which “authorizes the prohibition of opening or maintaining correspondent
accounts by any domestic financial institution or agency for or on behalf of a targeted
financial institution” (Fox, 2005, 21,372). Upon the announcement, VEF Banka
chairman Arvis Freibergs claimed that VEF Banka complied with all US regulations;
however, Treasury’s notification was harmful to VEF Banka’s operations as US banks
voluntarily ceased cooperating with the bank (Baltic News Service, 2006). As a result,
VEF Banka became Latvia’s smallest bank by July 2006 (Baltic News Service, 2006).
Effective August 14, 2006, Treasury imposed special measures against VEF
Banka (Werner, 2006, pp. 39,554). Treasury noted that Latvian authorities had taken
several positive steps to fight money laundering and other financial crimes (Werner,
2006, pp. 39,556). At the time of the announcement, the US embassy in Latvia released a
statement conveying the US desire to support the Latvian government in its efforts to
strengthen its money laundering controls through training and technical assistance (Baltic
News Service, 2006). Moreover, Treasury acknowledged that VEF Banka strengthened
its anti-money laundering policies including the implementation of new training
procedures, the closure of 600 questionable accounts, changes in bank management, and
the use of an independent auditing firm (Werner, 2006, pp. 39,556). Despite these
improvements, FINCEN Director Robert W. Werner expressed “continued concern with
reported links between the bank's ownership and organized crime groups that are
suspected of facilitating money laundering (Baltic News Service, 2006). In 2007,
Ukrainian company Notum attempted to purchase VEF Banka, but the sale was not
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approved by the Latvian Finance and Capital Market Commission (FKTK) (Baltic News
Service, 2009).
Effective August 1, 2011, Treasury rescinded the special measures imposed on
VEF Banka under Section 311 noting that VEF Banka’s operating license was revoked
on May 26, 2010 (Financial Capital Market Commission, 2010, as cited in Freis, 2011,
pp. 45,690). FKTK chairwoman Anna Dravniece explained that “The reason for
annulling the license is not the bank's insolvency. The decision was based on the fact that
VEF Banka shareholders have for a long time failed to obtain from the FKTK permission
to obtain substantial participation. The bank has failed to comply with the requirements
under the Law on Credit Institutions, therefore the shareholders are not authorized to
make decisions and thus are unable to take steps to ensure prudent operations of the
bank” (Baltic News Service, 2011). This measure was upheld by the Latvian Supreme
Court and VEF Banka’s assets were ordered to be liquidated (The Baltic Times, 2010, as
cited in Freis, 2011, pp. 45,690). Treasury’s decision to repeal the measures was not
based on any remedial measures by VEF Banka, rather the decision was based on the fact
that VEF Banka was no longer an operating financial institution.
Burma
Effective November 19, 2003, Burma (also known as Myanmar) was identified as
jurisdiction of primary money laundering concern (Baity, 2003, pp. 66,299). According
to Treasury, Burma had no effective money laundering controls and was identified “as a
Non-Cooperative Country and Territory (NCCT) by the Financial Action Task Force
(FATF) for its lack of basic anti-money laundering provisions and weak oversight of the
banking sector” (Baity, 2003, pp. 66,300). Treasury expressed further concern regarding
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Burmese threat finance laws including the fact that money laundering was not a criminal
offense (other than drug trafficking) and Burmese banks were not required to keep
records of customer biographic identifiers or transactional activity or report suspicious
transactions (Baity, 2003, pp. 66,300). Moreover, Treasury asserted that Burma was
strongly tied to international drug trafficking and Burmese government officials were
believed to be linked to the counterfeiting of US currency (Baity, 2003, pp. 66,302).
Despite Burmese efforts to strengthen its anti-money laundering regulations in response
to international pressure, Treasury described the laws as “ineffective and unenforceable,
and cannot be regarded as effectively remedying any of the identified deficiencies”
(Baity, 2003, pp. 66,300). On July 26, 2003, President George W. Bush signed the
Burmese Freedom and Democracy Act of 2003 and Executive Order 13310, which
among other things prohibited “the provision of financial services to Burma from the
United States or by a U.S. person, subject to limited exceptions” (Baity, 2003, pp.
66,300-1).
On November 19, 2003, Treasury proposed to impose the fifth special measure
under Section 311, which “prohibits covered financial institutions from establishing,
maintaining, administering, or managing in the United States any correspondent or
payable-through account for, or on behalf of, a Burmese financial institution” (Baity,
2003, pp. 66,302). Treasury claimed that the imposition of special measures under
Section 311 represent an important extension of Executive Order 13310. The Burmese
Section 311 special measures are broader in that they apply to all foreign branches of
Burmese financial institutions and the fact that they are narrowly focused on the lack of
anti-money laundering laws should encourage Burma to take the necessary and
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appropriate steps to address the concerns of FATF and Treasury (Baity, 2003, pp.
66,301).
Effective May 12, 2004, Treasury imposed special measures against Burma
noting that it “poses an unacceptable risk of money laundering and other financial crimes,
due to its failure to implement an effective anti-money laundering regime” (Fox, 2004,
pp. 19,095). According to Treasury, Burma did not dispute any of the allegations in the
2003 Finding (Fox, 2004, pp. 19,096). In 2006, US Deputy Assistant Treasury Secretary
Daniel Glaser described the imposition of special measures under Section 311 against
geographic jurisdictions such as Burma as having “the dual effect of protecting the U.S.
financial sector from abuse and undermining the financial networks that support criminal
activity worldwide” (Song-Wu, 2006). As of July 31, 2013, the special measures imposed
against Burma remain in force.
Iran
Effective November 25, 2011, the Islamic Republic of Iran (Iran) was identified
as jurisdiction of primary money laundering concern (Freis, 2011, pp. 72,756). In the
years leading up to the Finding, Treasury claimed that many international financial
institutions severed banking relations with Iranian banks due to their deceptive banking
practices and the government’s support for terrorism (Freis, 2011, pp. 72,757). Treasury
claimed to have “reason to believe that Iran directly supports terrorism and is pursuing
nuclear/ballistic missile capabilities, relies on state agencies or state-owned or controlled
financial institutions to facilitate WMD proliferation and financing, and uses deceptive
financial practices to facilitate illicit conduct and evade sanctions” (Freis, 2011, pp.
72,757).
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Originally designated as a state-sponsor of terrorism in 1984, Iran has “provided
extensive funding, training, and weaponry to Palestinian terrorist groups, including
Hamas and the Palestinian Islamic Jihad (PIJ). In fact, Hamas, PIJ, and Hezbollah have
maintained offices in Tehran to help coordinate Iranian financing and training of these
groups” (U.S. Department of State, 2011, KUNA, 2007, Tehran Jomhouri-ye Eslami,
2007, and National Post, 2006, as cited in Freis, 2011, pp. 72,758). Additionally,
Treasury claimed that the Islamic Revolutionary Guard Corps-Qods Force (IRGC-QF)
has provided weapons, funding, and support to Hezbollah and the Taliban (U.S.
Department of State, 2011, as cited in Freis, 2011pp. 72,758). Finally, Treasury
described an agreement between the Iranian government and al-Qa’ida to move money
and operatives through Iran and efforts to use Iranian banks to facilitate Hezbollah
financing (U.S. Department of the Treasury, 2011, as cited in Freis, 2011, pp. 72,758).
Treasury also claimed that Iranian state-owned banks, including Bank Sepah,
Bank Melli, and Bank Mellat, have been used to support the Iranian nuclear weapons
program in violation of multiple UN Security Council resolutions (Freis, 2011, pp.
72,759). Moreover, Treasury identified the Export Development Bank of Iran (EDBI) as
a primary conduit for Iranian Ministry of Defense and Armed Forces Logistics
(MODAFL) procurement activities (U.S. Department of the Treasury, 2011, as cited in
Freis, 2011, pp. 72,760). As the US and other countries took action to counter the efforts
of these and other Iranian banks, Treasury claimed that other Iranian state-owned banks
have stepped in to fill the void (Freis, 2011, pp. 72,760).
Finally, Treasury claimed that Iranian banks are involved in a number of
deceptive and illicit banking practices. For example, Iran has employed a number

91
“deceptive financial practices to disguise both the nature of transactions and its
involvement in them in an effort to circumvent sanctions” set forth under the
Comprehensive Iran Sanctions, Accountability, and Divestment Act of 2010 (CISADA)
(Freis, 2011, pp. 72,760). According to Treasury, these deceptive financial practices
include using exchange houses outside Iran to transfer funds, requesting that the Iranian
banks’ names be removed from transactions, and book-to-book transfers (Freis, 2011, pp.
72,760-1). Other deceptive practices include the use of front companies designed to hide
Iran proliferation activities and procurement of dual-use items. Specific examples
include Novin, which was an Atomic Energy Organization of Iran (AEOI) front company
that transferred millions of dollars associated with the Iranian nuclear program, and
Mesbah Energy Company, which was designated under Executive Order 13382 “for
being controlled by, acting or purporting to act on behalf of AEIO” (U.S. Department of
the Treasury, 2006, as cited in Freis, 2011, pp. 72,761). Finally, Treasury described the
deceptive practices of the IRGC and the Islamic Republic of Iran Shipping Lines (IRISL)
to use Iranian state-owned banks to support illicit activity and evade US and international
sanctions (Freis, 2011, pp. 72,762). For example, the IRGC established a construction
conglomerate named Khatam al-Anbiya to generate income and fund IRGC operations
and a port operating company named Tidewater Middle East Company to export arms or
materials in violation of UN Security Council resolutions (Freis, 2011, pp. 72,761-2).
Treasury noted that “the IRGC and the IRGC–QF engage in seemingly legitimate
activities that provide cover for intelligence operations and support terrorist groups such
as Hezbollah, Hamas and the Taliban” (Freis, 2011, pp. 72,762). With regard to IRISL,
Treasury claimed that “since being subjected to U.S. and international sanctions, IRISL
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has renamed as many as 80 of the ships in its fleet and changed ownership information
and flag registries to evade sanctions. IRISL also has renamed its offices in China,
Singapore, Germany, and South Korea, has tried to mask its operations in the UAE by
using a network of front companies, and has moved its container operations to a
subsidiary, HDS Lines” (Wall Street Journal, 2010, as cited in Freis, 2011, pp. 72,762).
In addition to the illegal and deceptive banking practices already described, Treasury also
expressed concern about Iran’s lack of basic anti-money laundering and terrorism
financing controls.
On November 18, 2011, Treasury proposed to impose the fifth special measure
under Section 311,which “authorizes a prohibition against the opening or maintaining of
correspondent accounts by any domestic financial institution or agency for or on behalf
of a foreign banking institution, if the correspondent account involves the targeted
jurisdiction” (Freis, 2011, pp. 72,879). While other international organizations, including
the UN and FATF-member countries have expressed concern regarding Iran’s serious
AML/CTF deficiencies, Treasury expressed hope that the imposition of special measures
against Iran as a jurisdiction of primary money laundering concern would encourage
other jurisdictions to impose similar restrictions on banking relations with Iran (Freis,
2011, pp. 72,880). Despite Iran already being subject to a number of sanctions programs,
the identification of Iranian financial institutions as being of primary money laundering
concern under Section 311 led to immediate reactions from US allies including the UK’s
decision to cut ties with Iranian financial institutions in December 2011 (Jorisch, 2011).
As of July 31, 2013, Treasury’s proposed implementation of the fifth special measure
against Iran remains open for review.
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Nauru
Effective December 20, 2002, Nauru was identified as jurisdiction of primary
money laundering concern (Gurule, 2002, pp. 78,859). According to Treasury, Nauru has
been “notorious for establishment of offshore banks with no physical presence in Nauru
or in any other country” (Gurule, 2002, pp. 78,861). Moreover, these offshore banks
were not required to retain any banking records that Nauru can review, bank officials
were prohibited from sharing any information related to banking transactions in and out
of Nauru, and the banks were forbidden by Nauru law from engaging in any banking
activity with the citizens, residents, or currency (Australian dollar) of Nauru (Gurule,
2002, pp. 78,861). As such, Treasury concluded that the 400 offshore banks licensed in
Nauru serve no legitimate economic purpose in the Nauru economy (Gurule, 2002, pp.
78,761). Nauru’s banking system was also believed to be a haven for organized
criminals, especially the Russian mafia (Stewart and Chulov, 2003). Based on these and
other facts related to weak anti-money laundering regulations, Nauru was cited by the
FATF as a “Non-Cooperative Country and Territory” (NCCT) in June 2000 (Gurule,
2002, pp. 78,761). Despite superficial improvements to the existing AML regulations,
FATF concluded that “the revised anti-money laundering law that now exists provides for
a wholly inadequate anti-money laundering legislative and regulatory regime” (Gurule,
2002, pp. 78,861). In conjunction with the Finding, Nauru and Ukraine became the first
geographic jurisdictions to be identified as primary money laundering concerns (Allen,
2002). Zarate (2013) identified the Nauru case as significant as it had “proven the power
of Section 311 to affect not just the designated jurisdiction but all the banks doing
business in it. It was a domestic regulatory action with enormous international impact”
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(Zarate, 2013, 153). Another Bush administration official described Section 311 as
“perhaps the most muscular financial tool in the Patriot Act toolbox…This will send the
message to the international financial community that they need to get their act together”
(Allen, 2002).
On April 10, 2003, Treasury proposed to impose the fifth special measure under
Section 311 (Sloan, 2003, pp. 18,920). A Treasury official noted that if special measures
were imposed against Nauru, they “will formally cut Nauru off from the U.S. financial
sector” (Allen, 2002). Treasury’s proposal to implement special measures also coincided
with information that six suspected terrorists carrying Nauruan passports had been
arrested in the US and Southeast Asia (Lashmar, 2003). As a result of Treasury’s actions,
Nauru passed legislation in 2003 outlawing its offshore banking sector and ceased the
sale of passports (Lashmar, 2003).
Effective April 18, 2008, Treasury withdrew its 2002 Finding that Nauru was a
jurisdiction of primary money laundering concern noting that Nauru took significant
remedial steps to strengthen its anti-money laundering regulations (Freis, 2008, pp.
21,178). Specifically, Nauru abolished its offshore banking sector, criminalized money
laundering, and mandated that suspicious transactions be reported to Nauru authorities
(Freis, 2008, pp. 21,179). Treasury also noted that the FATF withdrew countermeasures
against Nauru in October 2004 and removed Nauru from its list of Non-Cooperative
Countries and Territories list in October 2005 (Financial Action Task Force, 2004 and
2005, as cited in Freis, 2008, pp. 21,179).
Ukraine
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Effective December 20, 2002, Ukraine was identified as jurisdiction of primary
money laundering concern (Gurule, 2002, pp. 78,859). Along with Nauru, Ukraine
became one of the first geographic jurisdictions subject to Section 311 rulemaking
(Allen, 2002). Treasury cited widespread corruption in Ukraine and the lack of any
record-keeping requirement for banks as primary concerns (Gurule, 2002, pp. 78,862).
Despite Ukrainian laws prohibiting the opening of anonymous accounts, Treasury cited
“thousands of anonymous, coded, or numbered accounts containing a total of more than
$20 million” (Gurule, 2002, pp. 78,762). Moreover, while Ukrainian law required the
reporting of suspicious transactions, financial institutions were not subject to any
penalties, thus leaving Treasury to conclude that the regulations were nothing more than
voluntary (Gurule, 2002, pp. 78,762). Ukraine was cited as a NCCT by the FATF in
September 2001 because “it lacked an effective anti-money laundering regime, including
an efficient and mandatory system for reporting suspicious transactions to a financial
intelligence unit, adequate customer identification provisions, and sufficient resources
devoted to combating money laundering” (Gurule, 2002, pp. 78,762). Treasury described
the November 2002 passage of the Law on Prevention and Counteraction of the
Legalization (Laundering) of the Proceeds from Crime as virtually ineffective due to the
constraining and contradictory language of the law (Gurule, 2002, pp. 78,762).
Reflecting on the finding against Ukraine, Treasury General Counsel David Aufhauser
“likened the measure to a ‘nuclear bomb’ in the effort against terrorist financing”
(O’Brien, 2003).
Effective 17 April, 2003, Treasury withdrew its 2002 Finding that Ukraine was a
jurisdiction of primary money laundering concern (Sloan, 2003, pp. 19,071). Treasury
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noted that Ukraine took significant steps to improve its anti-money laundering policies by
improving information sharing among Ukrainian regulatory and law enforcement
organizations, criminalizing money laundering and the failure to file suspicious reports,
and requiring bank customers to disclose beneficial ownership when opening new
accounts (Sloan, 2003, pp. 19,071). Treasury further noted that the FATF rescinded its
call for counter-measures against Ukraine in February 2003, but Ukraine remains on the
FATF’s Non-Cooperative Countries and Territories (NCCT) list (Sloan, 2003, pp.
19,071). As a result, Treasury reminded U.S. financial institutions that Ukrainian
transactions continue to present a heightened risk of money laundering (Sloan, 2003, pp.
19,071). According to Treasury Under Secretary for Terrorism and Financial Intelligence
Stuart Levey, Section 311 has been effective in addressing Treasury’s concerns at the
specific financial institutions and geographic jurisdictions reviewed in this study as well
as other financial institutions around the world – “virtually every bank in the world has
looked at this and said, ‘You know what, I don't want to be involved in this, I don't want
to be the banker for this’” (Gertz, 2006).
Leveraging Section 311 to Protect National Security
In the words of Stuart Levey, “You can’t be a successful criminal if you can’t
launder money” (Gertz, 2006). The same adage applies to all illicit organizations, from
low level drug dealers on the street to international terrorist organizations. The primary
research question addressed in this study is “How has the United States Department of
the Treasury leveraged Section 311 of the USA PATRIOT Act to protect against threats
to national security?” To identify the nature of the threat posed by each of the financial
institutions and jurisdictions addressed in this study, the researcher reviewed and
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analyzed each of the official government documents related to Treasury’s proposal and/or
implementation of special measures under Section 311, which are summarized in Table
4.1 below.
Finding
Target

Date

Entity

Country

Organized
Crime

Asia Wealth Bank
Banco Delta Asia

11/18/2003

Financial
Institution

Burma

9/20/2005

Financial
Institution

China

Commercial Bank of Syria 5/18/2004
First Merchant Bank

8/24/2004

Halawi Exchange
Company

4/22/2013

Financial
Institution
Financial
Institution
Financial
Institution
Financial
Institution
Financial
Institution
Financial
Institution

X
X
X
X

Belarus

X

8/24/2004

JSC CredexBank

5/25/2012

Kassem Rmeiti &
Company for Exchange

4/22/2013

Liberty Reserve S.A.

5/28/2013

Financial
Institution

Costa Rica

Lebanese Canadian Bank

2/18/2011

Financial
Institution

Lebanon

Myanmar Mayflower
Bank

11/18/2003

Multibanka

4/21/2005

VEF Banka

4/21/2005

Burma

Drug
Trafficking

Rogue
Regime

Other

X

Lebanon

Infobank

Financial
Institution
Financial
Institution

Terrorism

X

Syria
Cyprus

Were Officials
Witting/Complicit?

Support to Identified Group?

Yes
X

Yes

X

No

X

Yes

X

Yes
X

Belarus

Yes
X

Lebanon

X

X

Yes

X

X
X

No

Yes

X

Yes

X

Yes

Burma

X

Latvia

X

No

Financial
Institution

Latvia

X

No

11/19/2003

Jurisdiction

Burma

X

Iran

11/18/2011

Jurisdiction

Iran

Nauru

12/20/2002

Jurisdiction

Nauru

X

No

Ukraine

12/20/2002

Jurisdiction

Ukraine

X

No

X
X

Yes
X

Yes

Total

7

6

8

4

4

11

Percentage

41%

35%

47%

24%

24%

65%

Table 4.1 –Threats Targeted by Section 311

As detailed in Table 4.1, terrorism was only identified as a factor in barely a third
of the cases whereas organized crime and drug trafficking were identified in 41% and
47% of the cases respectively. Additionally, Treasury identified facilitation of financial

98
activity on behalf of rogue regimes to circumvent sanctions or engage in weapons
proliferation in 24% of the cases. On the one hand, infrequency with which Section 311
has been applied to target terrorist activity is somewhat surprising given the fact that
Section 311 is part of the USA PATRIOT Act, which was created in the wake of the
terrorist attacks on 9/11. This finding validates Bertie’s 2002 review of law enforcement
measures under the USA PATRIOT Act, which found that less than half of the cases
reviewed were related to terrorism. On the other hand, Chapter 2 of this study
demonstrated that the financial networks exploited by organized criminals and narcotics
networks could also be used to finance terrorist activity. This would explain why
Treasury cited multiple concerns in 71% of the cases. If lax money laundering
regulations enable the flow of illicit funds for one organization, it stands to reason that
other illicit organizations could exploit the same weaknesses to support its own
operations. As such, every financial institution or jurisdiction that Treasury has identified
as a primary money laundering concern could facilitate the transfer of funds in support of
international terrorism and therefore is a threat to US national security. This finding also
validates Zarate’s (2013) claim that Section 311 was envisioned to be used against a wide
range of illicit financial actors to include “transnational organized crime groups, terrorist
organizations, drug traffickers, proliferation, sanctions evasion, counterfeiting, and/or
other types of criminality” (Zarate, 2013, pp. 153-154).
Another interesting finding related to Treasury’s application of Section 311 is that
owners, managers, or employees of the targeted entities were witting and/or complicit in
the illicit financial activity in only 65% of the cases. To be sure, the level of active
participation in each case varied. In the case of Banco Delta Asia, its employees engaged
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in deliberate negligence in the enforcement of anti-money laundering procedures. In the
case of Liberty Reserve, its founders implemented “money laundering procedures” to
ensure that illicit financial activity would go undetected. In the case of the Halawi and
Rmeiti Exchanges, its employees were actively involved in the laundering funds for
Hezbollah. The fact that over a third of the cases did not involve active participation on
behalf of the financial institutions speaks to the ingenuity of illicit actors to identify and
exploit weaknesses in the ever-strengthening international efforts to root out money
laundering. As a result, each action under Section 311 serves as a reminder to the
international banking community to be vigilant in identifying and countering illicit
financial threats.
Section 311 as the Carrot and the Stick
Another interesting finding of the study was the infrequency with which Treasury
actually implemented special measures under Section 311. Of the 17 cases where
Treasury identified a financial institution or jurisdiction as being of “primary money
laundering concern,” Treasury only implemented the proposed special measures in 29%
of the cases as detailed in Table 4.2 below.
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Target

Date

Asia Wealth Bank

11/18/2003

Banco Delta Asia

9/20/2005

Commercial Bank of
Syria

5/18/2004

First Merchant Bank

8/24/2004

Halawi Exchange
Company

4/23/2013

Infobank

8/24/2004

JSC CredexBank

5/30/2013

Kassem Rmeiti &
Company for Exchange

4/23/2013

Liberty Reserve S.A.

5/28/2013

Lebanese Canadian Bank 2/18/2011

Section 311 Rulemaking Overview
Entity
Country Finding Proposed Measures Implemented Measures Rescinded
Financial
Burma
X
X
X
X
Institution
Financial
China
X
X
X
Institution
Financial
Syria
X
X
X
Institution
Financial
Cyprus
X
X
X
Institution
Financial
Lebanon
X
X
X*
Institution
Financial
Belarus
X
X
Institution
Financial
Belarus
X
X
Institution
Financial
Lebanon
X
X
X*
Institution
Financial
Costa Rica
X
X
Institution
Financial
Lebanon
X
X
Institution
Financial
Burma
X
X
X
X
Institution
Financial
Latvia
X
X
X
Institution
Financial
Latvia
X
X
Institution

Myanmar Mayflower
Bank

11/18/2003

Multibanka

4/21/2005

VEF Banka

4/21/2005

Burma

11/19/2003

Jurisdiction

Burma

X

X

Iran

11/18/2011

Jurisdiction

Iran

X

X

X

Nauru

12/20/2002

Jurisdiction

Nauru

X

X

X

Ukraine

12/20/2002

Jurisdiction

Ukraine

X

Total

17

*Implemented first special measures. Fifth
special measure remains proposed

Percentage 100%

X

X
16

5

7

94%

29%

41%

Table 4.2 – Section 311 Rulemaking Overview

The case studies revealed that US financial institutions were quick to undertake
proactive efforts to sever ties with the targeted financial institution or jurisdiction prior to
the actions being required through a Final Rule, which has only been issued in 29% of the
cases. For example, VEF Banka chairman Arvis Freibergs claimed that US banks
voluntarily ceased cooperating with the bank upon being identified as a money
laundering risk, which resulted in VEF Banka shrinking to become Latvia’s smallest
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bank within 15 months of Treasury’s notification (Baltic News Service, 2006). In the
case of Commercial Bank of Syria, the proactive efforts to cease correspondent banking
activity extended beyond US financial institutions as several European banks joined
Western Union in terminating financial ties with the toxic institution (Wilson, 2004). In
some cases, Treasury’s efforts to isolate risky financial institutions under Section 311
have had consequences, possibly intended, beyond the targeted entity. For example,
upon the emergence of details that a North Korean bank named Daedong Credit
comprised the largest share of frozen funds at Banco Delta Asia, nearly all foreign
financial institutions ended correspondent relations with Daedong Credit “ for fear of
being excluded from the U.S. financial system” (Greenless, 2007). These proactive
actions by foreign financial institutions are even more interesting insofar as they took
place prior to the actual implementation of special measures against Banco Delta Asia
(Greenless, 2007). These proactive measures also speak to the power of Section 311 in
severely degrading a bank’s fundamental ability to remain solvent. As of July 31, 2013,
38% of the targeted financial institutions were no longer in business.
The infrequency with which Treasury has implemented special measures under
Section 311 also demonstrates its power as a deterrent to financial institutions around the
world. In the words of Stuart Levey, Section 311 is an “incredibly useful tool and it's
been very powerful not just when we use it, but frankly just by having it gives us an
enormous amount of leverage” (Gertz, 2006). Levey added that “virtually every bank in
the world has looked at this and said, ‘You know what, I don't want to be involved in this,
I don't want to be the banker for this’” (Gertz, 2006). The threat of Section 311 has been
similarly perceived by foreign financial institutions. A Hong Kong banker observed,
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“For smaller banks in emerging markets, it was simply terrifying. One day you could be
preparing to list, getting all your ducks in a row and courting the attentions of the big
guys. The next, you could be public enemy No1 and untouchable, and have all the assets
of US surveillance trained on you” (Torode, 2009).
Beyond the financial institutions and jurisdictions that Treasury has targeted
under Section 311, public comments from Treasury officials also indicate that Section
311 has been used to send implicit messages about what the US government is willing
and able to do in response to illicit finance. As evidence of this, Levey asserted that
Section 311 “alerts the global financial community of the threat posed by these entities.
It also serves notice to others that there will be significant consequences for institutions
that launder tainted money or engage in similar corruption: we will cut you off from the
US financial system” (English, 2004). Beyond the implicit threat, US officials have also
claimed that certain Section 311 measures had as much, if not more, to do with financial
institutions other than the ones named in Treasury’s official notices. In the case of Banco
Delta Asia, former US Department of State official David Asher claimed, “The fact is
that Banco Delta was an easy target in the sense that it was not so large that its failure
would bring down the financial system. Banco Delta may be a sacrificial lamb in some
people's minds, but it is not about Banco Delta. It's about Macao, Macao's government,
China, the Chinese government and their complicity and their accommodative behavior
toward North Korea's illegal activities, proliferation activities and leadership financial
activities” (Greenless and Lague, 2007). Asher’s comments lend insight into another
finding of this study, which is that Treasury’s application of Section 311has been applied
to small to medium-sized banks in countries on the periphery of international commerce
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as detailed in Table 4.3 below. The primary exception to this would be Banco Delta
Asia, which was based in Macau, China; however, Asher’s comments implied that
Treasury moved against Banco Delta Asia to send a message to China without wreaking
havoc on the international financial system.
Country

Count of Country

Belarus
Burma
China
Costa Rica
Cyprus
Iran
Latvia
Lebanon
Nauru
Syria
Ukraine
Grand Total

2
3
1
1
1
1
2
3
1
1
1
17

Table 4.3 – Countries Targeted by Section 311

With regard to Banco Delta Asia and China, other Bush administration officials
acknowledged that the US government made a conscious decision “not to take similar
action against the Bank of China, the mainland's third-largest lender, to avoid excessive
damage to the financial system of Macao and a clash with China” (Greenless and Lague,
2007). Zarate (2013) added that because Banco Delta Asia “was a small, private bank, its
isolation was unlikely to have much effect on the United States. Chinese interest would
certainly take notice, but were unlikely to deem action against Banco Delta Asia a direct
assault on the financial sectors of Beijing or Hong Kong…The volume of business they
did with North Korea and the related profit margins did not make it worth the risk”
(Zarate, 2013, p. 227). It is interesting that the strength of Section 311 in its ability to
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target and disrupt illicit financial activity by excluding banks from the international
financial system is also its primary weakness. In applying Section 311, Treasury officials
need to walk a fine line between stopping the illicit activity and causing irreparable harm
to international commerce. As was evident in the Banco Delta Asia case, Treasury’s
application of Section 311 can influence other US diplomatic efforts, such as the sixparty talks with North Korea over its nuclear program. Public statements by Treasury
and other government officials demonstrate that US policymakers are well aware of the
second and third order effects of leveraging Section 311.
Section 311 Enforcement
Another interesting finding of this study lies in which special measures Treasury
has proposed and/or imposed under Section 311. As detailed in Chapter 2, the special
measures available under Section 311 include:
1.
2.
3.
4.
5.

Recordkeeping and reporting of certain financial transactions
Collection of information relating to beneficial ownership
Collection of information relating to certain payable-through accounts
Collection of information relating to certain correspondent accounts
Prohibition or conditions on the opening or maintaining of correspondent or
payable-through accounts

Since becoming law, Treasury has proposed imposing the fifth special measures in every
Notice of Proposed Rulemaking and proposed the first special measure in only 18% of
the cases, as detailed in Table 4.4 below. Additionally, Treasury has never proposed to
implement the second, third, or fourth special measures.
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Target

Date

Special Measure(s) Recommended

Recordkeeping and
reporting of certain
financial transactions

Prohibition or
Collection of
Collection of
conditions on the
Collection of
information relating to information relating to opening or maintaining
information relating to
certain payable-through certain correspondent
of correspondent or
beneficial ownership
accounts
accounts
payable-through
accounts.

Asia Wealth Bank

11/18/2003

X

Banco Delta Asia

9/20/2005

X

Commercial Bank of Syria 5/18/2004

X

First Merchant Bank

8/24/2004

X

Halawi Exchange
Company

4/23/2013

Infobank

8/24/2004

JSC CredexBank

5/22/2012

X

X

Kassem Rmeiti &
Company for Exchange

4/23/2013

X

X

Liberty Reserve S.A.

5/28/2013

X

Lebanese Canadian Bank

2/18/2011

X

Myanmar Mayflower
Bank

11/18/2003

X

Multibanka

4/21/2005

X

VEF Banka

4/21/2005

X

Burma

11/19/2003

X

Iran

11/18/2011

X

Nauru

4/10/2003

X

Ukraine

N/A

X

X
X

3

0

0

0

16

19%

0%

0%

0%

100%

Table 4.4 – Overview of Proposed Special Measures

Clearly, the data demonstrates that Treasury prefers to invoke the fifth special
measure, which is likely due to its ability to isolate financial institutions from
international commerce. Unlike the first four special measures, which merely require US
financial institutions to collect or report certain information, the fifth special measure
requires US financial institutions to sever any and all ties to the targeted entity,
effectively cutting the bank off from the global financial system. As a result, the real

106
power of Section 311 rests in Treasury’s ability to leverage the fifth special measure to
protect US national security.
Treasury Considerations Under Section 311
In addition to the evidence of money laundering and illicit finance occurring at a
foreign financial institution, the Secretary of the Treasury is required to review and
consider certain factors prior to proposing special measures under Section 311. These
factors, which are detailed in Table 4.5 below, include:
1. Whether similar actions have been or will be taken by other nations or multilateral
groups.
2. Whether the imposition of the special measure would create a significant
competitive disadvantage, including any undue cost or burden associated with
compliance, for financial institutions organized or licensed in the United States.
3. The extent to which the proposed action or timing of the action will have a
significant adverse systemic impact on the international payment, clearance, and
settlement system, or on legitimate business activities of the entity of primary
money laundering concern.
4. The effect of the proposed action on United States national security and foreign
policy.
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Target

Treasury Considerations

Entity

Whether similar actions have
been or will be taken by other
nations or multilateral groups

The extent to which the proposed
Whether the imposition of the
action or timing of the action will
special measure would create a
have a significant adverse
significant competitive
systemic impact on the
The effect of the proposed action
disadvantage, including any
international payment, clearance,
on United States national
undue cost or burden associated
and settlement system, or on
security and foreign policy
with compliance, for financial
legitimate business activities of
institutions organized or licensed
the entity of primary money
in the United States
laundering concern

Asia Wealth Bank

Financial
Institution

Yes

No

No

Complementary

Banco Delta Asia

Financial
Institution

No

No

No

Complementary

No

No

No

Complementary

No

No

No

Complementary

Commercial Bank of Syria
First Merchant Bank
Halawi Exchange
Company

Financial
Institution
Financial
Institution
Financial
Institution

No

No

No

Complementary

Infobank

Financial
Institution

No

No

No

Complementary

JSC CredexBank

Financial
Institution

No

No

No

Complementary

Kassem Rmeiti &
Company for Exchange

Financial
Institution

No

No

No

Complementary

No

No

No

Complementary

No

No

No

Complementary

Liberty Reserve S.A.
Lebanese Canadian Bank
Myanmar Mayflower
Bank

Financial
Institution
Financial
Institution
Financial
Institution

Yes

No

No

Complementary

Multibanka

Financial
Institution

No

No

No

Complementary

VEF Banka

Financial
Institution

No

No

No

Complementary

Burma

Jurisdiction

Yes

No

No

Complementary

Iran

Jurisdiction

Yes

No

No

Complementary

Nauru

Jurisdiction

Yes

No

No

N/A

Ukraine

Jurisdiction

N/A

N/A

N/A

N/A

5

0

0

0

29%

0%

0%

0%

Table 4.5 – Section 311 Considerations

Since first invoking the authorities granted under Section 311, Treasury has only noted
that similar actions have or will be taken by other countries in less than a third of the
cases. Cases where other countries or multinational organizations had taken similar
actions against the Section 311 target were Asia Wealth Bank, Myanmar Mayflower
Bank, Burma, Iran, and Nauru. The fact that over 70% of the cases were against financial
institutions that had not been addressed by others in the international community
demonstrates Treasury’s ability to take the lead on identifying international money
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laundering risks. Additionally, Treasury did not believe that any of the cases would
create a significant competitive disadvantage for US financial institutions nor would they
result in significant adverse impacts on the international payment, clearance, or
settlement system. The importance of not disrupting the international financial system
was at the forefront of the Banco Delta Asia case as the Bush administration decided “not
to take similar action against the Bank of China… to avoid excessive damage to the
financial system of Macao and a clash with China” (Greenless and Lague, 2007).
Finally, in all cases Treasury noted that the imposition of special measures would be
complementary or neutral with respect to US foreign policy.
Chapter 4 Summary
This chapter provided a brief overview of each case where Treasury has proposed
and/or imposed special measures under Section 311. The researcher leveraged the
methodology set for in Chapter 3 to review 45 official government documents and over
500 news articles and press releases associated with the cases. Based on the findings
from each case, the researcher evaluated where, how, and why Treasury leveraged
Section 311 to protect national security and presented an analysis of the application of
Section 311 in countering threats to US national security. Chapter 5 will summarize the
study, discuss the findings, convey the implications for the practice, provide
recommendations for further research, and provide final conclusions related to the study.
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CONCLUSION
Introduction
This chapter will summarize the results achieved by this study’s attempt to
determine where, how, and why Treasury has leveraged Section 311 to defend national
security. The chapter also includes a discussion of the findings and the implications for
analysts and policymakers in the threat finance field. Finally, this chapter details
recommendations for further research as this study was subject to several limitations as
described in Chapter 3.
Summary of the Study
The purpose of the study was to evaluate Treasury’s use of Section 311 in
defending national security. The study reviewed all 17 cases where Treasury proposed
and/or implemented special measures under Section 311 since 2001, 13 of which focused
on special measures against formal financial institutions and four of which focused on
special measures against geographic jurisdictions. The study sought to identify the type
of threat posed by the targeted financial institutions and geographic regions as well as the
degree to which bank officials were witting and/or complicit in the illicit financial
activity. In total, the researcher reviewed 45 official government documents and over
500 news articles and press releases to explore and answer the study’s primary research
question – How has the United States Department of the Treasury leveraged Section 311
of the USA PATRIOT Act to protect against threats to national security? The study
leveraged a qualitative content analysis and multiple case study approach, which allowed
the researcher to answer the research question.
Discussion of the Findings
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To identify the nature of the threat posed by each of the financial institutions and
jurisdictions addressed in this study, the researcher reviewed and analyzed each of the
official government documents related to Treasury’s proposal and/or implementation of
special measures under Section 311, which are summarized in Table 4.1 of the previous
chapter. An interesting finding of the study was the infrequency (35%) with which
terrorism was identified as a primary factor in Treasury’s decision to propose and/or
impose special measures on one of the financial institutions or jurisdictions given the
impetus for creating the USA PATRIOT Act. The analysis of the case studies
demonstrated that Treasury more frequently targeted organized crime and drug
trafficking, which were identified as a primary factor in 41% and 47% of the cases
respectively. The relative infrequency with which terrorism was cited as a primary factor
validates Bertie’s (2002) review of law enforcement measures under the USA PATRIOT
Act, which found that less than half of the cases reviewed were related to terrorism.
While unexpected, this finding is not necessary surprising as Chapter 2 demonstrated that
illicit actors leverage similar, and in some cases the same, financial networks. The point
was validated by the fact that Treasury cited multiple concerns in 71% of the cases.
Therefore, every financial institution or jurisdiction that Treasury has identified as a
primary money laundering concern could facilitate the transfer of funds in support of
international terrorism and therefore is a threat to US national security. Moreover, this
finding supports Dolar’s argument that Title III of the USA PATRIOT Act sought to
deprive terrorist groups and criminal organizations alike from their essential sources of
funding (Dolar, 2007, p. 3).
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Another finding of the study was owners, managers, or employees of the targeted
entities were witting and/or complicit in the illicit financial activity in 65% of the cases.
As demonstrated in each of the case studies, the level of active participation in each case
varied tremendously from deliberate negligence to proactive laundering of terrorism
funds. This finding demonstrates the ability of illicit actors to exploit intended and
unintended weaknesses in international money laundering regulations to move funds in
support of their operations. This finding also supports the research of Lindholm and
Realuyo (2013) and Stringer (2011) who argued that finance is the lifeblood of all
organizations, regardless of the nature of their activity and therefore illicit organizations
will go to great lengths to access and move their funds. Each application of Section 311
serves as a reminder to the international banking community to be vigilant in identifying
and countering illicit financial threats.
The study also found that while Treasury proposed special measures in 94% of
the cases, it only implemented the proposed special measures in 29% of the cases as
detailed in Table 4.2 of the preceding chapter. This is likely because US financial
institutions were quick to undertake proactive efforts to sever ties with the targeted
financial institution or jurisdiction prior to the actions being required through a Final
Rule. For example, within 15 months of VEF Banka being identified as a financial
institution of primary money laundering concern, US banks voluntarily ceased
cooperating with the bank, which shrunk to become Latvia’s smallest bank (Baltic News
Service, 2006). In the case of Commercial Bank of Syria, the proactive actions extended
to European banks, which by law are not subject to Section 311 rulemaking (Wilson,
2004). This ability of Section 311 to radiate beyond US borders demonstrates its unique
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power to dictate terms of acceptable behavior within the international financial system.
In the Banco Delta Asia case, the proactive closure of accounts extended to an untargeted
bank, Daedong Credit, “for fear of being excluded from the U.S. financial system”
(Greenless, 2007). This finding addresses Preston’s (2002) concern regarding whether
foreign financial institutions would choose to align themselves with US financial
institutions in countering international money laundering threats. This also supports
Rider’s prediction that “US requirements will become the international norm…Indeed,
[non-cooperative] financial institutions may well find themselves practically excluded
from the international markets” (Rider, 2003, p. 345). In many ways, the use of Section
311 can be a death sentence for a bank as over a third of the targeted financial institutions
were closed as of July 31, 2013 due to their inability to engage in international banking
activities. Statements from current and former Treasury officials demonstrate that they
are well aware of the implications of Section 311 for the targeted entity. This partially
addresses Baldwin’s (2002) concern regarding the impact of Section 311 on illicit
organizations. While this study did not endeavor to analyze the effectiveness of each
case, in totality it becomes clear that Treasury’s ability to essentially expel foreign
financial institutions has a significant impact on the illicit organizations using them to
fund its activities, particularly in cases where the financial institutions closed as a result
of Treasury’s actions.
Another finding of the study was that Treasury’s application of Section 311has
been applied to small to medium-sized banks in countries on the periphery of
international commerce. To be sure, the use of Section 311 against very large financial
institutions has the potential to wreak havoc on the international payment and clearance
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system, which was on display in the Banco Delta Asia case. Former State Department
official David Asher claimed, “The fact is that Banco Delta was an easy target in the
sense that it was not so large that its failure would bring down the financial system.
Banco Delta may be a sacrificial lamb in some people's minds, but it is not about Banco
Delta. It's about Macao, Macao's government, China, the Chinese government and their
complicity and their accommodative behavior toward North Korea's illegal activities,
proliferation activities and leadership financial activities” (Greenless and Lague, 2007).
Other Bush administration officials acknowledged that the US government made a
conscious decision “not to take similar action against the Bank of China, the mainland's
third-largest lender, to avoid excessive damage to the financial system of Macao and a
clash with China” (Greenless and Lague, 2007). These comments and the analysis of the
case studies point to the fact that Section 311’s strength, its ability to isolate foreign
financial institutions through domestic legislation, is also its primary weakness. One high
profile case where Treasury was unable or unwilling to leverage Section 311 was against
HSBC, Europe’s largest bank, for its role in allowing Mexico’s Sinaloa drug cartel “to
move more than $881 million through HSBC’s U.S. unit from 2006 to 2010” and its
violations of US sanctions programs against Iran, Libya, Sudan, Burma, and Cuba
(Smythe, 2013). Additionally, the ability to exert overwhelming pressure on small to
medium-sized institutions supports Dolar’s findings that large financial institutions can
better absorb increased costs (Dolar, 2007, p. 156).
Another finding of this study lies in which special measures Treasury has
proposed and/or imposed under Section 311. Since becoming law, Treasury has
proposed imposing the fifth special measures, which requires the closure of
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correspondent accounts, in every Notice of Proposed Rulemaking and proposed the first
special measure, which requires recordkeeping and reporting of transactions, in only 18%
of the cases, as detailed in Table 4.4 below. Since 2001, Treasury has never proposed to
implement the second, third, or fourth special measures. Unlike the first four special
measures, which merely require US financial institutions to collect or report certain
information, the fifth special measure requires US financial institutions to sever any and
all ties to the targeted entity, effectively cutting the bank off from the global financial
system. As a result, the real power of Section 311 rests in Treasury’s ability to leverage
the fifth special measure to protect US national security.
As dictated in the USA PATRIOT Act, Treasury must consider certain factors
when considering leveraging Section 311. Treasury declared that foreign countries or
organizations have not taken similar action against the targeted entity in 71% of the
cases. This finding demonstrates Treasury’s desire and ability to lead the international
community in identifying, targeting, and disrupting international money laundering risks.
Additionally, Treasury did not believe that any of the cases would create a significant
competitive disadvantage for US financial institutions nor would they result in significant
adverse impacts on the international payment, clearance, or settlement system. As
detailed in Chapter 4, this was a primary consideration in the Banco Delta Asia. Finally,
in all cases Treasury noted that the imposition of special measures would be
complimentary or neutral with respect to US foreign policy. As a result, Section 311 has
the ability to dictate norms within the international banking community as an extension
of other forms of US power, including diplomatic and military power. This finding
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provides additional support to the Rider’s 2003 prediction that “US requirements will
become the international norm” (Rider, 2003, p. 345).
Implications for Practice
The analysis and findings presented in this study have many implications for
analysts and policymakers in the threat finance field. First, the findings demonstrate that
Section 311 is a very powerful tool in targeting illicit financial activities at foreign
financial institutions; however, the use of Section 311 must be balanced by an
understanding of the implications of domestic rulemaking on the international financial
system. This challenge became clear in the Banco Delta Asia case where US
policymakers had to weigh the impacts of expanding the Section 311 Finding and Notice
of Proposed Rulemaking to other, larger financial institutions such as the Bank of China
(Greenless and Lague, 2007). For this reason, it is important for Treasury to continue to
evaluate the possible second and third order effects of the imposition on Section 311.
Section 311 powerful, but needs to be limited
Another implication for US policymakers is that Section 311 should be used in
concert with other forms of US diplomatic and military power. Moreover, US
policymakers must be cognizant of the potential for the proposal and imposition of
special measures under Section 311 to influence, either positively or negatively, other
diplomatic engagements. In the Banco Delta Asia case, the use of Section 311 negatively
impacted the ongoing six-party talks with North Korea over its nuclear program as the
North Koreans refused to return to the negotiation table until the “financial sanctions”
were lifted (Song-wu, 2005). Despite the North Korean protest, the special measures
imposed against Banco Delta Asia remain in effect as of July 31, 2013. At the same time,
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US policymakers should be aware of the potential to use Section 311 measures against a
jurisdiction to achieve a policy outcome totally unrelated to illicit finance, as BosworthDavies (2009) and Gaylord (2008) believe were the case with Iran and North Korea.
The resourcefulness with which illicit organizations can adapt their tactics in
response to strengthening anti-money laundering regulations is a concern. This was
particularly evident in the case of Hezbollah financing as it shifted its efforts to launder
funds from Lebanese Canadian Bank to the Halawi Exchange Company and the Kassem
Rmeiti & Co. for Exchange. In this case, Treasury took additional action under Section
311 to target the new financial institutions facilitating the illicit movement of funds. This
demonstrates that while Section 311 may effectively cut off one avenue to launder or
move funds internationally, threat finance practitioners need to be aware that illicit
organizations can and will attempt to shift their business to other vulnerable and/or
complicit financial institutions. As a result, Treasury officials need to continue engaging
with foreign financial institutions and jurisdictions to provide education and technical
assistance to counter the ever-evolving threats posed by illicit organizations.
Finally, the most recent use of Section 311 against Liberty Reserve, a web-based money
transfer system registered in Costa Rica that was alleged to have laundered up to $6
billion internationally, demonstrates the new threat from anonymous, web-based transfer
systems that have been popping up around the world. As noted by cybersecurity experts,
there are hundreds of online anonymous payment systems that operate similar to Liberty
Reserve including WebMoney, Perfect Money, and CashU (Perlroth, 2013). Unlike
traditional financial institutions, these web-based institutions are dynamic and can be
established in a very short period of time, which allows them to exploit fleeting gaps in
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foreign and international money laundering regulations. Treasury policymakers should
consider devising a comprehensive strategy to deal with web-based financial institutions
so that it does not become engaged in an international game of “whac-a-mole,” which
may require an expansion of the authorities granted under Section 311 to counter their
uniquely dynamic nature.
Recommendations for Further Research
As detailed in Chapters 1 and 3, the focus of the study and the proposed
methodology were not without their limitations. One major limitation of this study is that
it focused exclusively on the proposed and implemented special measures taken by
Treasury under Section 311 and did not consider other actions across the US IC to
counter threat finance since 9/11 nor did it consider international efforts to protect against
the financing of various national security threats. One area for further research would be
evaluating the degree to which Section 311 has or should be used in conjunction with
other domestic or international efforts to counter threat finance. One possible case to
evaluate would be the $1.9 billion penalty imposed against HSBC under the Bank
Secrecy Act for HSBC’s role in laundering funds for Mexico’s Sinaloa drug cartel and
violating US sanctions programs (Smythe, 2013). Another possible case to evaluate
would be the imposition of special measures against the Commercial Bank of Syria,
which Zarate (2013) suggested was part of a larger Bush administration effort to
implement the Syrian Accountability Act of 2002 (Zarate, 2013, p. 156). Another
limitation of the study is that it did not present a comprehensive analysis of the
effectiveness of each case study due to the very unique facts and circumstances
surrounding each case study and the unclear nature of the primary or secondary policy
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objectives of each case. Therefore, another area of research would focus on analyzing the
effectiveness of Section 311 both in terms of advancing US policy and the impact on the
targeted illicit organization and less on the financial institution. Due to the unique nature
of each case, the researcher proposes that future research in this area focus on a single
case. Yet another area of possible research would analyze the actual purpose of Section
311 rulemaking and determine the degree to which the intended targets of the Section 311
were other than those named in the official government records. This area of study
would seek to validate Asher’s comments that the Banco Delta Asia case was actually
about sending a message to China. Again, the researcher suggests this type of study be
conducted against a single case study and include an expanded data gathering procedures
to include in-person interviews with current and/or former Treasury officials. Another
area for further research includes an evaluation of the degree to which terrorist
organizations and other illicit actors moved away from the use of smaller banks, which
Treasury has targeted under Section 311, to larger financial institutions, which Treasury
have not successfully targeted under Section 311. An additional area of research would
include an analysis of the degree to which illicit actors have leveraged virtual,
anonymous payment systems to launder and move illicit funds. Finally, another area of
research would include a study of how Section 311 has influenced, either positively or
negatively, other US policy efforts. As mentioned in Chapter 4, Treasury expressed
confidence that all Section 311 actions would be neutral and/or complimentary to US
policy. As was demonstrated in the Banco Delta Asia case, the use of Section 311
appeared to have unintended consequences in relation to the six-party talks on North
Korea’s alleged nuclear program. Once again, the researcher suggests that this type of
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study be conducted against a single case study because of the unique facts and
circumstances of each case.
Conclusions
This study addresses a significant gap in the academic literature regarding the
enforcement of Section 311 of the USA PATRIOT Act against a foreign financial
institutions and jurisdictions that are of primary money laundering concern. The study
leveraged a qualitative content analysis and multiple case study approach to evaluate
where, how, and why Treasury leveraged special measures under Section 311 to defend
national security. The study found that while Section 311 has been very effective in
targeting a wide array of illicit financial activity at foreign financial institutions, its ability
to remain a viable tool in an age of web-based, anonymous payment systems remains to
be seen. The study also found that US policymakers must balance the desire to counter
all money laundering threats with the possibility that the exclusion of large banks from
the US financial market could lead to widespread repercussions in the international
financial system. Moreover, this study found that US policymakers must consider the
possible impacts, either positive or negative, of Section 311 on other US policy
initiatives. As was stated by Lindholm and Realuyo (2013) and Stringer (2011), finance
is the lifeblood of all organizations regardless of the nature of their activity. As a result,
threat finance practitioners should build upon the findings of this study to assist US
policymakers in leveraging existing tools, such as Section 311, and possibly developing
new policies to counter the ever-evolving threats from illicit organizations.
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