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ABSTRACT OF THE THESIS 

Vulnerability Assessment: Publicizing Top Secret/Special Compartmentalized Information 

Clearances on Social Media Sites and Its Impact on Organizational Cyber Security 

 

A Critical Examination 

By 

Leslie A. Guelcher, MBA 

Master of Science in Applied Intelligence 

Mercyhurst University, 2015 

Assistant Professor Stephen Zidek, Chair 

 

Technologies accessed via the Internet, such as Social Media and online networking, enable 

employees to build relationships and conduct business without in-person interactions. One 

major hub for building professional networks is LinkedIn, which is also used to recruit 

personnel. Studies indicate that insider theft is often conducted within one month of an 

employee leaving a company. The reasons for the theft is the desire to obtain intellectual 

property by either outsiders or insiders. Identifying an organization’s vulnerabilities to IP 

theft is a key concern of security personnel.  

One such vulnerability is the personal identifying information listed on Social Media 

sites, such as LinkedIn. While much research has been conducted surrounding this 

vulnerability, none have looked at the vulnerability surrounding employees publicizing their 

US government security clearance classification levels. The rules governing publicizing 

security clearance are vague. With the increased usage of Social Media sites by employees 
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working for organizations with government contracts, little is known about the impact of 

listing security clearances on public Social Media sites on organizational security.  

This report addresses the intersection of cyber theft, psychological indicators for 

insider theft, Social Media usage, and security clearance publicizing. While less than 1% of 

the employees of US governmental-contractors listed their Top Secret/Special 

Compartmentalized Information clearance on LinkedIn, over 95% of those in management 

positions who also listed TS/SCI were identified by full name, position and company in 

under 5 minutes. The ability to easily identify the PII of management personnel who hold 

TS/SCI clearances creates IP-theft security vulnerabilities for organizations, as seen in the 

intersection of the Venn diagram below. 
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INTRODUCTION 

Introduction to the Problem 

According to the Center for Strategic and International Studies, US organizations lose 

between $200 billion and $250 billion annually as a result of Intellectual Property (IP) theft 

(Center for Strategic and International Studies, 2014). The thieves identify target data, then 

conceive a plan to obtain it. Organizations develop algorithms and automated tools to counter 

the potential-thieves, who can be either insiders or external parties. Incidents involving 

insiders rose from 4% of the documented data breaches in 2007 to 20% in 2010 (Marshall, 

Gregorio, & Kargathra, 2010), while a different 2012 study indicated that many of the 

insiders who stole information did so within one month of leaving the organization (Moore, 

Hanley, & Mundie, 2012).  

However, identifying potential job-shifters is difficult and involves employing 

psychological measures that are more difficult to automate than programs to monitor travel 

patterns and financial transactions (Buford, Lewis, & Jakobson, 2008). Social media 

monitoring can be used to supplement other internal measures. Specifically, LinkedIn can be 

used to identify employees who may be vulnerable to committing IP theft. 

Since a known vulnerability exists with employees leaving an organization, the 

organizations can monitor Social Media to identify employees looking for new positions. In 

2010, an article in the Bulletin of the American Society for Information Science and 

Technology reported that 80 percent of companies used Social Media tools to recruit 

employees, with 95 percent of those identifying LinkedIn as the primary tool (Blakeman & 

Brown, 2010). 
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Beyond identifying employees who may be leaving the company, malicious outsiders 

can use Social Media to develop sophisticated social engineering programs to obtain an 

organization’s IP. Again, an employee profile on LinkedIn can reveal, among other things, 

the email address, location, job title, and contacts within the company. Thieves can use the 

detailed employee data to craft targeted communications designed to either illicit interactions 

with the employee or drive a certain behavior, such as opening an email message containing 

malware or spyware. When identifying potential insiders to target, external actors work to 

identify the best possible candidate to exploit. Employees become vulnerable to exploitation 

by revealing information that can be perceived as valuable, such as their position within the 

company or their access to classified data. 

Background of the Problem 

John Lenkart identified the security gap created when employees utilize Social Media 

without training in identifying social engineering attempts in his work “Vulnerability of 

Social Networking Media and the Insider Threat.” Through interviews with security officials 

and practitioners as well as communications and intelligence analysts Lenkart identified how 

social networking sites can be used to create advanced social engineering protocols to allow 

malicious insiders or outsiders to target key individuals within organizations. While Lenkart 

proposes a two-step stop-gap to hinder social engineering attempts (employee training and 

identifying and monitoring the social networking of key employees), further research is 

needed to understand the nature of cyber theft and the role Social Media monitoring can play 

in mitigating insider threats.  

Organizations working to identify insiders who may be susceptible to leaking IP 

secrets rely on a mixture of automated and psychological measures, which include 
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monitoring travel, Social Media sites, and internal network access. The growth of Social 

Media sites for networking and recruitment has led to employees publishing work experience 

in great detail and available to the general public. Among the details revealed on Social 

Media sites, specifically LinkedIn, is an employee’s security clearance.  

The regulations issued by the US government concerning publicizing a security 

clearance are vague. In addition, the regulations are much the same as they were prior to the 

growth of Social Media (Cummins, 2011). The process to obtain a security clearance asks 

about computer use and interactions with foreign nations (Office of Personnel Management, 

2010). The documentation for maintaining a security clearance and its renewal does not 

address how individuals may – or may not – promote their level of clearance. Because of the 

vague directions concerning the use of security clearance levels on resumes, many LinkedIn 

users list “TS/SCI” on their profile in order to differentiate themselves in the marketplace. 

Statement of the Problem 

Organizations are concerned with identifying vulnerabilities within their networks 

and employees in order to limit the risk of IP theft through social engineering. Organizations 

also use a combination of automated and manual tools and processes to identify these 

potential vulnerabilities including Vulnerability Scanners,1 Background and Credit Checks2 

as well as Passive and Active System Logging/Monitoring3. A growing number of automated 

tools incorporate Social Media analysis such as Vendasta4, SpectorSoft5, and SpyTech6. For 

                                                 

1 https://www.giac.org/paper/gslc/6078/auditing-vulnerability-tools-identify-todays-threats-business-
performance/124660 

2 http://searchsecurity.techtarget.com/tip/Employee-risk-assessment-Helping-security-spot-high-risk-
employees 

3 http://www.mcafee.com/us/resources/solution-briefs/sb-continuous-comprehensive-monitoring.pdf 
4 https://www.vendasta.com/reputation-management/social-monitoring 
5 http://www.spectorsoft.com/ 
6 http://www.spytech-web.com/sentrypc.shtml 
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organizations with government contracts, that also employs individuals with security 

clearances, one vulnerability that has not been addressed is the publication of the clearance 

levels by individuals. 

Because individuals can be targeted by malicious outsiders or become malicious 

insiders, identifying those with access to an organization’s important data is a key function 

for the security personnel. The facts associated with insider theft include: (1) individuals are 

more likely to steal IP within one month of leaving a company and (2) LinkedIn is used to 

network and recruit. Therefore, individuals who may be looking for new employment can 

become a vulnerability for the organization. Because of organization’s vulnerability 

associated with departing employees, any metric that can be used to identify potential job 

shifters – such as changes to a LinkedIn profile – can enhance vulnerability assessments.  

In addition, organizations are impacted when employees publicly list security 

clearances as outsiders have additional information to use in social engineering campaigns, 

which may or may not coincide with job changes. 

Purpose of the Study 

While extensive research has been conducted on computer-controlled applications for 

security monitoring, an often overlooked component is the interplay between the 

psychological motivations for theft, the opportunity to commit theft, the vague regulations 

surrounding security clearances, and the prevalence of data publicly available via Social 

Media, specifically LinkedIn. This combination of elements has the potential to make 

organizations more vulnerable to intellectual property theft – by both outsiders and insiders. 
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Research Questions 

Primary Question:  

• What potential vulnerabilities to organizational security could arise from an 
employee disclosing security clearances on LinkedIn?  

Supplemental Questions: 

• How prevalent is the practice of disclosing security clearances on LinkedIn?  
• Are there regulations concerning publication of security clearances?  
• What practices can an organization put in place to identify and potentially prevent 

theft and espionage? 

Relevance and Significance of the Study 

Because of the extensive use of Social Media, there is the possibility that by 

monitoring Social Media networks of employees, cyber intelligence components of IT 

security groups could determine likely insider threats and either mitigate or deter them from 

occurring. Presently, little research has been completed that looks at how to create a Social 

Media profile of employees who may steal proprietary or confidential data. This thesis will 

add to the current security risk literature by looking at the risk to organizations by employees 

who publicize their security clearance level on LinkedIn. 

Definition of Terms 

The definitions of key terms that will be used throughout this study are listed below. 

The terms used are important to understanding the discussion contained in the study. 

• Intellectual Property (IP) – an organization’s proprietary information including 
patents, copyrights, trademarks, and trade secrets.7 

• Personal Identifying Information (PII) – can include information such as full 
name, address, social security number, email address, and password 

• Spear-Phishing – e-mail spoofing fraud attempt targeting individuals within an 
organization, seeking unauthorized access to IP. The email often includes PII to 

                                                 

7 https://www.law.cornell.edu/wex/intellectual_property 
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make it believable. Spear phishing attempts are more likely to be conducted by 
perpetrators out for financial gain, trade secrets or military information.8 

Assumptions and Limitations 

Assumptions for this study include: 

• Insiders, specifically those who open themselves to targeted spear-phishing 
campaigns, create organizational vulnerabilities that increase the risk of 
intellectual property theft. The findings of the research are limited to identifying 
one potential vulnerability or metric to be used in an overall understanding of 
insider theft. 

Limitations for this study include: 

• The research looked at information in one point of time. The number of people listing 
TS/SCI on LinkedIn changes daily, as does the number of employees for each 
company, along with those employees who have LinkedIn profiles. Additionally, 
LinkedIn profiles can be secured to limit access to and make it more difficult to 
identify employees. 

• A subscription service was utilized at the time of the data gathering. The researcher 
subscribed to LinkedIn’s Job Seeker Premium. Among the features of the premium 
account is the ability to view the full profiles for 2nd degree connections that would 
otherwise be hidden from search results. This ability increases the chances of being 
able to identify the full name of any employee listing TS/SCI on their profiles. 

• No consideration was given to whether an organization either has a policy for its 
employees or, if so, whether it enacts that policy. An organization with an active 
Social Media policy concerning the listing of security clearances is likely to have 
fewer employees listing sensitive information in online forums such as LinkedIn. 

• Because the “Adjudicative Guidelines for Determining Eligibility for Access to 
Classified Information” does not specify if or when it is appropriate to list security 
clearances on Social Media sites, each organization must create its own set of rules. If 
any of the organizations examined have such policies, it was not taken into 
consideration during this research since there was no expectation for gaining access to 
the policies as part of the study. 

• Only governmental contractors were examined as part of the study; therefore, the 
findings of the research should not be extrapolated to include public or private entities 
that do not have government contracts. 

                                                 

8 http://searchsecurity.techtarget.com/definition/spear-phishing 
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• Only the security classification level TS/SCI was searched as part of the study; 
therefore, the findings of study did not include employees who listed other 
classifications such as “Secret Security Clearance” or “Top Secret”. 

Organization of the Study 

Following this introduction section there will be a review of the relevant literature, 

followed by an explanation of the methodology that will be used in this study. Following the 

review of the methodology, the results of the experiments will be presented and discussed. 

This study will end with conclusions that can be drawn from the research. 
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LITERATURE REVIEW 

Introduction to the Literature Review 

The ability to identify potential insider theft before it occurs reduces the risks 

associated with employee access to propriety or sensitive information found online or 

internal databases. IT Security experts have developed a number of automated tools to 

mitigate exposure to theft, including conducting audits of access privileges and limiting 

content available to users. While extensive research has been conducted on computer-

controlled applications for security monitoring, an often overlooked component is the 

interplay between the psychological motivations for theft, the opportunity to commit theft, 

the vague regulations surrounding security clearances, and the prevalence of data publicly 

available via Social Media, specifically LinkedIn. This combination of elements has the 

potential to open organizations to intellectual property theft – by both outsiders and insiders. 

By publicizing security clearances, employees are likely to be targeted by criminals 

(and others, like agents acting on behalf of nation-states for espionage) because (1) they are 

providing excess amounts of personal identifying information (PII) online which allows 

criminals to successfully spear phish them and (2) they are trusted insiders with access to 

sensitive data that could be stolen prior to 

leaving the organization. 

Although the specific amount is 

somewhat difficult to measure, the loss from 

theft of intellectual property is estimated to cost the U.S. economy $58 billion in total output, 

375,000 jobs, $16.3 billion in earnings, and $2.6 billion in federal/state/local tax revenue 

annually (White House, 2010) (Lenkart, 2011). Diversified Risk Management Inc. estimated 

Knowledge (assets and routines) possessed by 
an organization must be protected and made 
scarce to the external world, in order for an 

organization to remain competitive. 
- Desouza & Vanapalli, 2005 
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the cost to the U.S. economy to range from $200 billion to $500 billion annually9, while a 

report issued by the Center for Strategic and International Studies estimated losses to U.S. 

companies at $200 billion to $250 billion annually (Center for Strategic and International 

Studies, 2014). 

Conceptual Framework 

Each concept identified has been the subject of numerous studies, including peer-

reviewed papers, industry-related publications, and individual observations. Only one 

previous study attempted to align a portion of these concepts. In “Vulnerability of Social 

Networking Media and the Insider Threat,” John Lenkart theorized that the information 

available online could allow for individuals to be targeted either specifically to access 

intellectual property or as an entry point for access to an organization’s computer systems. 

He noted that while there is a lack of empirical evidence to support the use of Social Media 

to conduct intellectual property theft, his survey data showed that respondents’ rated the 

threat as a high concern. His conclusion was to recommend employee training to make them 

aware of how the information placed on social networking sites could be used by hostile 

actors. Additionally, he recommended that security analysts should identify the persons 

within the organization who have access and placement to critical information and then to 

actively monitor their social network usage and interactions via red teaming, which would 

allow security agents to analyze the potential threats posed to the organization by those 

identified individuals. The goal of the monitoring would be to identify what is known about 

the individuals and how that knowledge can be exploited for social engineering. Finally, 

                                                 

9 http://www.diversifiedriskmanagement.com/articles/intellectual-property-theft/ 
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those key individuals could be shown the vulnerabilities and then trained to limit their 

exposure on Social Media (Lenkart, 2011). 

The literature review below will discuss the salient research for each concept 

identified to further the understanding of how they can come together to create a security 

vulnerability for organizations. 

Review of the Research Literature 

Personal Identifying Information (PII) 

Personal Identifying Information, or PII, is an important target of cybercriminals. Of 

particular interest are plain-text files that can include information such as full name, address, 

social security number, email address, and password (Department of Labor, 2013). Accessing 

PII is often the goal of the criminals, as seen in the 2013 breach of mega-retail giant Target’s 

customer database and as seen in a review of internally- and externally-committed fraud 

cases identified by CERT. Of the 80 cases of internal fraud, 34 percent involved accessing 

PII, while 50 percent of the external fraud cases involved accessing PII (Cummings, 

Lewellen, McIntire, Moore, & Trzeciak, 2012). The ability to access personal information is 

not solely obtained through theft. PII can be data-mined using publicly available information 

such as that provided on Social Media websites. In fact, DARPA has proposed that a project 

be undertaken to ascertain the “national security threat posed by public data available either 

for purchase or through open sources” (White, 2013). The intent of the study implies that 

sufficient data is housed online in various data sites for a malicious actor to develop a 

methodology for accessing highly sensitive information such as identifying undercover 

agents, revealing air strike targets, or detailing procedures to hack a bank (Harris, 2013). 

Social Media 
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Social Media, the online tools used to document personal and professional activities, 

is a rich repository for PII. These sites are populated with details such as birthday, family 

member’s names, favorite vacation spots, children’s names, employment history, job title, 

address, email address, etc (van Dijck, 2013). Social Media applications include Facebook, 

LinkedIn, YouTube, Wikipedia, Pinterest, Instagram, Twitter, Snapchat, Tumblr, Google+, 

and Vine.  

According to the 2013 Pew Social Media Update Report, 73 percent of online adults 

access Social Media networking sites, while an updated statistic in January 2014 showed that 

the number of online adults accessing Social Media had slightly increased to 74 percent. In 

fact, 63 percent of Facebook users admitted in the 2013 study to accessing the Social Media 

site at least once a day. The poll indicated that the other Social Media sites have less frequent 

traffic from its users (Smith & Duggan, 2014). 

With the growth of Social Media sites and adoption by users, employers have raised 

concerns about employee use of the sites. Among the concerns is that by accident or 

intentionally, an employee may disclose confidential information (Leggitt, Shechter, & Lang, 

2011). In fact, the open-nature of Social Media along with its fee structure – advertisers pay 

and users are free – can encourage individuals to forget that the content shared is accessible 

to anyone with the desire to retrieve it (Havens, 2013).  

Through compiling user-provided data available on Social Media sites, a holistic 

picture of an individual and/or organization can be developed. The discoveries made through 

the data analysis can include understanding the informal lines of communication, thus 

identifying the key people through whom to access others. Once identified, these key people 

can become the primary targets for initial social engineering actions, from which the identity 
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and insider information about others within this initial persons’ “sphere of influence”. Each 

time the social engineering is conducted, a fuller picture of the organization and targets is 

developed; thus enabling for more specifically crafted (and more likely to succeed) attacks 

(Lenkart, 2011). 

LinkedIn Usage 

Each Social Media platform has a distinctive scope of use. For example, Facebook is 

generally used as a means to interact with individuals, on a personal level (van Dijck, 2013). 

Because of its focus on business networking, LinkedIn contains specific information about 

organizations and the individuals employed. 

In 2012, LinkedIn had over 28 million unique visitors (Nielsen, 2012). By the end of 

September 2014, Linked in had over 300 million users, with 100 million of them in the US 

(Smith C. , 2014). The 2013 Pew Research Internet Project found that 22 percent of online 

adults used LinkedIn, with 38 percent of the users making over $75,000 a year. According to 

the study, the majority (51 percent) of the LinkedIn users were between the ages of 30 and 64 

(Smith & Duggan, 2014). 

A 2009 study conducted 

by Meredith Skeels and Jonathan 

Grudin for Microsoft identified 

three unique groups of LinkedIn 

users. The group most likely to 

heavily use the site was young 

professionals, those between the 

ages of 25 and 35. The study 

Figure 1: LinkedIn users access the site to research and network with people and 
companies. 

Source Power+Formula 2014 LinkedIn User Survey 
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indicated that the young professional users expected to have multiple jobs and liked the 

option of keeping contacts up to date on changes and to be easier to find for recruiters. A 

second cohort emerged from the study: those 36-45 who used the site for recruiting and 

finding vendors (Skeels & Grudin, 2009).  

Microsoft conducted the same survey each year from 2008 through 2011. In 2011, 

Archambault and Grudin released a summary report bringing together the data collected. 

Among the findings, LinkedIn gained users year over year, particularly users up to age 45. 

The major reasons cited by survey respondents were to keep track of college classmates, 

maintain a self-updating address book, and to professionally market themselves for future job 

opportunities (Archambault & Grudin, 2012). In the annual survey conducted by Wayne 

Breitbarth of Power+Formula, LinkedIn users identified researching people and companies 

as well as reconnecting with past business associates and colleagues as the most helpful tools 

available on the platform (Breitbarth, 2014). 

Because corporate professionals are the primary users of LinkedIn, recruiters rely on 

the site to find highly qualified individuals for open positions. As a point of fact, recruiters 

such as David Thew identified LinkedIn as early as 2008 as a primary tool to locate qualified 

candidates for open job positions (Thew, 2008). In 2010, an article in the Bulletin of the 

American Society for Information Science and Technology reported that 80 percent of 

companies used Social Media tools to recruit employees, with 95 percent of those identifying 

LinkedIn as the primary tool (Blakeman & Brown, 2010). A more recent study conducted by 

Lab42 indicates that top level executives primarily use LinkedIn for industry networking and 

business promotion, while middle management are using the site to network within their 

industry and with peers, and entry level employees are using it for job searches and co-
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worker networking (Lab42, 2011). A study by Bullhorn Reach, released in 2013, looked at 

the recruiting conduct of its 160,000 registered users and found that 97 percent of recruiters 

used LinkedIn as their primary medium for identifying potential employees (HRNews, 

2013). 

Given its extensive usage by professionals, 

it is also important to understand what type of 

information is divulged on LinkedIn. In order for 

LinkedIn to consider a profile complete, the 

following elements have to be included by the 

individual: An up-to-date current position (with a 

description); two past positions; education history; 

minimum of 3 skills; a profile photo; and at least 50 

connections (Hiranya Fernando, 2013). 

The bulk of the basic information required to have a complete profile, is similar to 

what is found on a resume. In fact, LinkedIn encourages users to import resumes directly to 

make it easier to start building a profile, as seen in the top section of Figure 2. 

Beyond the basic elements that most users complete, there are a number of sections 

that LinkedIn encourages users to customize. These sections include the summary section, 

the title, and links to other websites. LinkedIn allows users to include high resolution 

photographs, customized graphics and videos in the summary. According to the LinkedIn 

consultant, Lumiere Hiranya Fernando, customizing the summary section is akin to 

developing an effective 60-second commercial or elevator speech about your career, 

accomplishments, and goals. By default, LinkedIn uses the most recent job title and company 

Figure 2: When setting up a profile, users can 
import a resume or complete each of the 
identified elements, which are all needed in order 
for LinkedIn to consider the profile complete. 

Source: http://www.LinkedIn.com 
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for completing a user’s profile title. Fernando encourages users to customize the title area on 

LinkedIn (Hiranya Fernando, 2013).  

Social Engineering 

Social Engineering is the use of psychological manipulation to affect the behavior of 

a selected target (Townsend, 2010), which can be accomplished via the phone, in person, or 

over the internet. The concern related to this discussion is the act of successfully developing 

a social engineered scheme to enable a potential thief or malicious individual/group to access 

confidential, top secret information.  

The traditional methods for obtaining the details needed to successfully create a social 

engineering scheme involve “going through the trash” at the target’s place of work and 

making phone calls to the organization to obtain information such as the acronyms used and 

the identities of executives (Graves, 2007). As recently as the 2011 Data Breach 

Investigations Report, criminals relied on direct contact to a company insider in about 78 

percent of the cases identified (Verizon RISK 

Team, 2011). 

As the popularity of social networks 

increases, so does the number of individuals 

using the sites increases. Many of these 

individuals have access to confidential and 

classified information, which makes these 

individuals greater targets for thieves (Vacca, 

2013). As further explained by Lenkart, social 

networking sites increase the ability for 

10 Most Common Words Used in  
Phishing to Bypass IT Security: 

1. DHL (23.42 percent) 
2. Notification (23.37 percent) 
3. Delivery (12.35 percent) 
4. Express (11.71 percent) 
5. 2012 (11.30 percent) 
6. Label (11.16 percent) 
7. Shipment (9.88 percent) 
8. UPS (9.47 percent) 
9. International (8.94 percent) 
10. Parcel (8.17 percent) 
 

Rank by Word Used 
(percent of attachments actually opened) 

From 2012 FireEye Advanced Threat Report 

Figure 3: Cyber criminals alter their tactics to circumvent 
organizational security measures. 
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malicious actors to create successful social engineering techniques to gain access to 

proprietary and confidential information (Lenkart, 2011).  

In order to successfully manipulate the target via online methods, the thief attempts to 

alter the target’s behavior by introducing malware onto the identified computer system. 

Malware can be delivered through a host of methods including Phishing and Spear Phishing, 

as well as pirated or fake websites. 

According to Webopedia, an online dictionary for computer and internet related terms 

maintained by full-time, experienced editors, Phishing is “the act of sending an e-mail to a 

user falsely claiming to be an established legitimate enterprise in an attempt to scam the user 

into surrendering private information that will be used for identity theft (Beal, Stroud, & 

Shread, 2012).” Phishing has been a standard method for thieves to obtain login credentials 

since email became a popular contact medium; in fact it is the most frequently used way 

criminals attempt to gain access to personal identifying information (PII) and 

corporate/government data (FireEye, 2012). A step beyond phishing, is spear-phishing, 

which is when criminals target an individual or group of individuals at the organization 

through the use of highly customized messages that appear to originate from a trusted source. 

While the targeted messages have nearly a 20 percent higher success rate than traditional 

mass-emailed phishing campaigns, the costs associated with researching and creating a spear-

phishing campaign can cost as much as five times more than the traditional method. The 

increased cost of spear-phishing campaigns is somewhat off-set by the fact that they can be 

as much as ten times more profitable to the criminal organization (Parmar, 2012). Recent 

security breaches, such as the attack on Target’s point-of-sale data (POS), reportedly began 

from a targeted email sent to a contractor. The email, which contained malware designed to 
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open a portal into the POS system, allowed criminals to access the PII from credit card 

transactions (Krebs, 2014). 

Spear-phishing becomes easier as more information is provided in unsecured online 

repositories, such as LinkedIn (Lenkart, 2011). As a case in point is the research conducted in 

association with this paper that identified individuals holding top secret clearances at the top 

government contractor organizations. From the publicly available data, the individuals 

identified items such as current employer, past employer, position title, job description, and 

education (Hadnagy, 2011). By using this information, a thief can identify other contacts at 

the same organization that may have reason to email the target. Then, by spoofing the email 

address, an email – either with malware attached or a hyperlink to a malware laden website – 

can be sent to the target. Because it appears to be from another insider and business related, 

there is a greater chance the email will be opened and the malware will be launched. 

Malicious Insiders and Accidental Accomplices 

An insider can be complicit in theft and fraud activities or can be unwitting 

accomplices of the theft by accidently opening phishing emails and loading infected 

documents/websites. Insiders include “current or former employees, contractors and business 

partners” (Moore, Hanley, & 

Mundie, 2012). Because these 

individuals often are trusted, they are 

able to observe patterns and security 

practices prior to committing the 

theft or fraud (Buford, Lewis, & 

Jakobson, 2008).  

Source: KPMG International, October 2010 

Figure 4: 2010 KPMG International Study on insider threats found an 
ever increasing number over the prior four years. 
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According to a report compiled by KPMG International, the number of malicious 

insider incidents has risen from 4% of the documented data breaches in 2007 to 20% in 2010 

(Marshall, Gregorio, & Kargathra, 2010). A 2012 study indicated that many insiders who 

stole information did so within one month of leaving the organization (Moore, Hanley, & 

Mundie, 2012). According to information in a 2011 CERT report, approximately 65 percent 

of malicious insiders have accepted new positions before committing the theft. In addition, 

nearly 25 percent of malicious insiders were recruited by an outsider who had targeted the 

stolen data (Moore, Cappelli, Caron, Shaw, & Spooner, 2011).  

 

According to a 2013 study by Ponemon Institute, it takes on average 65.5 days to 

resolve a malicious insider attack and costs an organization, on average in 2013, $198,769 

per incident. The study notes that loss of information is the costliest parameter in dealing 

with cyber crime attacks (Ponemon Institute, 2013). 

Beyond the general threat of insider theft, the damage caused by the theft can be 

impacted by the seniority level of the individual committing the crime. A 2012 Insider Threat 

study showed that of 61 subjects, 51 percent were managers, whose crimes lasted twice as 

long – 33 months versus 18 months – as non-managers and had a median cost of $200,106 

versus the median cost of $112,188 for non-managers. The study classified managers as 

individuals holding senior-level positions such as VP, supervisor, or manager (Cummings, 

Lewellen, McIntire, Moore, & Trzeciak, 2012). 

Insiders can also be involved in theft and fraud by accidently opening up an 

organization’s computer network to outsiders. Cyber criminals use a variety of methods to 

infect an organization’s network. The 2013 Ponemon Institute study indicated that 97 percent 

of organizations studied, that experienced successful cyber attacks, were attacked via 
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malware over the four-week study period. Additionally, 42 percent of the organizations 

studied received phishing and social engineered messages as part of a cyber attack. The 

costliest attacks were those that involved the use of malicious code, which were successfully 

exploited in 48 percent of the attacks on the organizations studied (Ponemon Institute, 2013). 

Malware, social engineering, and malicious code can be combined, for example, the code or 

malware is delivered via a social engineered email, which double the impact to an 

organization. 

Security Clearances 

Because Social Media can be exploited to increase the success rate of cyber phishing 

attacks, the publication of sensitive information on the Social Media sites can open an 

organization to increased threat for theft and fraud (Lenkart, 2011). One such detail that is 

publicized is the US security clearance of an individual. There are three classification levels 

and two levels of security clearances available to personnel whose positions require access to 

classified information. The classification levels are Confidential, Secret, and Top Secret 

(Clearance Jobs, 2013). Any personnel who work for the government – or a government 

contractor – that requires a security clearance must fill out the Questionnaire for National 

Security Positions, Standard Form 86 (SF86) that collects personal identifying and 

background information including citizenship, residence, education, employment history, 

family members, associates, foreign connections, foreign travel, criminal records, illegal drug 

use, financial issues, mental health counseling, military service, prior clearances, misuse of 

computer systems, and subversive activities (Clearance Jobs, 2013). 

In general, the security clearance process has not been significantly changed since 

Social Media became ubiquitous among working age adults, there is the potential for cleared 
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personnel to be targeted by foreign entities via electronic media (Cummins, 2011). However, 

after the Edward Snowden leaks and the US Navy Yard shooting, the US Government 

renewed its interest in enacting guidelines issued in Executive Order 13467 (published 30 

June 2008) concerning “Continuous Evaluation” (CE). The Office of Management and 

Budget released an interagency report of security clearances which recommended continuing 

the expansion of the Automated Continuous Evaluation System (ACES) from pilot to full-

implementation for those holding TS/SCI positions.10 Brian Kelly (ODNI) reported to the 

“National Industrial Security Program Policy Advisory Committee” that implementation of 

CE will not be fully implemented until the end of 2016. The minutes from that meeting 

reflect that the purpose of CE is to “provide another way to combat the insider threat, 

because it will rapidly improve the ability to document and monitor travel, finance, and 

criminal behaviors.”11  

When first obtaining a security clearance, employees answer questions about 

relationships with foreign nationals as well as about illicit use of computer systems on SF86; 

however, it does not specifically ask about an individual’s online relationships or behavior 

(Office of Personnel Management, 2010). Research conducted by John Leggitt, Olga 

Shechter & Eric Lang indicates that a person’s online activities can impact real life activities, 

thus impacting personnel security. Specifically, the research showed that online behavior can 

impact real life by creating new venues where people can “cultivate relationships with 

foreign nationals or engage in illegal activities” which changes a person’s interpersonal 

                                                 

10 https://www.whitehouse.gov/sites/default/files/omb/reports/suitability-and-security-process-review-
report.pdf 

11 http://www.archives.gov/isoo/oversight-groups/nisppac/meeting-march-2014.pdf 
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relationships, interactions, cognitive judgments and activities (Leggitt, Shechter, & Lang, 

2011). 

IP Theft Motivation and Opportunity 

Motivation for theft has been discussed from 

the perspective of practitioners in fields such as 

sociology, psychology, and criminology. Among the 

many theories developed to explain the motivation 

for theft are Donald Cressey’s “Fraud Triangle”. 

With three distinct stages, pressure, opportunity, and 

rationalization (Cressey, 1953), the Fraud Triangle is 

now a central tenant in anti-fraud training and 

usage.12 Cressey’s hypothesis, described in “Other 

People’s Money” is explained as: 

Trusted persons become trust violators when they conceive of themselves as having a 
financial problem which is non-shareable, are aware this problem can be secretly 
resolved by violation of the position of financial trust, and are able to apply to their 
own conduct in that situation verbalizations which enable them to adjust their 
conceptions of themselves as trusted persons with their conceptions of themselves as 
users of the entrusted funds or property (Cressey, 1953). 

The general premise of the Fraud Triangle has been expanded by other researchers 

such as David Charney who developed the “True Psychology of the Insider Spy”, which 

identified a 10-step process that the insider will go through before, during, and after the 

actual theft (Charney, Fall/Winter 2010). In contrast Eric Shaw and Haley Stock, created a 

motivational framework called “Behavioral Risk Indicators” that includes five critical 

                                                 

12 http://www.fraud-magazine.com/article.aspx?id=4294983342 

Figure 5: The fraud triangle originated from Donald 
Cressey’s hypothesis as to why individuals, who 
would otherwise consider themselves as trusted 
persons, would become “trust violators”. 

Source: “Other People’s Money” 
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pathway components ranging from a predisposition for theft to concerning personal 

behaviors (Shaw & Stock, 2012). Each motivational theory has attempted to present a 

definitive overview of the motivators for fraud and theft. However, while the “how” theft 

may be committed has changed since 1953, the general idea presented by Cressey allows for 

a generic framework to be developed concerning the motivations for theft and fraud. 

In adapting the Fraud Triangle to our current discussion, it is possible that from the 

online behavior of individuals, one of the three dimensions of Cressey’s Fraud Triangle can 

become present, namely the opportunity for fraud. According to Cressey’s theory, in addition 

to opportunity, individuals also need to experience pressure and rationalization in order to 

commit fraudulent activities (Cummings, Lewellen, McIntire, Moore, & Trzeciak, 2012).  

The Fraud Triangle theory starts with pressure – often times external in nature – that 

cause the individual to consider fraud or theft of information. In general, the pressure element 

is specific to an individual, which makes it difficult to develop a single profile to be able to 

detect fraud at this stage (Buford, Lewis, & Jakobson, 2008). Pressures to commit fraud or IP 

theft can include stressors such as financial difficulties, personal relationship changes, 

workplace demotion, and conflictual relationships with coworkers, and addiction problems 

(Shaw & Stock, 2012). Because the events that can initiate the Fraud Triangle (pressure) are 

individual in nature, it becomes necessary to develop a program that can monitor social and 

travel patterns as well as financial transactions (Buford, Lewis, & Jakobson, 2008).  

However, monitoring of staff behavior outside the work place raises a number of 

privacy concerns, including where to draw the line separating personal time from work-

related time. Indeed, the US Federal Government is attempting to extend “continuous” 

monitoring to federal employees with security clearances by pulling data from a variety of 
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sources including credit bureaus, law enforcement agencies, and public record repositories 

(Braun, 2014). But, the system for the oversight is both costly and difficult to implement, 

especially where access to and analysis of Social Media activity is concerned (Dozier, 2014). 

No matter what the motivation, in order for the theft or fraud to occur, the individual 

next needs the opportunity to commit it, according to Cressey’s Fraud Triangle. Whether the 

individual committing the theft or fraud is a trusted insider or an outside agent, the methods 

for creating the opportunity for theft are similar. Opportunity can be created via actions such 

as: 

• Infecting Social Media accounts of targeted or high-profile individuals such as 
celebrities and political persons, which can spread malware through the Social 
Media platform and other linked APIs (application programming interface) (IBM 
X-Force, 2014), 

• Not updating network applications to patch identified vulnerabilities or to retire 
unsupported versions, which allows potential thieves and fraudsters to access the 
network through the published vulnerability methods (CERT, 2014), 

• Introducing malware to computer networks that can both open the network to 
unauthorized individuals and locate/download specifically identified information 
(IBM X-Force, 2014), and 

• Not utilizing stringent network access roles and access controls that can allow 
unauthorized individuals to access the computer network (SANS Institute, 2012). 

The final component of the Fraud Triangle is rationalization, where the individual 

explains to himself and others how and why the theft was a reasonable act. Rationalization 

can be reinforced by positive outcomes such as payment that allows for the reverse of 

financial difficulties or acceptance and aggrandizing promotion of the crime. An example of 

the pillars of the Fraud Triangle can be identified in looking at the theft of Top Secret 

material by Edward Snowden.  

The pressure, or initial motivation, for the theft of the documents was based on, 

among other ideas, Snowden’s ideology of how the US government should utilize its 
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oversight capabilities. While many types of pressure are external motivators, the internal 

motivators, as identified by Snowden, are just as powerful. The opportunity for the theft 

arose through network system roles that allowed individuals to access materials outside the 

scope of his or her position. As part of the process, Snowden rationalized that it was 

important to inform the public of what was happening, considering himself a patriot for the 

revelation. His rationalizations have been reinforced by the media attention and laurels he has 

received (Bamford, 2014). 

Detecting Theft – Before and After 

Considering the differing motivations, types of, and methods to complete theft, 

identifying best practices when it comes to detecting the theft becomes complex. Because of 

these complexities, a multi-layered approach is often recommended. According to the 2013 

Ponemon Institute report, there are six layers that are used across most types of 

organizations: network layer, data layer, application layer, human layer, physical layer, and 

host layer. In addition to the layers that provide the framework for security, organizations 

also use a variety of technologies including: advanced perimeter controls and firewall 

technologies, deployment of encryption technologies, security intelligence systems, access 

governance tools, data loss prevention tools, enterprise-wide GRC tools, and automated 

policy management tools (Ponemon Institute, 2013). 

Initiating a policy and tools is not thorough enough, as a 2009 study conducted by 

Faith Heikkila found that in law firms, security breach incidents were not impacted by the 

existence or non-existence of written security policies (Heikkila, 2009). Education, when 

combined with policies and procedures, appears to decrease the number of security incidents; 

for example, the FBI created a “Business Alliance” to educate cleared defense contractors on 
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identifying security vulnerabilities, which resulted in a decrease of susceptibility to theft and 

fraud (Lenkart, 2011). 

A number of frameworks have been suggested to automate threat detection including 

using Situation Management (SM) in conjunction with network monitoring, where human-

based intelligence information is entered into a database to help proactively identify potential 

threats (Buford, Lewis, & Jakobson, 2008); creating a program that combines behavior-based 

measurements (such as anomaly detection and social network analysis) with a network risk 

tool (Murphy, Berk, & Gregorio-de Souza, 2012); and documenting departing employee 

patterns to identify outliers (Moore, Hanley, & Mundie, 2012). The most successful deterrent 

to theft is a combination of automatic monitoring, periodic security training, insight into 

personal details (such as unexplained financial gains), limiting access to PII, and creating an 

incident response plan for any insider theft (Cummings, Lewellen, McIntire, Moore, & 

Trzeciak, 2012). Risk assessments can be used to recognize potential predicators before the 

theft is undertaken, by identifying events that can be perceived as adverse to employees 

(Shaw & Stock, 2012).  

Summary 

Personal identifying information, or PII, is data that can be used to identify specific 

individuals such as a social security number, bank account number, or grandmother’s maiden 

name. Thieves are interested in collecting PII in order to (1) use the information to 

unlawfully access accounts, (2) steal identities, and (3) create well-crafted spear phishing 

messages to allow for back-door access to computer networks that the individual uses. PII 

can be accessed through a myriad of methods including “dumpster diving” through a target’s 
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trash, collecting data via a target’s Social Media accounts, or hacking databases that store 

vast quantities of PII for its customers. 

Social media sites encourage users to self-publish in-depth personal profiles that can 

be used by thieves to enhance the success of targeted attacks. Of particular concern is the 

detailed organizational-related information that can be collected on LinkedIn, a Social Media 

site focused on professional networking. Via LinkedIn profiles, thieves are able to identify 

current employees, organizational roles, group memberships, and affiliated colleagues. These 

kinds of details allow thieves to create a detailed profile to use for social engineering. 

Socially engineered attacks are designed to entice a specific insider to open an email, click on 

a link, or visit a website that installs an access point for the attacker to be able to access 

additional servers and internal information.  

The use of insiders allows the criminals greater systems access. The insiders can be 

complicit in the crime, knowingly taking data, or enablers of the crime, allowing malware or 

malicious files to be loaded on the computer network. Those insiders who willfully 

participate in theft and fraud are considered malicious insiders. Many of these types of 

insiders feel they are entitled to the data they take and have either tendered their resignation 

or are intending to leave the company within 30 days. While all levels of staff commit insider 

theft, that committed by managers usually lasts over a longer period of time, takes longer to 

detect, and costs more to recover, than theft by non-managers. Insiders can also become 

targets by external actors who are interested in obtaining the organization’s information. 

Because social engineered attacks are more likely to succeed in opening a network to 

malicious outsiders, the types of information accessible to the general public becomes a 

concern. Of particular concern is the ability to identify individuals who hold US top secret 
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security clearances, who are more likely to have network permissions to access sensitive 

data. While there are no regulations against listing a security clearance on social networking 

sites, its prevalence increases the security risk to organizations. 

There are no definitive motivations for all insider thefts, which makes developing a 

framework to detect the thefts complex. Organizations generally rely on a multi-layered 

approach to security which includes everything from network permissions to physical access. 

The use of automated technologies to assist in identifying potential deviant behavior and 

outliers, assist security in identifying thefts. However, the more effective process includes 

using human-based intelligence, along with risk analysis, to develop behaviors and 

motivating events prior to the theft.
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METHODOLOGY 

Introduction 

This research examines the potential organizational risk of insider theft that could 

result from employees publicizing security clearances on Social Media sites. In particular, the 

research design focused on discovering how many employees of the top 100 government 

contractors of 2012, as ranked by Washington Technology magazine, listed their top security 

clearance on LinkedIn. The research is designed to discover where there are gaps in 

organizational security as result of employees’ use of Social Media. By identifying 

employees who promote their security clearance, organizations can reduce the risk of insider 

theft by understanding who may be more vulnerable to be targeted by outsiders or who may 

be taking information with them when leaving for a new job. 

Research Design 

This study examined the LinkedIn presence of the top 101 government contractors of 

2012, as listed in Washington Technology. LinkedIn was chosen for the study because it is a 

business-focused dataset where people’s profiles can potentially divulge sensitive 

information (Bradbury, 2011). 

The study then identified likely government contractor employees who listed or 

posted or included ‘TS/SCI’ clearance on their LinkedIn profiles. Possessing a TOP 

SECRET/SPECIAL COMPARTMENTALIZED INFORMATION or TS/SCI clearance level 

is needed in many government positions filled by contractors. These government contractors 

highly likely have access to sensitive information, data, and/or networks, especially those 

able to access sensitive data, if compromised, have the potential to cause “exceptionally 

grave damage” to the interests of the United States (Farrell, 2008). 



29 

 

For reference, the research looked at the total number of employees who listed the 

contractor as its current employer. In particular, the research examined the number of 

employees of each contractor who list their top secret security clearance on LinkedIn. After 

establishing the number of employees listing top secret clearances, further analysis included 

identifying any employees in management positions who also listed top secret security 

clearance on their LinkedIn profile. The management position titles searched were VP, 

Management and Director. The titles generally indicate a person is part of senior 

management of an organization and these individuals are likely to have access to a wider 

variety of resources within an organization (Nykodym, Taylor, & Vilela, 2005).  

Next, the researcher attempted to identify the full name of each management 

employee with top secret clearance. Google was used as the search engine because it is the 

leading search engine by use (McCracken, 2011). If the employee displayed their photo on 

their public LinkedIn profile, then a Google Image search was conducted to see if that would 

result in name identification. If the employee enabled the security function of not displaying 

their image, then a keyword search was conducted in Google to attempt to identify the 

individual. All data was kept in a Microsoft Excel worksheet in order to facilitate analysis. 

Selection of Cases 

The research was conducted from 15 March to 30 April 2013. Because the research is 

a study into the insider threat to organizations, particularly ones with sensitive information, it 

made sense to investigate companies that specialize in US government contracts. The 

Washington Technology magazine publishes a list of the top 100 government contractors 

annually (Washington Technology, 2012). Once the organizations were identified, each 

organization was researched to determine the total number of employees to act as a control 
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for data collection. The total number was then compared to the number of employees on 

LinkedIn who listed each contractor as their current employer. As can be seen from the chart 

below, the percent of employees on LinkedIn varied widely among the contractors. In fact, 

the employees on LinkedIn ranged from 0% to 100%. The full list of percentages of 

employees on LinkedIn can be found in Appendix B. 

 Company 2012 Rank  Total # employees  % on LinkedIn 
1  Lockheed Martin Corp.  140,000  35.5% 
2  Northrop Grumman Corp.  70,000  48.5% 
3  Boeing Co.  173,000  34.1% 
4  SAIC  40,000  58.6% 
5  Raytheon Co.  68,000  42.6% 
6  General Dynamics Corp.  95,100  22.0% 
7  Hewlett-Packard Co.  331,800  13.9% 
8  Booz Allen Hamilton  25,000  83.9% 
9  Computer Sciences Corp. (CSC)  93,000  6.7% 
10  DynCorp International  25,000  16.8% 

 

Instrumentation 

Analysis of data collected was performed in Microsoft Excel. Analysis of Variance 

(ANOVA) statistical analysis was conducted to verify the validity of the data. The ANOVA 

Single Factor or One-Way analysis brought back a P-Value of 0.99999, thereby 

demonstrating that any statistical differences found within the results were not due to random 

sampling. 
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Excel’s Pivot Table function was utilized to group and summarize data for findings. 

A Pivot Table is an interactive report generator that is built into Excel. With a Pivot Table, 

you are able to organize, summarize, detect patterns and discover trends within large datasets 

(Microsoft, 2002). Excel’s average and percentage functions were also utilized for data 

analysis. For example, this PivotTable and this PivotChart were created to analyze the 

number of organizations in each category, grouped by number of employees listing TS/SCI 

on LinkedIn: 

 

Data Collection 

Data collection transpired over two blocks of time. From 15 March through 19 March 

2013 the top 100 government contractor list was created and the searches within LinkedIn 

were conducted. Then from 17 April through 25 April 2013, the total employees for each 

contractor was researched and added to the findings. Additionally, during the second time 

block, the researcher attempted to identify the full name of senior management employees. 
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The LinkedIn searches were conducted one contractor 

at a time through the site’s Advanced Search area. Access to 

additional information on profiles was available to the 

researcher as a Job Seeker Premium subscriber.  

The first search conducted was to identify the total 

number of employees who currently list the contractor as their 

employer, as seen here. 

Then, keeping the company name in the search fields, 

further searches were conducted. First, a search of keywords 

was conducted to identify anyone who lists TS/SCI anywhere 

on their public LinkedIn profile. Next, while keeping TS/SCI 

as a keyword, a search was done on three senior management 

terms in the Title area. Individually, Director, Management, and VP were entered in the 

search engine. The count of employees found for each search was entered into the Excel 

worksheet. A final search was conducted for employees who used TS/SCI as part of their title 

on LinkedIn. 

Next, the researcher identified and verified the total number of employees worldwide 

for each government contractor. Many of the government contractors listed the number of 

employees on their websites; whenever possible that was the number utilized. For companies 

that did not list the number of employees, an internet search was undertaken to find the most 

recent number. CNN, Bloomberg and Washington Technology listings provided the majority 

of the remaining numbers needed. A full list of the company, number of employees and 

sourcing documents can be found in the Appendices. 

Figure 6: The advanced 
search function in LinkedIn 

Source http://www.linkedin.com 
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Finally, the researcher attempted to identify the senior managers who listed TS/SCI in 

their LinkedIn profiles. The Google searches for each individual who listed TS/SCI were 

timed using a stopwatch. If a result was found, the time was recorded as falling into one of 

these categories, by minutes: <1, 1-5, 5-10, >10. Additional information collected included 

whether a picture was returned with the search results and what information was needed to 

find the full name. 

Data Analysis Procedures 

The analysis was conducted in three steps. Initial results were calculated as 

percentages and averages. The percent of employees on LinkedIn was the first data analyzed. 

Then using the numbers from each LinkedIn search, the percentages for number of 

employees listing TS/SCI anywhere in their profile were figured based on the total number of 

employees on LinkedIn. 

𝑥𝑥% =  
𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑜𝑜𝑜𝑜 𝑛𝑛𝑛𝑛𝑒𝑒𝑒𝑒𝑜𝑜𝑒𝑒𝑛𝑛𝑛𝑛𝑒𝑒
𝑤𝑤𝑤𝑤𝑤𝑤ℎ 𝑇𝑇𝑇𝑇 𝑐𝑐𝑒𝑒𝑛𝑛𝑐𝑐𝑛𝑛𝑐𝑐𝑛𝑛𝑐𝑐𝑛𝑛

𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 𝑜𝑜𝑜𝑜 𝑛𝑛𝑛𝑛𝑒𝑒𝑒𝑒𝑜𝑜𝑒𝑒𝑛𝑛𝑛𝑛𝑒𝑒
𝑜𝑜𝑛𝑛 𝐿𝐿𝑤𝑤𝑛𝑛𝐿𝐿𝑛𝑛𝐿𝐿𝐿𝐿𝑛𝑛

�  

Based on the number of employees on LinkedIn, percentages were also found for the 

number who list Management, VP, Director, or TS/SCI in their titles. Each set of findings 

was then averaged. 

�% 𝑜𝑜𝑛𝑛 𝐿𝐿𝑤𝑤𝑛𝑛𝐿𝐿𝑛𝑛𝐿𝐿𝐿𝐿𝑛𝑛 ÷ 𝑁𝑁 

3544.6% ÷ 101 = 35.1% 

As a comparison, the sum of the total number of employees worldwide was averaged 

against the sum of the total number of employees on LinkedIn or 

4,841,133 ÷ 944,262 = 19.5% 
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After percentages and averages were found, the next step involved analyzing the 

information in an Excel Pivot Table. Prior to creating the table, two data fields were added to 

ease grouping of findings. The first added data field was to group the ‘% of employees on 

LinkedIn’ into 4 subsets: 0-25, 25-50, 50-75, and 75-100. The second added data field was to 

group the ‘% of employees who list TS/SCI’ anywhere in their LinkedIn profile. This group 

was divided into subsets as follows: 0.00-0.10, 0.10-0.25, 0.25-0.50, 0.50-0.75, 0.75-1.00, 

1.00-1.50, 1.50-2.00, 2.00-2.50, 2.50-3.00, and 3.00-3.50. The table was created from all data 

sets, which included the raw numbers, the percentages and groupings. The PivotTable 

allowed a variety of analysis including determining the number of companies that fell into 

different categories of findings. 

The final analysis of the general data was to conduct an ANOVA: Single-Factor 

analysis on the percentage of employees on LinkedIn and the percentage of employees listing 

TS/SCI anywhere in their profile. 

The analysis for the second hypothesis, concerning the ability to find full names, was 

completed by finding the percentages of the count of number of full names found by length 

of time to find them. Additional analysis was conducted to examine the impact of displaying 

a photo with the ability to identify a full name by finding the percent of managers displaying 

pictures against whether the full name was found. 

Limitations of the Research Design 

The researcher looked at information in one point of time. The number of people 

listing TS/SCI on LinkedIn changes daily, as do the number of employees for each company, 

along with those employees who have LinkedIn profiles. Additionally, LinkedIn profiles can 

be secured to limit access to and make it more difficult to identify employees. 
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A second limitation is in the subscription service utilized at the time of the data 

gathering. The researcher subscribed to LinkedIn’s Job Seeker Premium. Among the features 

of the premium account is the ability to view the full profiles for 2nd degree connections that 

would otherwise be hidden from search results. This ability increases the chances of being 

able to identify the full name of any employee listing TS/SCI on their profiles. 

Internal Validity 

Internal threats to validity include the Social Media policies of the organization. No 

consideration was given to whether an organization either has a policy for its employees or, if 

so, enacts that policy. An organization with an active Social Media policy concerning the 

listing of security clearances is likely to have fewer employees listing sensitive information 

in online forums such as LinkedIn. 

A second internal threat to validity is the vague regulations concerning what can or 

cannot be publicized on Social Media concerning top secret clearances. While many U.S. 

government agencies can issue clearances, the process for each follows the “Adjudicative 

Guidelines for Determining Eligibility for Access to Classified Information.” 13 However, the 

guidelines do not specify if or when it is appropriate to list security clearances on Social 

Media sites. Because there is no guidance from the government for publicizing a clearance, 

each organization must create its own set of rules. If any of the organizations examined have 

such policies, it was not taken into consideration during this research since there was no 

expectation for gaining access to the policies as part of the study. 

Finally, internal validity is threatened based on the overall assumption of the 

researcher, that insiders, specifically those who open themselves to targeted spear-phishing 

                                                 

13 http://www.state.gov/m/ds/clearances/60321.htm 
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campaigns, create organizational vulnerabilities that increase the risk of intellectual property 

theft. The findings of the research are limited to identifying one potential vulnerability or 

metric to be used in an overall understanding of insider theft. 

External Validity 

External validity was threatened from only examining governmental contractors. 

Similarly, all of the findings are based on open source data. The findings of this research 

should not be extrapolated to include public or private entities that do not have government 

contractors. Likewise, the overall findings do not suggest that all government contractors 

examined have potential issues with employees revealing sensitive information. Additionally, 

because of the rapidity of change in Social Media, the results are likely to change 

dramatically year over year as new privacy concerns arise and new regulations over the use 

of Social Media and ability to publicize top secret clearance information. 

Summary 

The research design uses open source data to identify the top government contractors, 

the number of their employees on the Social Media website LinkedIn and the number of 

employees who list an active top secret clearance on their individual profiles. Secondary 

research was performed to ascertain the full name of those individuals who both list top 

secret clearances and hold senior management positions as seen in their title on LinkedIn. 

The data was retrieved in March and April 2013. Each government contractor was 

individually assessed along each parameter of the research. Two groupings were made for the 

percentages of employees on LinkedIn and employees listing security clearance. The groups 

were created to facilitate the identification of trends or findings within the data. 
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There are several limitations to the research methodology. First, online data changes 

rapidly and this study examined one point in time. The online access was also aided by the 

use of a premium subscription service on LinkedIn, which may have made finding full names 

for the secondary research question easier. Second, the internal validity is threated from both 

organizational Social Media policies and policies for promoting security clearances. No 

consideration was given to whether the organizations utilize either or both of the policies. 

Finally, external validity is threatened from the limit of the scope in analyzing only 

governmental contractors based on open source data. 
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RESULTS 

Introduction 

The data in this study was gathered from open source online material during March 

and April 2013. Based on the 2012 Top 100 Government Contractors list produced by 

Washington Technology, the author selected 101 government contractors for analysis based 

on a number of selection criteria. The researcher utilized LinkedIn’s advanced search 

function to identify and record the number of current employees registered on the site, along 

with the number who include ‘TS/SCI’ in their profiles. Additional research identified 

employees listing VP, Director or Manager in their profile titles. Further research was 

attempted to ascertain the full name of those individuals identified at the management level, 

who also publicize their security clearance. The analyst conducted research that using 

Google’s search engine and analyzed the data using Microsoft Excel and Excel PivotTables. 

Data and Analysis 

At the outset of this research, the expected results included finding that a significant 

number of government contractor employees publicize their Top Secret security clearance on 

LinkedIn and that larger organizations would have higher percentages of employees listing 

TS/SCI. Additionally, for those employees who list TS/SCI on their profile and indicate by 

their title that they hold a management position of either VP, Director, or Manager, their full 

legal names could be discovered in under five minutes using simple Google search criteria. 

Minimal Percentage of Employees List Security Clearance 

The initial investigation determined how many individual list their security clearance 

on LinkedIn. Of the 944,262 listed government contractors, approximately 0.21% of the 

organization’s employees who list their professional information on LinkedIn disclosed their 
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TS/SCI clearance. Even though it is a small percentage, in real numbers for the total number 

of individuals who work for one of these contractors, who lists himself/herself on LinkedIn 

and discloses his/her security clearance is 2,007. Of those publicizing their clearance, 172 

individuals also revealed their position within the organization as either Director, VP or 

Manager. Additionally, 

because the number 

found is minimal, when 

researching on 

LinkedIn, the term 

TS/SCI can be included 

as a limiting metric for 

investigating potential 

fraud and theft risk 

within an organization. 

All Organizations Susceptible 

The supposition was that a larger organization would by the fact of sheer numbers, 

have a higher number of employees listing their Top Secret security clearance on LinkedIn 

than smaller organizations. However, statistical analysis of the findings indicates there is 

little correlation between the total number of employees worldwide and the number of 

employees who list TS/SCI in their profiles. A Pearson Correlation to judge the linear 

dependence between the organization size and number of employees disclosing a Top Secret 

Figure 7: The majority of companies investigated had fewer than 25 employees who 
revealed their TS/SCI clearance on LinkedIn. In fact, 22 of the government contractors had 
no (0) employees who listed TS/SCI in their profile. 
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clearance on LinkedIn returned 0.20689 relationships. Therefore organization size does not 

necessarily impact the susceptibility to becoming an insider theft target on its own.  

The top 25 government contractors by number of employees worldwide have on 

average just under 20% of their workforce represented on LinkedIn. However, as can be seen 

by the figures below, the size of the organization bears little relevance to the percentage of 

employees who list TS/SCI on their profiles. 

Figure 8: A slight positive Pearson Correlation of 0.20689 can be seen when examining total number of employees with those who 
list TS/SCI on LinkedIn 
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Company Name 
Total 
Employees 

% List 
TS/SCI 

IBM Corp. 433,300 0.05% 
Siemens AG 370,000 0.03% 
Hewlett-Packard Co. 331,800 0.05% 
GE 305,000 0.03% 
AT&T Inc. 266,590 0.03% 
Accenture 261,000 0.15% 
United Technologies Corp. 218,300 0.07% 
Verizon Communications Inc. 195,400 0.05% 
Deloitte 193,000 0.14% 
Boeing Co. 173,000 0.07% 
Lockheed Martin Corp. 140,000 0.30% 
Xerox Corp. 140,000 0.01% 
Honeywell International Inc. 132,000 0.05% 
Oracle Corp. 115,000 0.08% 
Dell Inc. 111,300 0.06% 
Serco Group plc 100,000 0.00% 
General Dynamics Corp. 95,100 1.01% 
Computer Sciences Corp. (CSC) 93,000 0.26% 
BAE Systems plc 88,200 0.62% 
CGI Group 71,000 0.00% 
Northrop Grumman Corp. 70,000 0.41% 
Raytheon Co. 68,000 0.32% 
URS Corp. 54,000 0.11% 
Bechtel Corp. 53,000 0.05% 
L-3 Communications Corp. 51,000 0.45% 
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A similar listing by the size of the government contracts also demonstrates little 

correlation between the two variables. The yellow shading indicates companies that have 

over 1.0% of their employees disclosing Top Secret security clearance information on 

LinkedIn. 

Company Name 
2012 Government 
Contracts 

% List 
TS/SCI 

Lockheed Martin Corp.  $ 17,438,128,000  0.30% 
Northrop Grumman Corp.  $ 9,143,329,000  0.41% 
Boeing Co.  $ 7,455,878,000  0.07% 
SAIC  $ 5,938,089,000  0.90% 
Raytheon Co.  $ 5,665,503,000  0.32% 
General Dynamics Corp.  $ 5,461,177,000  1.01% 
Hewlett-Packard Co.  $ 4,113,135,000  0.05% 
Booz Allen Hamilton  $ 3,848,819,000  1.24% 
Computer Sciences Corp. (CSC)  $ 3,569,443,000  0.26% 
DynCorp International  $ 3,346,227,000  0.33% 
Harris Corp.  $ 3,017,800,000  0.57% 
L-3 Communications Corp.  $ 2,877,112,000  0.45% 
Fluor Corp.  $ 2,680,227,000  0.03% 
CACI International Inc.  $ 2,463,717,000  1.99% 
ITT Exelis  $ 2,358,262,000  0.28% 
KBR Inc.  $ 2,176,400,000  0.00% 
ManTech International Inc.  $ 1,923,039,000  1.88% 
Verizon Communications Inc.  $ 1,910,276,000  0.05% 
Dell Inc.  $ 1,864,347,000  0.06% 
BAE Systems plc  $ 1,699,773,000  0.62% 
IBM Corp.  $ 1,695,169,000  0.05% 
Jacobs Engineering Group  $ 1,471,091,000  0.00% 
United Technologies Corp.  $ 1,439,838,000  0.07% 
AECOM Technology Corp.  $ 1,314,594,000  1.85% 
Accenture  $ 1,250,000,000  0.15% 

 

In fact, two of the smaller organizations, by number of employees, have the highest 

percentage of individuals listing their Top Secret clearance on LinkedIn. 

Company Name % on LinkedIn % List TS/SCI 
Total # employees 
- worldwide 

Jorge Scientific Corp. 66.0% 3.03% 250 
Intelligent Software Solutions  54.9% 2.91% 750 
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If an organization were to look at its total number of employees on LinkedIn, there is 

a low positive linear correlation between the number on LinkedIn and the number who 

disclose TS/SCI clearance information. A Pearson Correlation calculation to judge the linear 

dependence between the number of an organization’s employees on LinkedIn and the number 

disclosing a TS/SCI clearance returned 0.404974 linear relationships. This indicates that as 

more employees join LinkedIn it is likely more of them will disclose their Top Secret 

clearance on a profile. This finding demonstrates that organizational vulnerability related 

to insider theft will likely increase over time as more employees join the social network. 

 

When comparing employees who reveal their security clearance to those on LinkedIn, 

it is apparent that the majority of government contractors have fewer than 25 employees who 

list TS/SCI anywhere on their profile; thereby somewhat limiting the potential exposure for 

insider theft to a manageable number. Surprisingly, there are 12 government contractors that 

have over 75% of their employees on LinkedIn. This high percentage may indicate a 

company policy directing employees to be listed on LinkedIn. Alternatively, the high 

percentage may reflect job mobility among the company’s personnel or within the industry. 

Figure 9: A low positive Pearson Correlation of 0.404974 exists between the number of employees on LinkedIn and the number who 
reveal a Top Secret clearance. 
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Of those 12, four organizations have no employees listing their security clearance. However, 

three organizations have over 1% of employees disclosing security clearances.  

Company Name % on LinkedIn % List TS/SCI List TS/SCI 
Mythics Inc. >75% 1.83% 3 
DLT Solutions Inc. >75% 0.36% 1 
immixGroup Inc. >75% 0.00% 0 
GTSI Corp. (now UNICOM) >75% 0.00% 0 
Carahsoft Technology Corp. >75% 0.00% 0 
NavMar Applied Sciences Corp. >75% 1.08% 2 
CDW Government >75% 0.02% 1 
Artel Inc. >75% 0.00% 0 
Westat Inc. >75% 0.06% 1 
Booz Allen Hamilton >75% 1.24% 260 
NCI Inc. >75% 0.30% 6 
Iron Bow Technologies >75% 0.44% 1 
 

Of more concern is the number of employees in management positions who list their 

Top Secret clearance. As seen below, all of the employees who list TS/SCI clearance on 

LinkedIn are in management roles at three of the government contractors.  

Company Name % on LinkedIn % List TS/SCI % Management 
Iron Bow Technologies 75.3% 0.44% 100.00% 
Chemonics International Inc. 14.8% 0.14% 100.00% 
VT Group 12.1% 0.41% 100.00% 
 

While 63% of government contractors have no management level employees listing 

TS/SCI clearances, there remains a strong positive linear correlation between the number 

of employees who list TS/SCI on LinkedIn and the number whose title is VP, Director, or 

Manager. A Pearson Correlation calculation to judge the linear relationship between the 

numbers of an organization’s employees who list a TS/SCI clearance on their profile with 

those who also list a management position in their title returned an r score of 0.8287. This 

indicates a very strong positive correlation. In other words, as more employees within an 

organizations list TS/SCI on LinkedIn, a greater number of management personnel will also 
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be found to list TS/SCI on their profiles. Among industry outsiders, there may be the 

perception that employees who hold management positions have greater access to sensitive 

data than staff level employees, which would indicate that this correlation carries a serious 

implication. The higher the number of employees listing TS/SCI on LinkedIn, the higher the 

chance those employees will also hold management positions; thereby increasing the 

organization’s vulnerability.  

Full Names Readily Discovered 

The last element investigated was to attempt to ascertain the full name of any 

government contractor employee at the manager-level who also listed TS/SCI in their 

LinkedIn profile. There were a total of 141 management-level employees identified as also 

having TS/SCI clearances. Of the 141, the employee’s full name was discovered for 127, or 

90.1% of those identified. The 9.9% of employees whose names were not uncovered, a 

Figure 10: There is a strong positive Pearson Correlation of 0.8287 when analyzing the number of employees who list 
TS/SCI and who hold management positions. 
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partial profile of the individual was available, which included the current employer and 

information such as: 

Position Profile Details 
Project Engineering Manager In DC area; went to George Washington U; worked at 

SI Organization and FMC Corp 

Business Operations Associate 
Manager 

In DC area; went to Longwood College 

Director, Business Operations DC area, went to GMU, also worked at Loral Corp and 
IBM 

Systems Engineering, Principal At Fort Eustis, VA 

Field Service Representative Went to Webster U, worked for ManTech, US Army 
and Church World Service 

Configuration Management Analyst Went to Strayer University, lives in DC 

Executive Director, Strategic 
Business Development 

works in Phoenix; worked at Motorola and AT&T; 
went to Kansas Wesleyan U 

Change Management/Scheduler Works in DC area; was with USAF; went to N. VA 
community college 

Director, Information Mgmt Lab 
Services 

Works in DC area; previously with Cognos, Perdue 
Farms; went to Salisbury U 

Task Order Manager Works in DC area; previously with Lockheed Martin; 
went to George Washington U 

Senior Logistics Consultant Works in Arlington; previously with Human Genome 
Sciences; went to Penn State 

Director-Security Technology Works in Chicago; previously with FNB of Chicago; 
went to Northwestern U 

VP Works in Portland; previously with Enterprise 
Solutions, Acacia International; went to Minot State 

Joint Mobile Network Operations, 
Director of Ops 

Works in DC; previously with USMC; went to Luther 
College 

 

The researcher also wanted to identify how quickly a full name could be discovered. 

It took under five minutes in 93.7% of the searches to locate a full name. Only one search 

took over 10 minutes to locate a full name. As can be seen in Figure 11, 62.2% of the 

searches discovered a full name in under one minute. 
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The full name was found through a variety of searches. The most successful method 

for identifying the full name of these management-level employees was to utilize their profile 

picture in Google Image search. 

 

In 50.4% of the searches with a profile picture, the full name was found by 

conducting one image search of the profile picture in Google. Twelve of the subjects, or 

10%, listed their full name in the profile so no additional searching was required. The 

remaining 40% of the employees identified required a search on Google. 

Figure 11: Full names were discovered in under 1 minute in the majority 
of the cases. 

Figure 12: Pictures enabled the researcher to identify full names in 
97% of the cases. 
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When a Google search was required, the full name was identified most often, or 77% 

of the time, in 1-5 minutes. The only search that took over ten minutes was required because 

there was no name listed and no picture listed.  

In general, it took under five minutes to identify the full name of an employee in a 

senior management level position with a TS/SCI clearance. These individuals are highly 

vulnerable to being targeted because of the ease with which their personal information can be 

discovered.  

 

 

  

Figure 13: Half of the image searches resulted in identifying the full name 
of the user. 

Figure 14: In the majority of cases, full names were identified in 
under 5 minutes. 
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Summary 

While the percentage of total government contractor employees who disclose their 

TS/SCI clearance on LinkedIn is minimal, there is nonetheless cause for concern because of 

the ease with which an individual’s personal information can be discovered. 

By utilizing the Advanced Search features on LinkedIn, including keyword and 

current position, the employees who list their security clearance online are easily identified. 

As more government contractor employees join LinkedIn, there is a low, positive correlation 

that an increasing number of those employees will also list their security clearance. There is a 

strong positive correlation that as employees become managers, an increased number will list 

their TS/SCI clearance.  

Finally, the ease with which detailed personal information is discoverable via simple 

searches raises an organization’s vulnerability to theft. Of the senior managers who listed 

TS/SCI on their LinkedIn profile, only 9.9% successfully masked their full name; however, 

pertinent personal details were still uncovered such as college name, previous employment, 

and location. In the searches that successfully identified a full name, it took under five 

minutes in 93.7% of the time, with 62% of the names identified in less than one minute. 
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CONCLUSION 

Introduction 

The results of this study demonstrate that government agencies and organizations 

[using or augmented by] government contractors who also have LinkedIn profiles. However, 

those contractors (and the agencies are vulnerable to targeted social engineering attacks 

because of the ease to further identify full names, occupations, workplaces, titles. 

Additionally, because of the vague guidance for publicizing security clearances, outsiders are 

able to identify employees who have TS/SCI clearances. However, of the 944,262 

government contractors identified on LinkedIn, under 0.50% of those employees disclosed 

their Top Secret/SCI clearance. However, the full name of those who listed TS/SCI 

clearances was determined, on average, in under five minutes using simple Google search 

criteria. Therefore, organizations hiring or having contractors should develop processes 

around what and when employees can publicize clearances on LinkedIn. These processes 

should include US Government issued and Entity issued Acceptable Use of Social Media 

policies. A sample of one such policy can be found as Appendix E. 

Summary of the Study 

The study identified the top governmental contractors by the size of the US 

government contracts. Using LinkedIn searches, the researcher identified the number of 

employees who listed each contractor as the current employer, the number of employees who 

also listed TS/SCI in the profile, and the number of employees who also were identified as 

Director, VP, or Manager. The data collected was compared to the worldwide total number 

of employees for each organization to determine the prevalence of LinkedIn usage as well as 

the prevalence of listing security clearances. 
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The findings were analyzed using Excel PivotTables and Pearson Correlation. At the 

time of the study, the 101 contractors identified had a total of 944,262 employees on 

LinkedIn out of a total worldwide employment of 4,841,133. Of those employees on 

LinkedIn, a total of 172 individuals listed VP, Director, or Manager as well as their TS/SCI 

in their profile. 

Discussion of the Findings 

Since US government has no specific guidelines for publication of security 

clearances, individuals must decide how to present their clearance status given their 

employers’ rules and regulations concerning Social Media. 

When comparing employees who reveal their security clearance to those on LinkedIn, 

it is apparent that the majority of government contractors each have fewer than 25 employees 

who list TS/SCI anywhere on their profile; thereby somewhat limiting the potential exposure 

for insider theft to a manageable number. While there was no statistical correlation between 

the size of an organization and its susceptibility to insider theft, there was a low-positive 

linear correlation between the number of users on LinkedIn and the number who disclose 

TS/SCI clearance information.  

The low-positive linear correlation suggests that as more employees join LinkedIn it 

is likely more of them will disclose their Top Secret clearance on a profile, which in turn 

increases the organization’s vulnerability to theft.  

In addition, there is a strong positive linear correlation between the number of 

employees who list TS/SCI on LinkedIn and the number whose title is VP, Director, or 

Manager. Specifically, for three of the governmental contractors, 100% of their LinkedIn 

employees who listed TS/SCI had management titles. 
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After identifying the 141 management-level employees who listed TS/SCI, Google 

searches revealed the full name for 127, or 90.1% of the individuals. The Google search on 

the other 9.9% of employees revealed partial details including college attended, city of 

residence, prior companies, and prior job titles. The searches were conducted in under five 

minutes for most individuals identified. In fact, 62.2% of the searches discovered a full name 

in under one minute. 

Implications for Practice 

The findings contained in this study are easily reproducible by security personnel who 

are tasked with securing an organization. Because LinkedIn is a public network, security 

personnel are able to identify internal vulnerabilities associated with the personal identifying 

information available online. Adding rules and training centered on Social Media use, and 

particularly, publicizing security clearances, would limit the vulnerability faced by 

governmental contractors. 

Insider Threat Assessment 

This study identified a specific vulnerability related to identifying individual 

employees who may become targets for IP theft. Because many of the insiders who steal IP 

do so within the last 30 days of employment, security personnel need the ability to identify 

individuals who are looking for new positions. Monitoring LinkedIn for such employees 

would help reduce the organization’s vulnerability.  

Additionally, outside actors target employees through social engineering to gain 

access to IP. The ability to determine specific personal identifying information (PII) about 

individuals allows outsiders to craft messages that are more likely to be opened; thus 

exposing internal systems to malware and spyware. Organizations should adopt Acceptable 
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Use policies that limit what employees can list on Social Media sites (Appendix E contains a 

sample). In addition, training should be offered, especially to management-level employees 

with security clearances, discussing the dangers of publicizing PII and how to secure it.  

Updating Security Clearance Regulations 

The “Adjudicative Guidelines for Determining Eligibility for Access to Classified 

Information” should be updated to include guidance related to Social Media. Specifically, the 

guidelines should include direction for the proper use of security clearance publication. 

While it may be acceptable to list “Has Security Clearance” on Social Media sites, listing the 

exact clearance level should be discouraged. The guidelines should also include a review of 

an individual’s Social Media usage as part of the renewal process for the clearances. 

Recommendations for further research 

The research would benefit from a longitudinal study of listing TS/SCI clearances on 

LinkedIn. This would enable researchers to identify trends related to the prevalence of listing 

security clearances as well as monitoring the job movements within the sector. By analyzing 

the prevalence and movements, researchers would better be able to determine the 

vulnerability associated with insider threats. Further research via surveys is recommended to 

identify the individual motivation for listing TS/SCI on LinkedIn. A longitudinal study to 

examine the employment changes for those individuals in management who listed TS/SCI 

would assist in determining if a reason for having the clearance on LinkedIn was to facilitate 

job searches. 

Additional research can examine the impact of Social Media guidelines within an 

organization. It is likely that a number of the companies identified have active guidelines for 

employees. It would be helpful to understand if the guidelines address security clearance 
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publication, how the guidelines are enforced, and what impact the guidelines have on 

LinkedIn usage.  

Conclusions 

The study determined that there are no specific guidelines governing the publicizing 

of security clearances. The Questionnaire for National Security Positions, Standard Form 86 

(SF86), does not dictate how a security clearance may be publicized once received. Similarly, 

the “Adjudicative Guidelines for Determining Eligibility for Access to Classified 

Information” does not specify if or when it is appropriate to list security clearances on Social 

Media sites. However, the study found that less than 1% of the employees who work for the 

top 101 governmental-contractors, list their security clearance on LinkedIn. Even with the 

low numbers of individuals listing security clearances on LinkedIn, there should be specific 

directive from the US government about the proper use and publicizing of the clearances. It 

is suggested that an acceptable use would be to list “Has Security Clearance” but to not list 

the exact level of clearance. 

This study has demonstrated that organizations may be missing an easily identifiable 

cyber theft vulnerability. By listing security clearances on Social Media sites, like LinkedIn, 

employees reveal their access to classified information to outside actors. Outside actors can, 

in turn, use this access, along with other personal identifying information, to create 

customized social engineering programs. Once a social engineering program is successful, 

the outsiders can gain access to the organization’s intellectual property. 

The study also demonstrated that security personnel may also be missing a key 

vulnerability as it relates to internal IP theft. LinkedIn is used by recruitment professionals 

and job seekers. Many insiders who steal information from their employers do so within one 
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month of leaving the company. Consequently, monitoring LinkedIn profiles for job seeking 

behaviors may assist security personnel in identifying potential insider threats. 

Finally, the study identified two practices for organizations to implement that would 

minimize the cyber threat vulnerability identified within the report. First, organizations 

should create employee guidelines surrounding Social Media use and an acceptable use 

policy for listing security clearances. It is suggested the language should be similar to the 

following: it is acceptable use would be to list “Has Security Clearance” but to not list the 

exact level of clearance. Second, organizations should implement internal training sessions 

detailing the ease of identifying and the dangers associated with personal identifying 

information and Social Media. A demonstration following the process of this report may 

prove useful in showing employees how much data is available. Security personnel should 

also conduct training to lessen the impact of social engineering programs, specifically spear-

phishing attempts. 
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APPENDICES 

Appendix A: Total number of employees, worldwide, for each contractor 

Company Employees Source Documentation 
Lockheed Martin 
Corp. 140,000 

http://money.cnn.com/magazines/fortune/global500/2010/snapshots/263.ht
ml 

Northrop Grumman 
Corp. 70,000 http://www.northropgrumman.com/AboutUs/Pages/FAQ.aspx 

Boeing Co. 173,000 
http://www.boeing.com/boeing/aboutus/employment/employment_table.pa
ge 

SAIC 40,000 http://investors.saic.com/phoenix.zhtml?c=193857&p=irol-faq#29986 
Raytheon Co. 68,000 http://investor.raytheon.com/phoenix.zhtml?c=84193&p=irol-faq 
General Dynamics 
Corp. 95,100 

http://money.cnn.com/magazines/fortune/global500/2012/snapshots/169.ht
ml 

Hewlett-Packard Co. 331,800 http://www8.hp.com/us/en/hp-information/facts.html 

Booz Allen Hamilton 25,000 
http://money.cnn.com/magazines/fortune/best-
companies/2012/snapshots/84.html 

Computer Sciences 
Corp. (CSC) 93,000 

http://www.csc.com/investor_relations/ds/32377-
frequently_asked_questions 

DynCorp 
International 25,000 

http://washingtontechnology.com/toplists/top-100-lists/2012/dyncorp-
international.aspx 

Harris Corp. 17,000 http://harris.com/investors/shareholders.aspx 
L-3 Communications 
Corp. 51,000 http://www.l-3com.com/about-l-3/company-profile.html 
Fluor Corp. 41,000 http://www.fluor.com/pages/default.aspx 
CACI International 
Inc. 15,500 http://www.caci.com/main_faq.shtml 
ITT Exelis 20,500 http://washingtontechnology.com/toplists/top-100-lists/2012/itt-exelis.aspx 
KBR Inc. 27,000 http://www.kbr.com/About/ 
ManTech 
International Inc. 10,000 http://www.mantech.com/Pages/Employees.aspx 
Verizon 
Communications Inc. 195,400 http://www.statisticbrain.com/verizon-communications-company-statistics/ 

Dell Inc. 111,300 
http://www.statista.com/statistics/38392/number-of-employees-at-dell-
since-1996/ 

BAE Systems plc 88,200 
http://bae-systems-investor-relations-v2.production.investis.com/bae-
systems-at-glance.aspx 

IBM Corp. 433,300 http://www.ibm.com/ibm/us/en/ 
Jacobs Engineering 
Group 48,600 http://quotes.wsj.com/JEC/company-people 
United Technologies 
Corp. 218,300 http://www.utc.com/About+UTC/Fast+Facts 
AECOM Technology 
Corp. 45,000 http://investors.aecom.com/phoenix.zhtml?c=131318&p=irol-irhome 
Accenture 261,000 http://www.accenture.com/us-en/company/Pages/index.aspx 
Battelle Memorial 
Institute 22,000 http://www.battelle.org/about-us 
Deloitte 193,000 http://www.deloitte.com/view/en_GX/global/press/facts-figures/index.htm 
Bechtel Corp. 53,000 http://www.bechtel.com/overview.html 
SRA International 
Inc. 7,000 http://phx.corporate-ir.net/phoenix.zhtml?c=131092&p=irol-faq 
Wyle Inc. 4,600 http://www.wyle.com/AboutWyle/Pages/default.aspx 
Aerospace Corp. 4,000 http://www.aerospace.org/about-us/ 

http://money.cnn.com/magazines/fortune/global500/2010/snapshots/263.html
http://money.cnn.com/magazines/fortune/global500/2010/snapshots/263.html
http://www.northropgrumman.com/AboutUs/Pages/FAQ.aspx
http://www.boeing.com/boeing/aboutus/employment/employment_table.page
http://www.boeing.com/boeing/aboutus/employment/employment_table.page
http://investors.saic.com/phoenix.zhtml?c=193857&p=irol-faq%2329986
http://investor.raytheon.com/phoenix.zhtml?c=84193&p=irol-faq
http://money.cnn.com/magazines/fortune/global500/2012/snapshots/169.html
http://money.cnn.com/magazines/fortune/global500/2012/snapshots/169.html
http://www8.hp.com/us/en/hp-information/facts.html
http://money.cnn.com/magazines/fortune/best-companies/2012/snapshots/84.html
http://money.cnn.com/magazines/fortune/best-companies/2012/snapshots/84.html
http://www.csc.com/investor_relations/ds/32377-frequently_asked_questions
http://www.csc.com/investor_relations/ds/32377-frequently_asked_questions
http://washingtontechnology.com/toplists/top-100-lists/2012/dyncorp-international.aspx
http://washingtontechnology.com/toplists/top-100-lists/2012/dyncorp-international.aspx
http://harris.com/investors/shareholders.aspx
http://www.l-3com.com/about-l-3/company-profile.html
http://www.fluor.com/pages/default.aspx
http://www.caci.com/main_faq.shtml
http://washingtontechnology.com/toplists/top-100-lists/2012/itt-exelis.aspx
http://www.kbr.com/About/
http://www.mantech.com/Pages/Employees.aspx
http://www.statisticbrain.com/verizon-communications-company-statistics/
http://www.statista.com/statistics/38392/number-of-employees-at-dell-since-1996/
http://www.statista.com/statistics/38392/number-of-employees-at-dell-since-1996/
http://bae-systems-investor-relations-v2.production.investis.com/bae-systems-at-glance.aspx
http://bae-systems-investor-relations-v2.production.investis.com/bae-systems-at-glance.aspx
http://www.ibm.com/ibm/us/en/
http://quotes.wsj.com/JEC/company-people
http://www.utc.com/About+UTC/Fast+Facts
http://investors.aecom.com/phoenix.zhtml?c=131318&p=irol-irhome
http://www.accenture.com/us-en/company/Pages/index.aspx
http://www.battelle.org/about-us
http://www.deloitte.com/view/en_GX/global/press/facts-figures/index.htm
http://www.bechtel.com/overview.html
http://phx.corporate-ir.net/phoenix.zhtml?c=131092&p=irol-faq
http://www.wyle.com/AboutWyle/Pages/default.aspx
http://www.aerospace.org/about-us/
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Company Employees Source Documentation 
CGI Group 71,000 http://www.cgi.com/en/overview 
Serco Group plc 100,000 http://www.serco.com/about/ataglance/index.asp 
Iron Bow 
Technologies 300 

http://www.ironbow.com/SolutionsandServices/~/media/Files/PDFs/Succes
s%20Stories/IronBow_VTC_Success_Story.pdf 

Honeywell 
International Inc. 132,000 

http://money.cnn.com/magazines/fortune/global500/2012/snapshots/11.htm
l 

AT&T Inc. 266,590 http://www.statisticbrain.com/att-company-statistics/ 
Mission Essential 
Personnel LLC 7,500 

estimated: http://www.linkedin.com/company/mission-essential-personnel-
llc 

QinetiQ Group plc 5,300 https://www.qinetiq-na.com/company/ 
Rockwell Collins Inc. 20,000 http://www.rockwellcollins.com/Careers.aspx 
General Atomics 
International 5,000 http://www.ga.com/about 
Alion Science and 
Technology Corp. 2,882 

http://www.alionscience.com/Investor-Relations/~/media/Files/SEC-
Filings/2012/10K-12-12.ashx 

DRS Technologies 
Inc. 10,200 

http://investing.businessweek.com/research/stocks/private/snapshot.asp?pri
vcapId=144258 

URS Corp. 54,000 https://www.urscorp.com/About_URS/index.php 
CDW Government 6,800 http://www.aboutcdw.com/?cm_sp=Footer-_-WhoWeAre-_-About+Us 
Chemonics 
International Inc. 4,800 http://www.chemonics.com/Pages/Home.aspx 
Alliant Techsystems 
Inc. 18,000 

http://washingtontechnology.com/toplists/top-100-lists/2011/alliant-
techsystems-inc.aspx 

Unisys Corp. 23,000 
http://washingtontechnology.com/toplists/top-100-lists/2011/alliant-
techsystems-inc.aspx 

U.S. Investigation 
Services Inc. (USIS) 6,000 http://www.usis.com/Fact-Sheet.aspx 
GE 305,000 http://www.ge.com/company/fact-sheet 
World Wide 
Technology Inc. 2,200 http://www2.wwt.com/node/3 
Arctic Slope 
Regional Corp. 
(ASRC) 10,000 http://www.asrc.com/Pages/We%20are%20ASRC.aspx 
CenturyLink 47,000 http://www.macroaxis.com/invest/ratio/CTL--Number_of_Employees 

Artel Inc. 154 
http://washingtontechnology.com/toplists/top-100-lists/2009/76-artel-
inc.aspx 

NCI Inc. 2,600 http://www.nciinc.com/about-us/locations/ 
Arinc Inc. 2,500 estimated: http://www.linkedin.com/company/arinc 
SGT Inc. 1,700 http://washingtontechnology.com/toplists/top-100-lists/2012/sgt-inc.aspx 
NANA Regional 
Corp. 13,400 http://nana.com/regional/news-and-press/faq/nana-by-the-numbers/ 
Westat Inc. 2,000 http://www.westat.com/about_us/index.cfm 
ICF International Inc. 4,500 http://investor.icfi.com/phoenix.zhtml?c=201331&p=irol-faq_pf 
RTI International 3,700 http://www.rti.org/page.cfm/About_RTI 
immixGroup Inc. 259 http://www.immixgroup.com/company/ 
Xerox Corp. 140,000 http://www.xerox.com/about-xerox/company-facts/enus.html 

MicroTech LLC 415 
http://washingtontechnology.com/fast50lists/fast-50-
lists/2011/microtech.aspx 

Development 
Alternatives Inc. 
(DAI) 2,137 http://dai.com/faq 
Carahsoft 
Technology Corp. 317 

http://apps.washingtonpost.com/local/top-dc-
companies/2012/company/carahsoft-technology/729/ 

Scientific Research 
Corp. (SRC) 1,500 http://www.scires.com/careers/careers.htm 

http://www.cgi.com/en/overview
http://www.serco.com/about/ataglance/index.asp
http://www.ironbow.com/SolutionsandServices/%7E/media/Files/PDFs/Success%20Stories/IronBow_VTC_Success_Story.pdf
http://www.ironbow.com/SolutionsandServices/%7E/media/Files/PDFs/Success%20Stories/IronBow_VTC_Success_Story.pdf
http://money.cnn.com/magazines/fortune/global500/2012/snapshots/11.html
http://money.cnn.com/magazines/fortune/global500/2012/snapshots/11.html
http://www.statisticbrain.com/att-company-statistics/
http://www.linkedin.com/company/mission-essential-personnel-llc
http://www.linkedin.com/company/mission-essential-personnel-llc
https://www.qinetiq-na.com/company/
http://www.rockwellcollins.com/Careers.aspx
http://www.ga.com/about
http://www.alionscience.com/Investor-Relations/%7E/media/Files/SEC-Filings/2012/10K-12-12.ashx
http://www.alionscience.com/Investor-Relations/%7E/media/Files/SEC-Filings/2012/10K-12-12.ashx
http://investing.businessweek.com/research/stocks/private/snapshot.asp?privcapId=144258
http://investing.businessweek.com/research/stocks/private/snapshot.asp?privcapId=144258
https://www.urscorp.com/About_URS/index.php
http://www.aboutcdw.com/?cm_sp=Footer-_-WhoWeAre-_-About+Us
http://www.chemonics.com/Pages/Home.aspx
http://washingtontechnology.com/toplists/top-100-lists/2011/alliant-techsystems-inc.aspx
http://washingtontechnology.com/toplists/top-100-lists/2011/alliant-techsystems-inc.aspx
http://washingtontechnology.com/toplists/top-100-lists/2011/alliant-techsystems-inc.aspx
http://washingtontechnology.com/toplists/top-100-lists/2011/alliant-techsystems-inc.aspx
http://www.usis.com/Fact-Sheet.aspx
http://www.ge.com/company/fact-sheet
http://www2.wwt.com/node/3
http://www.asrc.com/Pages/We%20are%20ASRC.aspx
http://www.macroaxis.com/invest/ratio/CTL--Number_of_Employees
http://washingtontechnology.com/toplists/top-100-lists/2009/76-artel-inc.aspx
http://washingtontechnology.com/toplists/top-100-lists/2009/76-artel-inc.aspx
http://www.nciinc.com/about-us/locations/
http://washingtontechnology.com/toplists/top-100-lists/2012/sgt-inc.aspx
http://nana.com/regional/news-and-press/faq/nana-by-the-numbers/
http://www.westat.com/about_us/index.cfm
http://investor.icfi.com/phoenix.zhtml?c=201331&p=irol-faq_pf
http://www.rti.org/page.cfm/About_RTI
http://www.immixgroup.com/company/
http://www.xerox.com/about-xerox/company-facts/enus.html
http://washingtontechnology.com/fast50lists/fast-50-lists/2011/microtech.aspx
http://washingtontechnology.com/fast50lists/fast-50-lists/2011/microtech.aspx
http://dai.com/faq
http://apps.washingtonpost.com/local/top-dc-companies/2012/company/carahsoft-technology/729/
http://apps.washingtonpost.com/local/top-dc-companies/2012/company/carahsoft-technology/729/
http://www.scires.com/careers/careers.htm
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Company Employees Source Documentation 
Abt Associates Inc. 2,200 http://www.abtassociates.com/About-Us/At-a-Glance.aspx 
CH2M Hill Inc. 20,285 http://www.ch2m.com/corporate/sr/society/workforce-distribution.asp 
NavMar Applied 
Sciences Corp. 200 https://www.nasc.com/about.php 

Dynamics Research 
Corp. 1,250 

http://files.shareholder.com/downloads/ABEA-
2S9AF7/2443576986x0x655185/50E2F34A-78E4-41AC-A486-
C56BC3714837/2012_Form_10-K.pdf 

Camber Corp. 2,300 http://www.camber.com/index.php/about/about-overview 

Mythics Inc. 164 
http://www.charlottealliance.org/pdf/mythics/Mythics%20-
%20Final%20Proposal.pdf 

GTSI Corp. (now 
UNICOM) 457 

http://www.softlanding.com/News---Events/Press-Releases/Affiliate-of-
UNICOM-Systems,-Inc--and-GTSI-Corp--A.aspx 

SRI International 2,500 http://www.sri.com/about 
Motorola Solutions 
Inc. 22,000 http://www.macroaxis.com/invest/ratio/MSI--Number_of_Employees 
STG Inc. 1,379 http://washingtontechnology.com/toplists/top-100-lists/2010/stg-inc.aspx 

D&S Consultants Inc. 760 
http://companies.findthecompany.com/l/16413081/D-And-S-Consultants-
Inc-in-Eatontown-NJ 

Jorge Scientific Corp. 250 
http://projects.washingtonpost.com/top-secret-america/companies/jorge-
scientific-corporation/print/ 

Ball Corp. 14,500 https://www.ball.com/about-ball/ 

Telos Corp. 560 
http://www.sec.gov/Archives/edgar/data/320121/000114036113014720/for
m10k.htm 

Concurrent 
Technologies Corp. 1,200 http://www.ctc.com/Public/files/CTC_Timeline.pdf 
Tetra Tech Inc. 13,000 http://www.tetratech.com/sec-filings.html 
Cubic Corp. 7,800 http://www.cubic.com/Investor-Relations/Investor-FAQs 
John Snow Inc. 2,100 http://www.jsi.com/JSIInternet/About/staff.cfm 

Indyne Inc. 1,700 
http://companies.findthecompany.com/l/12788089/Indyne-Inc-in-Reston-
VA 

Siemens AG 370,000 http://www.siemens.com/investor/en/company_overview.htm 

Eyak Technology 235 
http://companies.findthecompany.com/l/10689815/Eyak-Technology-Llc-
in-Dulles-VA 

DLT Solutions Inc. 281 
http://companies.findthecompany.com/l/16064411/Dlt-Solutions-Llc-in-
Herndon-VA 

Pragmatics Inc. 700 
http://washingtontechnology.com/articles/2011/01/31/community-
nguyen.aspx 

Alutiiq LLC 5,000 https://www.alutiiq.com/about/locations/ 
Oracle Corp. 115,000 http://www.oracle.com/us/corporate/oracle-fact-sheet-079219.pdf 
Chickasaw Nation 
Industries Inc. 782 

https://connect.data.com/directory/company/list/64567/chickasaw-nation-
industries?guid=64567 

VT Group 2,000 http://www.vt-group.com/about-us/ 
Intelligent Software 
Solutions  750 http://www.linkedin.com/company/intelligent-software-solutions 
Louis Berger Group 6,000 http://www.louisberger.com/Who-We-Are/About-Us 
TeleCommunication 
Systems Inc. 1,426 http://phx.corporate-ir.net/phoenix.zhtml?c=123361&p=irol-sec 
Macaulay Brown Inc.  2,000 http://www.macb.com/about-us/macb-profile/ 
Viasat Inc. 2,500 http://www.viasat.com/company/history 
Shaw Group (bought 
by CBI 2/2013) 27,000 http://www.cbi.com/investor-relations/sec-documents 
Sierra Nevada Corp. 2,500 http://www.sncorp.com/snc_ataglance.php 

PAE Inc. 10,000 
http://washingtontechnology.com/toplists/top-100-lists/2012/pacific-
architects-and-engineers.aspx 
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http://projects.washingtonpost.com/top-secret-america/companies/jorge-scientific-corporation/print/
https://www.ball.com/about-ball/
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http://www.ctc.com/Public/files/CTC_Timeline.pdf
http://www.tetratech.com/sec-filings.html
http://www.cubic.com/Investor-Relations/Investor-FAQs
http://www.jsi.com/JSIInternet/About/staff.cfm
http://companies.findthecompany.com/l/12788089/Indyne-Inc-in-Reston-VA
http://companies.findthecompany.com/l/12788089/Indyne-Inc-in-Reston-VA
http://www.siemens.com/investor/en/company_overview.htm
http://companies.findthecompany.com/l/10689815/Eyak-Technology-Llc-in-Dulles-VA
http://companies.findthecompany.com/l/10689815/Eyak-Technology-Llc-in-Dulles-VA
http://companies.findthecompany.com/l/16064411/Dlt-Solutions-Llc-in-Herndon-VA
http://companies.findthecompany.com/l/16064411/Dlt-Solutions-Llc-in-Herndon-VA
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http://washingtontechnology.com/articles/2011/01/31/community-nguyen.aspx
https://www.alutiiq.com/about/locations/
http://www.oracle.com/us/corporate/oracle-fact-sheet-079219.pdf
https://connect.data.com/directory/company/list/64567/chickasaw-nation-industries?guid=64567
https://connect.data.com/directory/company/list/64567/chickasaw-nation-industries?guid=64567
http://www.vt-group.com/about-us/
http://www.linkedin.com/company/intelligent-software-solutions
http://www.louisberger.com/Who-We-Are/About-Us
http://phx.corporate-ir.net/phoenix.zhtml?c=123361&p=irol-sec
http://www.macb.com/about-us/macb-profile/
http://www.viasat.com/company/history
http://www.cbi.com/investor-relations/sec-documents
http://www.sncorp.com/snc_ataglance.php
http://washingtontechnology.com/toplists/top-100-lists/2012/pacific-architects-and-engineers.aspx
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Appendix B: Percent of Employees on LinkedIn 

 Company 2012 Rank  Total # employees  % on LinkedIn 
11  Lockheed Martin Corp.  140,000  35.5% 
12  Northrop Grumman Corp.  70,000  48.5% 
13  Boeing Co.  173,000  34.1% 
14  SAIC  40,000  58.6% 
15  Raytheon Co.  68,000  42.6% 
16  General Dynamics Corp.  95,100  22.0% 
17  Hewlett-Packard Co.  331,800  13.9% 
18  Booz Allen Hamilton  25,000  83.9% 
19  Computer Sciences Corp. (CSC)  93,000  6.7% 
20  DynCorp International  25,000  16.8% 
21  Harris Corp.  17,000  34.2% 
22  L-3 Communications Corp.  51,000  21.9% 
23  Fluor Corp.  41,000  17.4% 
24  CACI International Inc.  15,500  30.1% 
25  ITT Exelis  20,500  1.7% 
26  KBR Inc.  27,000  18.6% 
27  ManTech International Inc.  10,000  5.9% 
28  Verizon Communications Inc.  195,400  0.9% 
29  Dell Inc.  111,300  30.4% 
30  BAE Systems plc  88,200  18.4% 
31  IBM Corp.  433,300  22.8% 
32  Jacobs Engineering Group  48,600  0.9% 
33  United Technologies Corp.  218,300  1.2% 
34  AECOM Technology Corp.  45,000  0.1% 
35  Accenture  261,000  13.6% 
36  Battelle Memorial Institute  22,000  0.0% 
37  Deloitte  193,000  22.9% 
38  Bechtel Corp.  53,000  16.3% 
39  SRA International Inc.  7,000  61.4% 
40  Wyle Inc.  4,600  33.6% 
41  Aerospace Corp.  4,000  41.3% 
42  CGI Group  71,000  0.1% 
43  Serco Group plc  100,000  0.0% 
44  Iron Bow Technologies  300  75.3% 
45  Honeywell International Inc.  132,000  1.4% 
46  AT&T Inc.  266,590  40.4% 
47  Mission Essential Personnel LLC  7,500  6.1% 
48  QinetiQ Group plc  5,300  0.8% 
49  Rockwell Collins Inc.  20,000  40.6% 
50  General Atomics International  5,000  61.7% 
51  Alion Science and Technology Corp.  2,882  61.4% 
52  DRS Technologies Inc.  10,200  18.3% 
53  URS Corp.  54,000  25.7% 
54  CDW Government  6,800  92.2% 
55  Chemonics International Inc.  4,800  14.8% 
56  Alliant Techsystems Inc.  18,000  1.2% 
57  Unisys Corp.  23,000  28.2% 
58  U.S. Investigation Services Inc. (USIS)  6,000  0.1% 
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 Company 2012 Rank  Total # employees  % on LinkedIn 
59  GE  305,000  18.0% 
60  World Wide Technology Inc.  2,200  61.0% 
61  Arctic Slope Regional Corp. (ASRC)  10,000  1.1% 
62  CenturyLink  47,000  24.8% 
63  Artel Inc.  154  89.0% 
64  NCI Inc.  2,600  75.9% 
65  Arinc Inc.  2,500  56.3% 
66  SGT Inc.  1,700  35.4% 
67  NANA Regional Corp.  13,400  2.5% 
68  Westat Inc.  2,000  88.1% 
69  ICF International Inc.  4,500  70.6% 
70  RTI International  3,700  65.4% 
71  immixGroup Inc.  259  100.0% 
72  Xerox Corp.  140,000  16.1% 
73  MicroTech LLC  415 48.9% 
74  Development Alternatives Inc. (DAI)  2,137  20.6% 
75  Carahsoft Technology Corp.  317  95.6% 
76  Scientific Research Corp. (SRC)  1,500  44.7% 
77  Abt Associates Inc.  2,200  38.8% 
78  CH2M Hill Inc.  20,285  42.9% 
79  NavMar Applied Sciences Corp.  200  93.0% 
80  Dynamics Research Corp.  1,250  56.4% 
81  Camber Corp.  2,300  51.3% 
82  Mythics Inc.  164  100.0% 
83  GTSI Corp. (now UNICOM)  457  100.0% 
84  SRI International  2,500  72.6% 
85  Motorola Solutions Inc.  22,000  18.5% 
86  STG Inc.  974 70.6% 
87  D&S Consultants Inc.  760 4.3% 
88  Jorge Scientific Corp.  250  66.0% 
89  Ball Corp.  14,500  7.0% 
90  Telos Corp.  560  62.1% 
91  Concurrent Technologies Corp.  1,200  59.1% 
92  Tetra Tech Inc.  13,000  25.1% 
93  Cubic Corp.  7,800  21.7% 
94  John Snow Inc.  2,100  17.9% 
95  Indyne Inc.  1,700  3.8% 
96  Siemens AG  370,000  8.6% 
97  Eyak Technology  235  27.2% 
98  DLT Solutions Inc.  281  100.0% 
99  Pragmatics Inc.  700  56.9% 
100  Alutiiq LLC  5,000  16.0% 
101  Oracle Corp.  115,000  36.0% 
102  Chickasaw Nation Industries Inc. 782 0.8% 
103  VT Group  2,000  12.1% 
104  Intelligent Software Solutions   750  54.9% 
105  Louis Berger Group  6,000  12.2% 
106  TeleCommunication Systems Inc.  1,426  46.0% 
107  Macaulay Brown Inc.   2,000  28.0% 
108  Viasat Inc.  2,500  59.5% 
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 Company 2012 Rank  Total # employees  % on LinkedIn 
109  Shaw Group (bought by CBI 2/2013)  27,000  10.5% 
110  Sierra Nevada Corp.  2,500  22.8% 
111  PAE Inc.  10,000  3.4% 
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Appendix C: Full Name and Picture Accessible 

 Found From Search Time To Identify Full Name 
Company Full Name Picture <1 1-5 5-10 >10 
Lockheed Martin Corp. Yes Yes 1    
Lockheed Martin Corp. Yes No   1  
Lockheed Martin Corp. No No     
Lockheed Martin Corp. Yes No  1   
Lockheed Martin Corp. No No     
Lockheed Martin Corp. Yes Yes 1    
Lockheed Martin Corp. Yes No 1    
Lockheed Martin Corp. No No     
Lockheed Martin Corp. Yes Yes 1    
Lockheed Martin Corp. Yes Yes 1    
Lockheed Martin Corp. No No     
Lockheed Martin Corp. Yes No  1   
Northrop Grumman Corp. Yes Yes   1  
Northrop Grumman Corp. Yes Yes   1  
Northrop Grumman Corp. Yes Yes 1    
Northrop Grumman Corp. Yes Yes 1    
Boeing Co. Yes Yes 1    
Boeing Co. Yes Yes 1    
Boeing Co. Yes Yes  1   
SAIC Yes Yes 1    
SAIC Yes Yes 1    
SAIC Yes No  1   
SAIC Yes No    1 
SAIC Yes Yes 1    
SAIC Yes No  1   
SAIC Yes Yes  1   
SAIC No No     
SAIC Yes Yes  1   
SAIC Yes Yes 1    
SAIC Yes Yes 1    
SAIC Yes Yes 1    
SAIC Yes Yes 1    
SAIC Yes No  1   
Raytheon Co. Yes Yes 1    
Raytheon Co. Yes Yes 1    
General Dynamics Corp. Yes Yes 1    
General Dynamics Corp. No Yes     
General Dynamics Corp. Yes Yes  1   
General Dynamics Corp. Yes Yes 1    
General Dynamics Corp. No No     
Booz Allen Hamilton Yes Yes 1    
Booz Allen Hamilton Yes Yes 1    
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 Found From Search Time To Identify Full Name 
Company Full Name Picture <1 1-5 5-10 >10 
Booz Allen Hamilton Yes Yes  1   
Booz Allen Hamilton Yes No  1   
Booz Allen Hamilton Yes Yes  1   
Booz Allen Hamilton Yes No  1   
Booz Allen Hamilton Yes Yes 1    
Booz Allen Hamilton Yes No  1   
Booz Allen Hamilton Yes Yes 1    
Booz Allen Hamilton Yes Yes  1   
Booz Allen Hamilton Yes Yes 1    
Booz Allen Hamilton Yes Yes 1    
Computer Sciences Corp. (CSC) Yes Yes 1    
Computer Sciences Corp. (CSC) Yes Yes  1   
Computer Sciences Corp. (CSC) Yes Yes 1    
Computer Sciences Corp. (CSC) Yes No  1   
Computer Sciences Corp. (CSC) Yes Yes  1   
Computer Sciences Corp. (CSC) Yes Yes  1   
Computer Sciences Corp. (CSC) Yes Yes  1   
Computer Sciences Corp. (CSC) Yes Yes 1    
DynCorp International Yes Yes 1    
DynCorp International Yes Yes 1    
Harris Corp. No No     
L-3 Communications Corp. Yes Yes 1    
L-3 Communications Corp. Yes Yes 1    
CACI International Inc. Yes Yes   1  
CACI International Inc. Yes Yes  1   
CACI International Inc. Yes Yes 1    
CACI International Inc. Yes Yes 1    
CACI International Inc. Yes Yes 1    
CACI International Inc. Yes Yes 1    
CACI International Inc. Yes No  1   
CACI International Inc. Yes Yes 1    
CACI International Inc. Yes Yes 1    
ManTech International Inc. Yes Yes 1    
ManTech International Inc. Yes No  1   
ManTech International Inc. Yes No  1   
Dell Inc. Yes Yes 1    
Dell Inc. Yes Yes 1    
Dell Inc. Yes Yes 1    
Dell Inc. Yes Yes 1    
BAE Systems plc Yes Yes 1    
BAE Systems plc Yes Yes 1    
BAE Systems plc Yes Yes 1    
BAE Systems plc Yes No  1   
BAE Systems plc Yes Yes 1    
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 Found From Search Time To Identify Full Name 
Company Full Name Picture <1 1-5 5-10 >10 
BAE Systems plc Yes Yes 1    
BAE Systems plc Yes No  1   
BAE Systems plc Yes Yes 1    
BAE Systems plc Yes Yes  1   
BAE Systems plc Yes Yes 1    
IBM Corp. Yes Yes  1   
IBM Corp. Yes Yes 1    
IBM Corp. No No     
IBM Corp. Yes No     
Accenture Yes Yes 1    
Accenture No Yes     
Accenture Yes Yes 1    
Accenture No Yes     
Accenture Yes Yes 1    
SRA International Inc. Yes Yes 1    
SRA International Inc. Yes Yes 1    
Iron Bow Technologies Yes Yes 1    
AT&T Inc. Yes No  1   
AT&T Inc. Yes Yes  1   
AT&T Inc. Yes Yes 1    
AT&T Inc. Yes Yes   1  
AT&T Inc. No No     
AT&T Inc. Yes Yes 1    
Mission Essential Personnel LLC Yes No  1   
Alion Science and Technology Corp. Yes No  1   
Alion Science and Technology Corp. Yes No 1    
Alion Science and Technology Corp. Yes Yes 1    
URS Corp. Yes Yes 1    
URS Corp. Yes No  1   
URS Corp. Yes Yes 1    
Chemonics International Inc. Yes No  1   
Unisys Corp. Yes Yes 1    
Unisys Corp. Yes Yes 1    
Unisys Corp. Yes No  1   
Unisys Corp. Yes Yes  1   
Unisys Corp. Yes Yes  1   
GE Yes Yes  1   
GE Yes No 1    
GE Yes Yes 1    
Xerox Corp. No No     
Scientific Research Corp. (SRC)  No     
Scientific Research Corp. (SRC) Yes Yes 1    
SRI International Yes Yes 1    
Telos Corp. Yes Yes 1    
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 Found From Search Time To Identify Full Name 
Company Full Name Picture <1 1-5 5-10 >10 
Concurrent Technologies Corp. Yes Yes 1    
Oracle Corp. Yes Yes 1    
Oracle Corp. Yes Yes  1   
Oracle Corp. Yes Yes 1    
Oracle Corp. Yes No     
Oracle Corp. Yes Yes 1    
Oracle Corp. Yes Yes  1   
VT Group Yes Yes 1    
Macaulay Brown Inc.  Yes Yes 1    
Macaulay Brown Inc.  Yes Yes 1    
Sierra Nevada Corp. Yes Yes 1    
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Appendix D: Employees on LinkedIn by Company Ranking 

Retrieved on: 3/19/13  Employees on LinkedIn 
Country: US   Keyword: TS/SCI  
2012 
Rank Company 

Government 
Contracts* 

Total # 
on LI 

Title: 
blank 

Title: 
VP 

Title: 
Director 

Title: 
Management 

Title: 
TS/SCI 

1 Lockheed Martin Corp. $17,438.1 49,722 149 2 4 4 0 
2 Northrop Grumman Corp. $9,143.3 33,969 139 1 4 2 0 
3 Boeing Co. $7,455.9 58,964 41 0 2 1 0 
4 SAIC $5,938.1 23,450 210 10 6 4 3 
5 Raytheon Co. $5,665.5 28,984 93 3 0 0 1 
6 General Dynamics Corp. $5,461.2 20,908 211 0 3 4 5 
7 Hewlett-Packard Co. $4,113.1 46,057 25 0 0 0 1 
8 Booz Allen Hamilton $3,848.8 20,979 260 3 2 5 4 
9 Computer Sciences Corp. (CSC) $3,569.4 6,270 16 1 0 0 0 

10 DynCorp International $3,346.2 4,209 14 0 1 1 0 
11 Harris Corp. $3,017.8 5,819 33 1 1 0 0 
12 L-3 Communications Corp. $2,877.1 11,154 50 0 2 1 2 
13 Fluor Corp. $2,680.2 7,123 2 0 0 0 0 
14 CACI International Inc. $2,463.7 4,664 93 5 1 0 5 
15 ITT Exelis $2,358.3 355 1 0 0 0 0 
16 KBR Inc. $2,176.4 5,016 0 0 0 0 0 
17 ManTech International Inc. $1,923.0 585 11 1 2 0 1 
18 Verizon Communications Inc. $1,910.3 1,824 1 0 0 0 0 
19 Dell Inc. $1,864.4 33,794 21 0 2 0 0 
20 BAE Systems plc $1,699.8 16,258 101 2 4 3 1 
21 IBM Corp. $1,695.2 98,745 49 0 3 0 1 
22 Jacobs Engineering Group $1,471.1 460 0 0 0 0 0 
23 United Technologies Corp. $1,439.8 2,724 2 0 0 0 0 
24 AECOM Technology Corp. $1,314.6 54 1 0 0 0 0 
25 Accenture $1,250.0 35,513 52 1 1 4 2 
26 Battelle Memorial Institute $1,170.7 1 0 0 0 0 0 
27 Deloitte $1,137.4 44,105 63 0 0 0 0 
28 Bechtel Corp. $1,091.5 8,645 4 0 0 0 1 
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29 SRA International Inc. $1,008.5 4,297 41 1 0 0 0 
30 Wyle Inc. $916.0 1,544 16 0 0 0 0 
31 Aerospace Corp. $915.2 1,653 5 0 0 0 0 
32 CGI Group $840.3 72 0 0 0 0 0 
33 Serco Group plc $840.0 13 0 0 0 0 0 
34 Iron Bow Technologies $743.4 226 1 0 1 0 0 
35 Honeywell International Inc. $725.3 1,897 1 0 0 0 0 
36 AT&T Inc. $720.8 107,804 36 0 6 2 0 
37 Mission Essential Personnel LLC $690.9 460 15 0 0 1 1 
38 QinetiQ Group plc $675.0 42 0 0 0 0 0 
39 Rockwell Collins Inc. $673.9 8,110 5 0 0 0 0 
40 General Atomics International $652.1 3,085 6 0 0 0 0 
41 Alion Science and Technology Corp. $647.3 1,769 5 3 0 1 0 
42 DRS Technologies Inc. $645.1 1,868 4 0 0 0 0 
43 URS Corp. $620.1 13,885 15 3 0 0 0 
44 CDW Government $563.8 6,267 1 0 0 0 0 
45 Chemonics International Inc. $554.5 710 1 0 1 0 0 
46 Alliant Techsystems Inc. $500.0 211 0 0 0 0 0 
47 Unisys Corp. $498.2 6,484 11 0 6 1 0 
48 U.S. Investigation Services Inc. (USIS) $476.8 3 0 0 0 0 0 
49 GE $476.6 54,838 17 1 0 0 0 
50 World Wide Technology Inc. $441.5 1,342 5 0 1 0 0 
51 Arctic Slope Regional Corp. (ASRC) $402.3 106 1 0 0 0 1 
52 CenturyLink $394.6 11,636 11 0 0 0 1 
53 Artel Inc. $384.0 137 0 0 0 0 0 
54 NCI Inc. $367.0 1,974 6 0 0 0 0 
55 Arinc Inc. $344.2 1,407 3 0 0 0 0 
56 SGT Inc. $339.8 601 1 0 0 0 0 
57 NANA Regional Corp. $330.2 333 0 0 0 0 0 
58 Westat Inc. $328.2 1,762 1 0 0 0 0 
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59 ICF International Inc. $324.0 3,177 8 0 0 0 0 
60 RTI International $310.7 2,419 2 0 0 0 0 
61 immixGroup Inc. $304.8 259 0 0 0 0 0 
62 Xerox Corp. $302.3 22,475 2 1 0 0 0 
63 MicroTech LLC $302.1 203 1 0 0 0 0 
64 Development Alternatives Inc. (DAI) $296.9 441 0 0 0 0 0 
65 Carahsoft Technology Corp. $296.2 303 0 0 0 0 0 
66 Scientific Research Corp. (SRC) $284.0 671 9 0 1 0 0 
67 Abt Associates Inc. $269.6 854 0 0 0 0 0 
68 CH2M Hill Inc. $254.8 8,703 0 0 0 0 0 
69 NavMar Applied Sciences Corp. $253.5 186 2 0 0 0 0 
70 Dynamics Research Corp. $248.5 705 1 0 0 0 0 
71 Camber Corp. $241.1 1,180 12 0 0 0 0 
72 Mythics Inc. $239.1 164 3 0 0 0 0 
73 GTSI Corp. (now UNICOM) $221.7 457 0 0 0 0 0 
74 SRI International $221.4 1,815 6 0 2 0 0 
75 Motorola Solutions Inc. $215.7 4,070 1 0 0 0 0 
76 STG Inc. $215.7 974 6 0 0 0 0 
77 D&S Consultants Inc. $214.6 33 0 0 0 0 0 
78 Jorge Scientific Corp. $208.7 165 5 0 1 0 0 
79 Ball Corp. $208.4 1,019 0 0 0 0 0 
80 Telos Corp. $208.3 348 3 0 0 1 0 
81 Concurrent Technologies Corp. $207.9 709 3 0 1 0 0 
82 Tetra Tech Inc. $206.7 3,263 0 0 0 0 0 
83 Cubic Corp. $206.7 1,690 7 0 0 0 0 
84 John Snow Inc. $203.7 375 0 0 0 0 0 
85 Indyne Inc. $203.7 65 1 0 0 0 0 
86 Siemens AG $203.4 31,890 8 0 0 0 0 
87 Eyak Technology $201.2 64 1 0 0 0 0 
88 DLT Solutions Inc. $199.0 281 1 0 0 0 0 
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89 Pragmatics Inc. $198.8 398 5 0 0 0 0 
90 Alutiiq LLC $197.4 802 0 0 0 0 0 
91 Oracle Corp. $196.6 41,365 34 0 5 1 0 
92 Chickasaw Nation Industries Inc. $195.4 6 0 0 0 0 0 
93 VT Group $194.8 241 1 1 0 0 0 
94 Intelligent Software Solutions  $191.2 412 12 0 0 0 0 
95 Louis Berger Group $187.8 730 2 0 0 1 0 
96 TeleCommunication Systems Inc. $183.3 656 1 0 0 0 0 
97 Macaulay Brown Inc.  $182.9 560 9 0 1 0 0 
98 Viasat Inc. $181.2 1,488 1 0 0 0 0 
99 Shaw Group (bought by CBI 2/2013) $176.5 2,847 1 0 0 0 0 

100 Sierra Nevada Corp. $176.2 571 6 0 1 0 0 
101 PAE Inc. $168.6 341 3 0 0 0 0 

 

* Contracts in millions. 
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Appendix E: Sample Social Media Acceptable Use Policy14 

 

                                                 

14 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/27933/20090805UMODOnlineE
ngagementGuidelinesVersion10.pdf 
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